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Identity and Access Management Security

E

Gold Security

Gold Cloud Productivity
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Microsoft Defender for Office365 Azure AD Identity Protection Cloud App Security
: i 5 ° e ® BARE & FIFXFR HER 55 =75 App IR S B R 1 L T2 BN

e EAERIEZENEE
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Microsoft Defender for Endpoint &isigiEapssE(E s
+ Azure Security Center TRRSs R R SRR Microsoft Defender for Identity

° o o ® IRIEEFEEITAEAR

Azure Sentinel
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Z R ERERRE (MFA) ZEAES (SSO)
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Managed Service

B Microsoft

BHEETA
Cloud Sec. Platform
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HEREZE - B REEA

AR EB T EMEBEARKIT2020F T FESHREHHENRERIEZEH
it E = ERNAREESIRFERINE > #HAREAHMEREETERZE
HH &4 EB Microsoft Defender for Identity ERIREADIRE TS » U TASHAIREHE

| 2020/08/23 43254453 2020/08/23 FF5EEZ &R 2020/08/24 498k~
ﬁ AFZIRRA BERROBE AR - 5 B{EAENTLM nméﬁtﬁﬁ%ﬁﬁﬁ@ T R B R ThIE A IR

Faded to logon o i [EEE] u using a wrepa oassward L &3 PM Accessed 50 resources from 9 computers

| 2 tierei = it v wconds | g Kndbari | s £t 1 b | vy Krlomers | g gt

Failed to logon to [ Jusi Jusing s wiopgoassmord 47 P Creduntials valideted from{EE= T )

11 e m.-u.:m- L 03 ey < e et | oo ke

Was gueried by one or more users fmrn' |

) e

t 1101 P I AN
Logged on o [EEnnewn] e Faded to logon “IFI sing 4 weong patpuced 1I8PM Logged DMIEI
Iﬂml I Bary 24, L Kt

Conm(!odfvon‘l Jol ] using RDP i Faddesd 1o logon l:nl |1. AW pweard
e e — b e g (S LA s gueried by Jeor |

s oy I |
Conn«!ed'om:!o 19 computers using ROP b1 P Credentials validated from .
b he oy N — LA el aidotd bor ]
By 24, 703

vl 3 N o b P i | oo ke

Fa!cd to logon !o: ssword FITF Fa-lqd o lpgon u:.ls ng awgm pasgword

1 v o Pew paconds | m~ [ 1 2 1 0 pi o 3 s | o

Legged on to

| ettt

Potential sensitive lateral movement path identified foe this user, that incudes 2 accounts and a6 Faded o lu-g wl Juinga = pastwond
| EISTE |

see paths L B & v warcondn | L) arbenon

o8 FREEDOM
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HEREZE - B REEA

AR EB T EMEBEARKIT2020F T FESHREHHENRERIEZEH
it E = ERNAREESIRFERINE > #HAREAHMEREETERZE
HH &4 BB Microsoft Defender for Identity BRIREADIRF 174 » LU TTASHAIREHR

BAAE L BT B A SRR | . L SBAREEBRRE . SBLDAPHBRBETES
A B - S B R ; SRR SEERETRE | ETREIRR BB AT

- Lateral movement paths to sensitive accounts Cleartext passwords exposed using unencrypted LDAP authentications

TR eten Period: 8/19/2020 - 8/25/2020
Most Recent enlodk 202000~ NZVAR

Lateral movement graphs displayed in the user peofile an Authentlcatlons

. (UTO)
. c/‘o. zozo 1240:36 395 AM

Details 2072020 1230:12.628 AM
wi oason B/20/2020 1229:45.954 AM

Member of Account Operators 1972020 115824614 PM

Member of Account Op s B19/2020 105627525 PM

7

Join Member of Account Operators Z::fx: :::f’;:;: :x

PCadinin Member of Schems Adming 81972020 112656727 PM

VMUser Member of Domain Ad Enterprise Ad Ad ators Administrator 81972020 3:25:52.670 PM

| Member of Account Op s 871972020 2:4348.761 PM

ExOrgAdmin Member of Account Operators Organization Management Schema Admins WAR/2020 22700.154 PM

[ Member of Administrators Account Operators,Domain Admins ST 20 2239999 Mt
#/1972020 20100637 PM

VMAdmin £/19/2000 12529032 PM
[ Member of Account Operators B/19/2020 1:24:22.065 PM
| Member of Account Operators 1972000 123726860 PM
panrunner Member of Server Operators BA19/2020 1233:39.209 PM
B/15/2020 115241171 AM
/1972020 104654988 AM

o8 FREEDOM
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HEREZE - B REEA

AR ABEMR Y EEICKRATIN2020E T ERPE L HHHENEREIRIAIL
HH R4 ZEB Microsoft Defender for Identity ERIREADIRE1TA » U TAEHAIREHER

Zerologon#iE A RT3 74 (CVSS) IR EE RS
1 10 73 > PRI EHZEE#E /EHET&EZA%%;W“%'JJE

DJ£EH) Netlogon 1EFRIZFHE K (CVE-2020-1472 FEIHER)
7] remiT a2 nsiter 4 EEEss HSE 4052,

TFHR8:23 - THRR26 20205 1087H

A

A{EREEE

bi:Ear)
o CVE-2020-1472 A E 2 RE
o O XEREMERTSE

= 2ae (Golden Ticket) N Z< &% ol 5t B 1S A S £ -
AfEE S YEKerberos Ticket& AERAE AR 4

o8 FREEDOM

RELMEREREE FEE
FAEIRE {1 6 WIS T Kerberos ZEHI 39 B4R, AR EEHEZETEN.

F512:42 202010 A3 - £5-1:29 2020 10H 180

&

REERE M

Kerberos Z58

O

b ]
o O RIEEE T EINEAERT Kerberos F58.
o [2020/10/3 £512:42] E&EE--E. LIS ERRERIEREEERRTEN (10:45).
o SERMLIETH ] BEEENSEE AR 30 A, FRED] HAEEE BEA 0B AN TS
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Azure MFA Z A EEE Azure AD PIM FHERP E T Azure AD (&4 1FZHL

XXAF Bk BESRTFNER g A = H 2

@~ - o

Accounts : P
XXX(#4) is assigned the Global e \

. . . ™
Administrator role for| XxX25 | Directory —‘ Fﬂfﬂ
o —
The details of this assignment appear below.

8 9 5 823 Gd View the details of this assignment in the Privileged Identity Management (PIM)

2 ~
portal. mEE B ®

kayg@conto "]
HwSIME =T +49:36 ()

43 9 6 5 1 64 Settings Value C

User or Group | XXX () @ login.microsoftonline.com

Role Global Administrator
Facebook

kaygo1988] Resource name XXRE] Bs Microsoft

Resource type Directory
339813 ¢ Updated by [ XOXGEEE) | Xxx@xxx.com |

Assignment type Eligible E E Eﬁ%;ﬁﬁm
Github Assignment start February 19, 2021 2:11 UTC . N
kayg@eont ] _ BAEMY, ERFaFERLERNES., §)
880812 G Assignment end January 1, 0001 0:00 UTC W, EEIREEEIRSFARFIARIEES. BARR
Justification - HUBEN.

101010
oloiol
1g1010

Dropbox
kaygo1988{

BHAEAEMIESEA
Privileged Identity Management protects your organization from accidental or

\ / malicious activity by reducing persistent access to Azure resources, providing just- HihzrmE R
in-time or time-limited access when needed.
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Microsoft Cloud App Security SfRRABABAZRinEHAENER > BB FITAETTA
HHERREAREIANER ERETAETES » HEBETREHEAEEK:
Cloud App Security © - ‘Wl Cloud App Security

Filters: @ /

Dashboard Discovered apps P addresses date ct
Status: - CLOSED Category: Select risk category... v Severity: @I @N" ®EEB  App: Select apps...

i & Continu t | Timeframe

C Dic oy t
Cloud Discovery ' Global- ' Last 90 days~

P addresses i Users Traffic Cloud Discovery open alerts + Create policy

Apps
3 01 2 3 77 9 6 O 4 2 3 3 F407.2 GB . User name: Select users... v Policy: Unusual file deletion activity (by user) v
. GB * 16.1 GB 377 Cloud Discavery alerts O Suspicious use alerts

App categories 1-50f3T 8 Tisk levels [ &l categeries ¥ by [Tramc [] Bulk selection Export @ 1-7of7alerts Y Hide filters [TF Tal

@ ISanctioned @ JUnsanctioned @ | Other

Alert Resoluti... Severity Date v

Cloud storage 4159 GB 0 Traffic from high risk apps

\iebmal 1568 42 3'3 G B Traffic from medium risk apps Mass delete

Online meetings 1013 MB i . . . ) . .
o 935 1 Total NTraffic from low risk apps Q Unusual file deletion activ.. < Microsoft OneDrive for Busi...
s

EE0 Me.. 4/21/21,9:43 AM

Collabaration 935 M8 £ Configure scare metric

Mass delete 3/25/21,5:21 PM

Q Unusual file deletion activ.. < Microsoft OneDrive for Busi...

Discovared apps 1-150f301 » View all apps [All categories ¥ | [Traffic Top entites View all users [User v by [Trafic

Mass delete 3/22/21, 4:26 PM

Isanctioned I Unsanctioned User Q Unusual file deletion activ... R:

@ Box : Anastasia@contoso.com

Mass delete 2/3/21, 2:04 PM

Iicrosoft OneDrive 1. Ember@contoso.com
Q Unusual file deletion activ.. < Microsoft OneDrive for Busi...

Fluxiom Brayden@fabrikam.com

Microsoft OneDriv...

Julissa@contose.com

Microsoft Exchang... 1. . . Mass delete
Zain@contoso.com

Microsoft Skype fo.. Q Unusual file deletion activ.. & Microsoft OneDrive for Busi...

L Wlimrmenft Dhmamine a2 LR

2/1/21,3:10 PM

2
13
=
c
7

Mass delete 1/11/21, 1:54 PM

Q Unusual file deletion activ.. < Microsoft OneDrive for Busi...

5 Y 5 T € M S
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BHAFAILEE A EZIEEE (Password-less Authentication) i
BEASBEMERNEE (e.g., ¥ EE - TEER £ FBE---¥)

all PEZE T TH4a:22

= Authenticator

l. Micro Soft g ;\:Z:;:aicr:\g::dom.net.tw-DELL... > 2. FI DO 2 . 2 l
Authenticator 592 607 @ WL M EiE b Jacky Pan - Freedom Syste

41 ]
Microsoft addd _ :
jackypan@freedom.net.tw ~Insert your security key into the USB port to sign in.

Sign-in options

Team | e
Q iackv W ~ Windows Security Q @j 7

BEEAIS? Making sure it's you
= cREEDOM BALEROBFUEA - e e )
l' svsTEwuS jackypan@freedom.net.tw Please sign in to log nicrosoft.com. .

EEZLESREA

“ jackypan@freedom.nettw This request comes from Chrome, published by Google LLC.
ERERSENTSERE. EEEIENETE

[E2:3= 9N = 8 A

© 7EEHY Microsoft Authenticator FEFEERIRELE
LTARZEF, LUETEA, 33

BB Microsoft

Insert your security key into the USB
ort.
81 81 P

ﬁﬁ{gE\j EL}ENEJ i
:

3. Windows Hello £¥p# (Aa3B & 3540)

5 Y 5 T € M S
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HERHE - BFIHHRZTIEME

WEE EEFHAEFHAPRES S| S/ ED SR AU E AL
ERENE FHEMHIRT: - BB REHFEMSFREZEE > RS2SR (BlshREEE) BEETHIBAPNER
HHZZHNEEREAARIE80%EEIEE A Microsoft Defender for Office 365 A HAE ItL A9 2R #49 FA T &2

Al B51a 8 3tk tia

2016 %10 & 31 BE|M— - £4 837

¥ & Join Group 0 B ;
| s '.:: ot i}:. e = Bimowr | o2 finates R russellrobinson@|contoso.com
home “ ‘Message (HTM: I X . =
: ' CIFE10 %R (5%5 @contoso.com -
Y f¥E someone@microsoft.com m.:F 'Hq: ahiLﬁ FEA D/ZE

lig SR o

-
3 . \ . . 3 E-

Check out this slide deck. Yqu may need to enable macros to get all the content. 419 Scan'm Progpess HrE10H Wﬁg’ﬂmﬁfﬂ-f:ﬁ ;E ﬁ.l % = =]
Jason \ : RALBE

e : AR PAEERRCIURIIR - BB RIS T 8E R 2 4,

We're making sure your attachments are safe Jo BN

https://spamlink.contoso.com/
Advanced Threat Protection.pptx

o<~ S 7 i BB ETEHE I, HaMBEIRTETe

— , A TSR TGN ETE REREE EREN
uR BAEE

Advanced Threat Protection Dynamic Delivery
Your attachments are currently being scanned by Advanced Threat Protection:
+ Your company administrator has enabled Advanced Threat Protection Dynamic Delivery for =

you
{hesAERs (TRERER)
Office 365 NS ETRE

5 Y 5 T € M S
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Microsoft Defender for Identity RF5IEH:
Health Center Z R 2B DT

Health Center ERE B HEFR

Scheduled Reports fZ:E D
Scheduled Reports B & HEk

Azure AD Identity Protection E{4EIfEIRFEZIER:

- FREEEBRTATZHERMEEDT

- RECHFHERERLS $E¢1:.T¢

- FRERREEAERAIFIE (e.g.,RH 1S HIMFA)

SR BRI RRTEIEE:
. AgentrERFE T IR E iR IEH2

. MRS BIEE SRR
. IRHRATERE L

Al iRF5EE E

BRETEG(IFIL AN E)EIE:

- BfMREHETERE
IKNEZRBRIETTIELRRIE
RILRE RS

¢§&%711$1¢(3F1“LEI1EI&§)JEEE:
- FEMHETHAT
RE F%Lﬁf 4R IE
IR AREEE

%%Kﬁgﬁﬁﬁ&ﬁﬂ
[CIfE R iR i AR AR IE B35 ER 1
IEE AT ERIE ~ WIBIERIEE
SEERERAIT
WEREED AT
R EREHBCER

EHISEERMHER:

. THIREANZFIESR < SOl HEE
B RSN MREE IR AR
LB TR B AR

A ggan

=

e

EXAE
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SHBEET RABHKERNERS
ZERBEN - KEERFSERIEER
B EIZHE) « TEMRE > e EH
HEANBREEGTES  63HIE
BB~ BITREMBE R E

FReeEDOM

[ REFEHBIER

EEXRAEEREN  TEEFMHEE
FrEZBMFERE - WEKEHHR - &
KL RAREET - fEEIB T B LEHERAC
%~ B HERFRR  BTANEXRN
SRE ~ ERMEE o BB RYREA o

BPBF R I
FH ORI

B uEmtmEss

ABET RRMRAZTRIERBR -
TARBEBEOMEHENERANER
B AR R 7T FREELUTE AR AR M - IERRR
AR i B 2 B3 T —uh TURIARTS
HEZEEMATFKBEEETEH o
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Security Workshop
Estimated Time: 3-5 weeks

R KIEITE 9 FEPoC Workshop

m THRAREMGKE:

H A5 2L Microsoft Defender for Endpoint
Tz Defender for Identity ZEET B » al{kiR
BERERFEICEEIRE o

B ELEEART

73’:‘3-5% NBRFHERIEIRE - RIBEEEW
ERAE SRR 0 MIBRPEIREREZ KRR

I@JEEDE# BRIE P RRIE o

B SEBK

#INTS 108 (Estimated Price)
(KR IEE B RRERSUEIREARE » #&
L ER(B)

Z MRS IE

Implementation
Estimated Time: 4-5 weeks

HREEEXERESEATEEnm

m TESAMRGE:
kIEWorkshop#E R G T FIBEFRERAR
o BT RN E R RERE 0 UNSTRE M
g o

W hE R BRI R R
5eAOnboardingf® > B B &R EITIEHARY
BHEAlE > DU MEREER - FER LA LARE R
IEREMF

B SEEBK:

. REULHRE > OSSR ERAESERER
(KB EBBRBHETECIRERR > ¥
= EEIR(E)

Managed Service
Estimated Time: Pay per mth

BHERERRSTINERGEBH
LASTRAHIARTS 1hBhiE SEEHREEIE

B EREERT
B R int R e irsiE - URFMEEZTRE
HABSIE » WRRTEMERERS

B ETNEEE
TEHAMRIE OS Patch ~ App Patch F123342
ﬁuﬂhﬁiﬁ.:‘z’ﬁﬁiﬁikui

B SEBER:

° DT%IEDT%FEHTE

- BRUCWE > SHoEHRSR
(ARBRIE S EFRREZRCIZERR > &
T ER(E)

X ARIBARFERZ B AWorkshop » REIERNImplementation&Managed Service o ¥ 4H:E/A E AR ©

'-. FREEDOM
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ADWNTECH

ot & iR 1%

EEE2020F R ERIAE
eI EELEIE > MRS
SEHZRERE ~ [FEWK
BRYR S BRI EEZD
RIERE - BHRA/GHESTE
BT Z1EF5 Security
Partnersz FiRFEMH > A2
MZENEZREER > W=
BEEETEZEE | 1 %
DITIR R 2 Bk » BHIRfE 2 )
B)PEABALETIAR I
IREE L IERRTEI. 1B
o= % (AD ~ Email ~
Firewall) » Y7817 ©

FReeEDOM

BHARSKEZREE P O

0/ AXIOMTEK

BEPHigserver iRASEE »
BT BB ERREEERZE &
EOERARREZ R - HHA
AR BEE B2 mE AT
{h EEERF ARt imserverd &
IRV E SR ~ BB AN A E R
@ WRRBII T Imemail
serveriz i g o fRY
Microsoft 3652 ERE A » 32
HEHRSTIEE AR 4EE
KA F 5k 0 BEAMEEEE
#7Security Workshop PoC >
fEFBMicrosoft Defender For
Endpoint XM iR E
% J&\ B o

A"\«';lf( : PEEERIZE
Ok mily) LN :'@@g’- A =
</ | (=13

BEANEATHEAZENE
B WANRPEZEREETES
=14 > HEEEH R S
FIREELBTERRE - BA
Azure Sentinelf® > EHAIRY
SEEBKEHEIES] » UAR
BIERNERN » BAEASE
H6OHENcHNER - BR4E
FHF/ N RELE - B RERIE
= MBI ELZAEFR
WETTE IR DR A ©

Learn More—

32 REALTEK

ATEIREZEBIIMA > InE
FROEMERENZ2IRE
DUS RS @B ke A BEE B
KB - HRARSEHE
Microsoft Defender for
Identity > B(CTEZEPIERHY
oy o SRR AT RERY
ERMEHE TS
B AR —EERELETT
EHRIRERE » BEEE
EEIED S ELEYE SE =
1E o BERREEFHAzZUre
Security &zMicrosoft
Defenderzks@{CZ &« 2 (A
5% teREEME T o
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https://www.freedom.net.tw/why/security.html
https://www.freedom.net.tw/why/security.html
https://www.freedom.net.tw/case-study.html

éﬂ"ﬁéﬁilﬁﬁ" S1F2:8
BHEAREREKANZE ﬁW%ﬁ%%ﬁ &5 IR
RENE ﬁ%?%@ﬂ%%%m%ﬁmﬁ?%@ﬁ

(ISQO)

Systems Security
Certified Practitioner

Certified Information
Systems Security Professional

SSCP

SSCP° R H M EATANZ RN BABFHEREMR
IESERUAEFENRE » RE T EFABPERETEFR
ZEERHRIEMEEASNER TFHE - AERET

‘e E A EMEERNERSEE  REER
TERKRERETERELZTE > fI
CISO(BEZE)  HEREXRREHE

CISSP
Hﬂ{zﬁiﬂ*ﬂ%ﬂd\
YNCSO(Z2E) »

Winner

Gold Security

Gold Cloud Platform

Gold Cloud Productivity
Gold Windows and Devices

BT L B0 B B A R
Microsoft

Partner

Microsoft Partner

2021 Partner of the Year
Taiwan

]
CISCO

vmware
PARTNER

Hewlett Packard
Enterprise

Business
Select

Partner

Business Partner

Adobe \/ Specialist Partner
cert|f|Ed Reseller Symantec. Small and Midsize Business Segment

Gold Small and Midmarket Cloud Solutions

-

(ISCPEIREN AR LR REMBRAIFEFNMENEIKN B ER L 2EH > BIIIN19894F -
(ISC)@E%EEH%%EE%*ZEZE&qui » TABNZEABREFEEERDE - HEREARS o (ISC)?HIER—
BZh > (ISCMEBMFEEA SRR E RNV (FRISO/IEC 170242 IKA 7 508 3G 1RZE)

BE Microsoft Partner

PROFESSIONAL
SOLUTION PROVIDER

@ FireEye |

B® Microsoft

(s :Ll’r
cralist

VEEAM -

sl{e] partner

PartnerDirect
Preferred

SRR FEEIR > BIMEMRIESR
FReEeEDOM
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o H AR M FENER > EFRITEITHRN

IT is not an issue, call us!

o 02-2655-0668

SSSSSSS

BRERAARMPABRAT ©

sales@freedom.net.tw

o www.freedom.net.tw



