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Secure
identity

@ Self service
password reset

@ Multi factor
authentication

Secure
devices
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@ Device management
for Windows and
mobile devices

@ Device management
for 105 and Android

Microsoft 365 Business

Secure
apps
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@ Restrict paste to
personal apps
and storage

@ Save only to
OneDrive
for Business

Secure
email
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@ Protect from
external threats
with Advanced
Threat Protection

@ Control data
access with DLP,
archiving, IRM, and
encryption

Secure
documents

@ Classification
and labels

@ Encryption
@ Tracking

@ Revoke access
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Protect users against
cyberthreats like phishing
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Safeguard confidential
business data

Get visibility into
cloud app use
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) https://nam06.safelinks.protection.outlook.com/?url:

B Microsoft

This website has been
classified as malicious.

Opening this website might not be safe.

We recommend that you don't open this website, as opening it might not
be safe and could harm your computer or result in malicious use of your
personal data.

X Close this page

Continue anyway (not recommended)

Powered by Office 365 Advanced Threat Protection
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Mobile Device
Management (MDM)

Mobile Application
Management (MAM)
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Windows devices & X| H©l

#i | Microsoft 365 admin center

Y Windows 10 devices A& YHIO|E M7

Setup

Microsoft 365 Business.

) Microsoft Defender protections Z A 23}

can a. he late:

ke sure that users g
settings and adjust your configuration |ater. Learn mor

Secure Windows 10 devices (L)

Help protect PCs from viruses and other threats using Windows Defender
Antivirus

) BitLocker encryptionZ-d2tE Sl HIO|E
HD

Help protect PCs from web-based threats in Microsoft Edge
Use rules that recuce the sftack surface of devices O

Protect folders from thrests such as ransomware (0

Prevent network access to potentially malicious content on the Internet 0]

Help pretect files and felders on PCs from unauthorized access with BitLacker
Allow users to download apps from Microsoft Store

Allow users to access Cortana

Allow users to receive Windows tips and advertisements from Microsoft

Keep Windows 10 devices up to date automatically

Turn off device screen when idle for

Install Office on Windows 10 devices ©
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Device Lifecycle

Enroll

v

Provide specific enrollment methods for
i0S/iPadOS, Android, Windows, and macOS

Provide a self-service Company Portal for users
to enroll BYOD devices

Deliver custom terms and conditions
at enrollment

Zero-touch provisioning with automated
enrollment options for corporate devices

Support & Retire

v
v

v
v
v

Revoke access to corporate resources
Perform selective wipe

Audit lost and stolen devices

Retire device

Provide Remote Assistance

30

User

& Configure

RN NN

Deploy certificates, email, VPN, and Wi-Fi profiles
Deploy device security policy settings

Install mandatory apps

Deploy device restriction policies

Deploy device feature settings

v

v

Restrict access to corporate resources if
policies are violated (e.g., jailbroken device)

Protect corporate data by restricting actions
such as copy/cut/paste/save outside of
managed app ecosystem

Report on device and app compliance



What are Configuration Profiles?

Microsoft Intune provides Configuration Profiles
which includes settings and features that can be
enabled or disabled on different devices within
your organization.

Configuration Profiles can be applied to:
« 10S/i1PadOS devices

* Android devices

« Windows 10 devices

* macOS devices

Microsoft Intune
with Configuratio
n Profiles




What do Configuration Profiles provide?

Device features

Controls features on
the device.

Examples: Airprint, n
otifications and lock
screen messages.

M)

Device restrictions

Controls security, hardw
are, data sharing and m
ore settings on the devi
ces.

Examples: require a PIN,
data encryption, etc.

Access configuration

Provide organization’s a
ccess configuration to t
he device.

Examples: email profiles,
VPN profiles, Wi-Fi setti
ngs, certificates, etc.

Custom

Set custom configuration
or execute custom config
uration actions.

Examples: set OEM settin
gs, execute PowerShell sc
ripts, etc.
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Multi-Factor Authentication (MFA)

Verify user identities with strong authentication to establish trust

\

We support a broad
range of multi-factor
authentication options

= m @

Push SMS, Soft Hard
Notification Voice Tokens OTP Tokens OTP

Including passwordless
technology

B )
Microsoft Windows FIDO2 Biometrics
Authenticator Hello Security key

-
@

Multi-factor
authentication
prevents 99.9%

of identity attacks




Ways to enable Azure MFA

Azure Multi-factor Authentication can be enabled in these three ways:

Conditional Access Security Defaults Per-user account

N2 \Z \Z

The most versatile way of Enables MFA for all users. Legacy way
enabling MFA. Recommended primarily for of enabling MFA.

Recommended approach. small business, with careful Not recommended.
consideration.



Azure MFA with Conditional Access

Azure MFA enabled through Conditional Access
policies which are applied during sign in time to

all or any selected group(s) of users
all or any cloud application

Requirement for Azure MFA can also be based on
location
type of cloud application,
real-time risk (requires AAD P2 license),

device state (requires Intune license)

User registration for second factor at next sign in
after enablement of Conditional Access policy
Requires Azure Active Directory Premium P1 license

Or any license that also includes both MFA and Conditional
Access, such as Azure Active Directory Premium P2,

Signals

User and
location

Device

e

A Real-time
risk

Verify every access
attempt

-~ ©
Allow access —‘
- ®

Require MFA

L O

Block access

Apps and dat

)

101010
Qlo10!
101010

e

Microsoft 365 Business, Microsoft 365 E3 or
Microsoft 365 E5



Self-Service Password Reset (SSPR)

& < /A

Self-service password Self-service Account unlock Password writeback
registration and reset password change
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