Tutorials for integrating Saa$S
Microsoft Office 365 with MattZero

To help integrate Microsoft Office 365 and your cloud-
enabled software as a service (SaaS) application with
MattZero, we have developed a simple of tutorials that walk
you through configuration.

For a list of all SaaS apps that have been pre-integrated into
MattZero, please reach out us on:
https://Amatt.atlassian.net/servicedesk

MattZero can connect to the Office 365 portal to gather
information about assigned named user licenses and show
on Dashboard as below:
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MICROSOFT 365 OVERVIEW
e —
PRODUCT NAME REQUIRES LICENSE 4 TOTALENABLED 4 ASSIGNED LICENSES 4 UNASSICNED LICENSES 4§ TOTALLICENSECOST 4 UNASSIGNED LICENSE VALUE 1]
MICROSOFT FLOW_FREE false 10.000 1 9,999 50.00 $0.00
MICROSOFT STREAM TRIAL false 1,000,000 o 1.000.000 $0.00 $0.00
OFFICE 365 BUSINESS ESSENTIALS true 15 1 o $75.00 $0.00
OFFICE 365 BUSINESS PREMIUM true 0 10 o §125.00 $0.00
POWER Bl (FREE) f; 1,000,000 0 1.000.000 $0.00 $0.00
PROJECT ONLINE PROFESSIONAL true o o o 50.00 $0.00
VISIO PLAN 2 tr ] o o $0.00 $0.00
WINDOWS STORE f: 5 $0.
Showing 1 to 8 of 8 entries Previous T Next
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Register a new application using the Azure portal
Before starting the Office 365 configuration, make sure that
you read the instructions below and take every action
described in this document.

1. Log into Azure on an account that has administrator
rights.

2. Click on "Azure Active Directory" and then on "App
registrations".

3. Click on "New registration".
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A\ Register an application - Microsc X +

& c & portalazure.com/?feature.customportal=false#blade/ AAD _|AM/ActiveDirectoryMenuBlade/RegisteredA... r e

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Microsoft - App registrations > Register an application
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Register an application X
A\ 'fyou are building an application for external users that will be distributed by Microsoft, you must register as a first party application
to meet all security, privacy, and compliance policies. Read our decision guide

* Name

The user-facing display name for this application (this can be changed later).

| ContosoApp_1 o

Supperted account types

Who can use this application or access this API?

@ Accounts in this organizational directory enly (Microsoft only - Single tenant)
O Accounts in any organizational directory (&ny Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ~ | | Htps:;‘;‘cortosoapp1jauth| o

By proceeding, you agree to the Microsoft Platform Policies

4. Enter MattZeroOffice365 in the Name input field.

Microsoft Azure 2 Search resources, services, and docs

Home > App registrations > ContosoApp_1

. X
@ Create application 12:18 PM

Successfully created application ContosoApp_1

Create a resource ContosoApp_1
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Support + Troubleshooting
Virtual netwo

4 Troubleshooting
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e Monitor
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New support request

W Security Center
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Display name
ContosoApp_1

Application (client) ID
95¢232bc-5ab2-4954-8640-2a865eeb8597

Directory (tenant) ID
73e589d0-adbb-451c-8382-8c7f992efccd

Call APIs
@ a‘ = mg = @
X B e

Supported account types
My organization only

Redirect URls
1 web, 0 public client

Managed application in local directory
ContosoApp_1

Documentation

Azure Active Directory for Developers
Authentication scenarios
Authentication libraries

Code samples and tutorials

Microsoft Graph

Glossary

Help and Support

Build more powerful apps with rich user and business data from

Microsoft services and your own company's data sources.

w API Per

Sign in users in 5 minutes

’
Ok LI

Use our SDKs to sign in users and call APls in a few steps

View all quickstart guides
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. In “Supported account types” select “Single tenant”.
In “Redirect URI” select "Web" in the drop down and in the

"Redirect URL" enter https://localhost and click "Register".
7. You will now see details about your newly created application.
Write down the Application Id which you will need to use later.

£ New_\Web_App - Authentication X

= [m] x

<« (& @ portalazure.com/?feature.customportal=false#blade/Microsoft AAD Registered Apps/ApplicationMenuBlade/Authentication/appld/... 3 e H

= Microsoft Azure R Search resources, services, and docs (G+/)

meganb@contoso.com
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Home > Microsoft - App registrations > New_Web_App - Authentication

—3 New_Web_App - Authentication X

‘ O Search (Ctrl+/)

B overview

# Quickstart
Manage

B eranding

3 Authentication

Certificates & secrets

B Save X Discard 3 Switch to the old experience & Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

~ Mobile and desktop applications Quickstart  Docs(f [l

Y Token configuration (preview) Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating
users. Also referred as reply URLs. Learn more about redirect URIs and the restrictions

- API permissions
G Expose an API

I Oowners - - P .
\:| https://login.microscftonline.com/commen/oauth2/nativeclient ﬂj

% Roles and administrators (Previ... ’ .
- es and administrators (Previ [ https//loginlive.com/oauth20_desktop.srf (LivesDK)  [[Y

Manifest
M Manife https://new_web_appsx ]E[

Support + Troubleshooting https://new_web_app E

ﬂ Troubleshooting Add URI

& New support request

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Microsoft only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

8. Click on “Certificates & secrets” and press “New client
secret”. Enter "MattZeroKey" in the Description input field,
enter an expiration time that matches your company
standards. If you set an expiration time other than "Never
expires", you will need to update MattZero settings every
time the key expires. Click "Save" and save the generated
Key Value.

9. Click on "API permissions" and copy and save the value in
the "Application ID" box.

10. Click on " APl permissions", click "Add permission"
and select " Azure Active Directory Graph". Click on
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"Application Permissions", check the "Directory.Read.All"
and "Member.Read.Hidden" and press "Add permissions’".

11. After that it is important that you press "Grant admin
consent for {tenant}". This needs to be done with a user
that have admin rights in Azure. If this step is skipped, the
permissions won’t take effect on the application and the
connector will fail.



