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1. Introduction to Employee Desktop Live Viewer

Welcome to the user manual of Employee Desktop Live Viewer, an efficient tool to monitor your organization’s
employee activities on his/her systems. This user manual comprises step-by-step guidelines on using Employee
Desktop Live Viewer.

1.1 Using the Manual

First-time users are recommended to read this manual entirely before using Employee Desktop Live Viewer. But
experienced users can use the Table of Contents to find out information about the tasks that they need to perform
with Employee Desktop Live Viewer software.

1.2 About Employee Desktop Live Viewer

Employee Desktop Live Viewer records the desktop activities of employees in real time. The tool has three
components -

1. Server Module - Server Module is the central module of Employee Desktop Live Viewer. It has the most important
job of enrolling the systems which you want to monitor, creating an administrator account to monitor them, and
managing the settings of the whole monitoring process.

2. Agent - An agent is an Employee Desktop Live Viewer module which is installed on the system which you want to
monitor. It is installed through the server module by following any of the three methods -

e Remote Agent Installation.
e Group Policy Installation.
e Manual Installation.

3. Viewer - A viewer can be installed on the system from which the server is reachable. It permits you to view the
Live/Previous activities of employee desktop(s) which are currently being monitored.

1.3 Salient Features
Salient features Employee Desktop Live Viewer include:

o |t efficiently monitors the agent computers present in the same domain, different domain, and workgroup
environments.

e |t accesses agent computers using LAN static IP as well as Global IP.

e Monitors the Live Activities of an agent.

e Monitors multiple computers at a single time.

e Records activities on all agent computers (you can save snapshots too).

e View the recordings for the selected agent.
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Offline recording facility (it is helpful when the employee is not using the computer or not connected to
LAN).

Runs in stealth mode. So, the employee will not be aware that he/she is being monitored.
Sends messages to an agent or a group.

Remotely controls the agent system (turn-off, restart, shut-down), etc.

Sends messages up to 200 characters to the agent.

Assigns different admins to monitor multiple agents to divide the monitoring task.

Easily uninstalls the agent in case you need to stop monitoring.

A light-weighted tool which does not make any changes in the agent system's data.

Increases organization's productivity as employees does not spend time on social media and personal net
surfing.

2. Getting Started

To start monitoring with Employee Desktop Live Viewer, you need to download and install this software. So, go

through the basic system requirements for hassle-free installation of the software.

2.1 Installation Pre-requisites

Following are the basic system pre-requisites to perform successful installation of Employee Desktop Live Viewer:

2.1.1 Hardware Requirements

The hardware pre-requisites are:

Pentium IV Processor

128 MB RAM (256 MB recommended)

For software installation - 100 MB

Disk space - Enough for saving the recorded videos.

2.1.2 Software Requirements

Supported MS Windows Operating System (Both 32-bit and 64-bit):

Windows 10
Windows 8.1
Windows 8
Windows 7

Windows Vista
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e Windows XP-SP2, SP3

e Windows 2000

e Windows Server 2016

e Windows Server 2012 R2
e Windows Server 2012

e Windows Server 2008, R2
e Windows Server 2003, R2

e Windows Server System OS - For Server Module

2.2 Downloading Employee Desktop Live Viewer for the First Time

After checking your computer with the prescribed system requirements for Employee Desktop Live Viewer, you can
download the trial version of the tool on your computer using the following link:

https://www.nucleustechnologies.com/employee-desktop-live-viewer.html:

™. The free trial version of Employee Desktop Live Viewer efficiently monitors an unlimited
number of desktops for 07 days. To monitor your employee’s desktop activities for a longer
period, purchase the full version of the software depending on the number of desired
computers you want to monitor.

2.3 Install Employee Desktop Live Viewer

Employee Desktop Live Viewer comes with setup files — Server Module and Monitoring Module. To install Employee
Desktop Live Viewer — Server Module onto your computer system, perform the following steps:

1. Ensure that the computer has the basic system requirements and has sufficient memory available.
2. Download Employee Desktop Live Viewer from the website:

https://www.nucleustechnologies.com/employee-desktop-live-viewer.html

3. Double-click Employee Desktop Live Viewer — Server Module Installer .exe file.
4. Follow the on-screen instructions. After installation, a completion screen will be displayed.
5. Click Finish; the main window of Employee Desktop Live Viewer — Server Module will be launched.

6. Repeat steps 4,5 to install Employee Desktop Live Viewer — Monitoring tool.

2.4 Start Employee Desktop Live Viewer

To start Employee Desktop Live Viewer software:
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Click Start > All Programs > Employee Desktop Live Viewer — Server Module

Alternatively, you can launch Employee Desktop Live Viewer — Server Module by using the Quick Launch icon or the
shortcut icon on on the desktop. You can start the Monitoring module similarly.

You may need to uninstall and re-install Employee Desktop Live Viewer. To uninstall Employee Desktop Live Viewer

from your system,

1. Click Start > All Programs > Employee Desktop Live Viewer > Uninstall Employee Desktop Live Viewer — Server

Module

A warning message will be displayed.

2.

Click Yes to uninstall Employee Desktop Live Viewer.

. Before proceeding to uninstall Employee Desktop Live Viewer — Server module, you must
ensure that the software is not running.

You can alternatively uninstall Employee Desktop Live Viewer from the Control Panel by performing the following

steps:
1.
2.

Click Start > Control Panel, and then double-click Add or Remove Programs icon.
Select Employee Desktop Live Viewer — Server Module and click Remove.
A warning message will be displayed. Click Yes to uninstall Employee Desktop Live Viewer — Server Module.

Follow the first three steps to remove Employee Desktop Live Viewer — Monitoring Module from the system.

After the installation of the Employee Desktop Live Viewer, it is easy to be familiar with its interface.
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Employee Desktop @B Viewer £

Server Settings

Configure Server Settings to facilitate monitoring.

@

Agent Configuration Create Viewer Admin Account Settings

%
{cs

V|~ D

Desktop Live Viewer

Monitoring console to view employeed€™s desktop live Activities,

6o

Login to Monitoring Console

Figure 3.1 Welcome Screen of Employee Desktop Viewer

The user interface of Employee Desktop Live Viewer consists of two parts — 1. Server settings. 2. Desktop Live
Viewer.

The server settings have three sub-parts —

1. Agent Configuration —
In the Agent configuration, you can create and install the Agent setup on the desired computer(s) using
three methods — Install Agent (remotely), Group Policy installation, and manual installation.

2. Create Viewer Admin Account —
Here you can create, modify, and delete the admin account(s) which are assigned the task to monitor the
employee’s desktop.

3. Settings —
The Settings page consists of various settings which can be applied to the monitoring task. It includes
recording location, retentions settings, picture quality settings, and pop-up notification settings.

In Desktop Live Viewer, you can log in to the Monitoring Console —
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1. Monitoring Console —
In monitoring console, you can login using the Admin account you have created. After login, the Admin will
be able to view the live activities of employee’s computer and he can remotely turn-off, restart, or shut-
down the computer. The admin can also send a message of up to 200 characters and download videos as
per the requirement.

Additionally, there are three special buttons available at the left-hand side of the tool — Licenses, About, and Help.

1. Licenses
You can use the licenses button to activate your license. You will get the activation key after you purchase

a license.
2. About

Provides basic information about the software, its build, and support.
3. Help

You can get every detail about the features and working of the software.

4. Install and uninstall Agent

To start monitoring, we need to install the Monitoring Agent on employee’s system. There are three ways for agent
configuration —

1. Remote Agent Installation.
2. Group Policy Installation.
3. Manual installation.

4.1 Remote Agent Installation

Step 1. Click the Agent Configuration icon on the Home Screen.

[KERNEL Al
KernelApps Private Limited nmREctJVElﬁ



10

Employee Desktop Viewer £
Server Settings
Configure Server Settings to facilitate monitaring.
{\': _—
;l* 2 {i}@
W
Agent Configuration Create Viewer Admin Account Settings
Desktop Live Viewer
Monitoring console to view employeed€™s desktop live Activities,
Login to Monitoring Console
Figure 4.1 Agent Configuration
Step 2. Click the Install Agent button.
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Employee Desktop Viewer X
2 :
% Agent Configuration
Configure Agents on the computers which you want to monitor.
m Create Setup || Uninstall Agent Uninstaller Refresh

Host Mame Unique 1D : Last Received File Update Pop-Up Status Auditing

Search ye

WORKSTATION-... 03FFEEI1C-OB75-411F-59058-5F6A4A30... 0311572018 125731 Enabled Enabled

QK | | Cancel
Figure 4.2 Click Install
Step 3. Click Add using IP.
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Employee Desktop Viewer

Install Agent

Select Al

Host Mame/|P Address

Mode of Addition

Configure Agent on the Computer which you want to monitor

Add Using IP

1. Add Using IF :  Add the computers by |IP address.

2. Browse and Add : Browse the computers within netwarl:.

Browse and Add

Install

Remove

Cancel

Figure 4.3 Add Using IP
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Step 4. Here, you can add a single computer or multiple computers as agents. Input the IP address of a single agent.

Then, click OK.
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Employee Desktop {EEN Viewer b4

Add Computer(s)

{*) Single Computer Addition

Erterthe IP Address
192 . 168 . 50 . 35|

() Multiple Computer Addition

OK Cancel

Figure 4.4 Add Computer(s)
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NOTE - to add multiple computers, you can manually input a range of IP addresses or import the list using a CSV file.

Employee Desktop (N Viewer x

Add Computer(s)

() Single Computer Addition

{+) Multiple Computer Addition

Enterthe IP Range
192 ., 188 . 50 , 35 To 192 . 18 ., 50 . 45

Import From C5V OK Cancel

Figure 4.5 Add Computer(s)

Step 5. The agent gets selected. Now to install the monitoring tool in the agent system, click Install.
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Employee Desktop TS Viewer b4

Install Agent

Configure Agent on the Computer which you want to monitor

| Select Al Add Using IP Browse and Add Remove

Host Mame/IP Address
192, 168,50.35

Mode of Addition
 Add Using IP : Add the computers by IP address.

2. Browse and Add : Browse the computers within netwarl:.

Install Cancel

Figure 4.6 Install Agent

NOTE - You can easily remove the selected agent using the Remove button.

Step 6. Apart from manually inputting the IP address of the agent, you can take the help of a CSV (comma separated
value) file. Select the second option for Multiple Computer Addition and click Import from CSV while adding the

computer(s).
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Employee Desktop Viewer

Add Computer(s)

i3 Single Computer Addition

) Muttiple Computer Addition

Enterthe IP Range

Import From CSV

To

0K

Cancel

Figure 4.7 Add Multiple Computer using CSV

NOTE - In the selected CSV file, you must enter a series of IP addresses or their network computer names.
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Step 7. As soon as you import the CSV file, its IP address list will be listed in the tool. Here you can select the IP

addresses and click Install.
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Employee Desktop Viewer

Install Agent

Configure Agent an the Computer which you want to monitor

Select All Add Using IP

Host Mame/IP Address

192, 168,50.75
[] 192.188.50.74
192,163.50.73
192,168,50.72
192,168,50,71
1592, 168,50, 70
152,168, 50.69
192,168, 50,63
[] 192.168.50.67
[] 192.188.50.66
[] 192.168.50.65

Mode of Addition
1. Add Using IP :  Add the computers by IP address.

2. Browse and Add : Browse the computers within netwark.

Browse and Add

Install

Remove

Cancel

Figure 4.8 Select Computers and install Agent

Step 8. You can use the Browse and add button to install agents.
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Employee Desktop Viewer

Install Agent

Select Al

Host Mame/|P Address

[ ] 192.168.50.75
[ ] 192.168.50.74
[] 192.168.50.73
[]192.168.50.72
[]192.168.50.71
[ 192.168.50.70
[]192.168.50.659
[] 192.168.50.63
[ ] 192.168.50.67
[] 192.188.50.66
[] 192.168.50.65

Mode of Addition

Configure Agent on the Computer which you want to monitar

Add Using IP Browse and Add

1. Add Using IF :  Add the computers by |P address.

2. Browse and Add : Browse the computers within netwarl:.

Install

Remove

Cancel

Figure 4.9 Browse and Add

Step 9. Now select the computers on which you want to install the agent and click OK.
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Employee Desktop Viewer

Browse and Add

Select Al
Host Marme

LEPIDEEXCHANGE
M5SG-SERVER
MEWE=CHAMNGE
CRM-PC
LS-MONITORING
MDRWEE44-IMTERY
SETUP-AMTIIRUS
WNDOWST-PC

Refresh Start

IP Address
192.168.70.16
192 168.70.20
192.168.70.12
192 168.70.30
192.168.70.230
192 168.70.94
1592 168.70.200
192 168.70.15

Figure 4.10 Browse and Add computers
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Step 10. After selecting the user, click Install and a message window will inform you about the restarting options

available. Click Restart Now to immediately restartt the computer; click Restart Later to do it later.
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Employee Desktop Viewer

RESTART REQUIRED AFTER IMNSTALLATIOM: Once the installation gets completed,
restarting (of target computer(s)) is required to activate the Desktop Monitoring
Settings.

- Please choose your restarting option.

-» Restart Mow - Restarts Target Computer(s) immediately after installation.

-» Restart Later - Starts monitoring only after the next restart of the target Computer(s),
- Remote agent installation may fail in following cases:

-» Agent cormputer is in Workgroup or firewall/antivirus is blocking the installation.

“*MNote: Please install the agent manually in above case.

Restart Now Restart Later Cancel

Figure 4.11 Required action after installation

Step 11. Next step requires you to login to the host by inputting the Username, Password, and IP address of the
Server.

[KERNEL Al
© KernelApps Private Limited DATnR'ECUVElﬁ



Employee Desktop Viewer

Login to Install Agent(s)

|lzemame : ~

windows 10@chily.com

Password : *

Server Local [P : *

192 . 168 . 50 . al]

Server Global IP Address

Remember Password

Login

Cancel

Figure 4.12 Login to Install Agent
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As soon as the agent is successfully installed on the employee’s computer, the monitoring will start automatically.

4.2 Group Policy Installation

Group Policy installation is used when you need to install the monitoring tool on multiple systems in a single

domain. Here is it's complete procedure —

Stepl. Click Agent Configuration on the Home screen.

© KernelApps Private Limited
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Employee Desktop Viewer £
Server Settings
Configure Server Settings to facilitate monitaring.
{\': _—
;l‘\ 2 {i}@
bt
Agent Configuration Create Viewer Admin Account Settings
Desktop Live Viewer
Monitoring console to view employeed€™s desktop live Activities,
Login to Monitoring Console
Figure 4. 13 Agent Configuration

Step 2. Select For Group Policy Installation option from Create Setup drop-down list.
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Employee Desktop Viewer X
s & Agent Configuration
# Configure Agents on the computers which you want to monitor,
Install Agent Uninstall Agent Uninstaller Refresh

Host Mame Unigque 10 ; I Far Group Policy installation Jp Statusz Auditing

Search Do For manual installation

ABCDEFGHIE FBE 44 762-5015-40C9-BA74-3287B597... 03/19/2018 12:45:58 [ ] Dizabled Enabled

ANT2 [Z20BZ2FCE-B2DA-4466-B0 44-4CF586...  03/19/201810:23:19 [ ] Dizabled Enabled
DEVD-5F10 CE93823E-4005-40BE-8249-DDFF313... 02/28/2018 15:04:51 [ ] Dizabled Enabled
NORT26-PC2 BED0FBAS-GFE3-4846-3342-16B40CE...  03M19/201812:46:46 [ ] Dizabled Enabled
NORT35-AMANT  400EE235-EB04-492B-849E-451108E... Mo Last Update Present [ ] Dizabled [] Dizabled
MORT44-b00 7 78544497-31EC-468F-AECA-083092805... 03/19/2018 12:46:37 |:| Dizabled Enabled
NORT44-4%10 CE725848-3308E-4412-9C82-8C81930F .. 03419/201812:47:06 [ ] Dizabled Enabled
RUCHI-EXCH1E6  44BS1EE3-BECT-4887-ADAC-A3I77..  02/24/2018 03:58:47 [ ] Dizabled Enabled
RUCHI-k3 ABCEDF1F-335C-45E6-42EB-7E127E3... Mo Last Update Present [ ] Dizabled [] Dizabled
SERYERZ016-R2 OEBG1CAD-FIF5-408F-97A2-9A3838C.. 03/12/2018 15:47:49 [ ] Dizabled Enabled
SERYERZO16-R2  COZFASB4-9945-47F1-ABEC-ECISE0A. . 03/19/2018 12:47:04 [ ] Dizabled Enabled
SHEETAL-PCZ2 17743F68-1008-4916-8F 76-31FFFEBA... 03419/2018 12:47:00 [ ] Dizabled Enabled
TARUMEXCH1E  43D7CEB1-2A10-45E3-AEEE-2DE5ES... Mo Last Update Present [ ] Dizabled Enabled

TERP1 COC27438-9C54-4F08-BBCO-7E3ED1E... 02/26/201812:23:29 [ ] Dizabled Enabled
WINDOWS7PC  DO7DE7EE-CE33-4430-8295-09017201... 03M19/201812:47:27 [ ] Dizabled Enabled

(] | | Cancel
Figure 4.14 For Group Policy Installation
Step 3. Provide the path to save the setup file in Enter Path, input IP address of the server, and click OK.
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Employee Desktop @S Viewer X

Create Setup

Erter Path - =

Ci\sers\aftaba'\Documents Browse..

Server Local IP ;™

192 . 168 . 50 . 35|

[] Server Glabal IP Address

* Create setup forinstalling the agent manualky.
You need to copy the setup on WordGroupcomputers OR on the
computers where remote installation is not possible.

0K Cancel

Figure 4.15 Enter Path and Local Server IP
NOTE - Use the Global IP address to access the agent system over the Internet.

Step 4. The setup gets created at the entered location. You will get a message that a stand-alone configuration is
created for manual installation. Click OK.
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Employee Desktop Viewer

Agent Configuration

Configure Agents on the computers which you want to monitor.

Install Agent Create Setup -+ Uninstall Agent

Hozt Mame rique 10 ; Laszt Received File Update
Search je

ABCDEFGHUE, FEE44762-6015-40C9-BA74-3287E0S7... 03/19/2018 124558
ANTZ 02DB2FCE-B204-4456 Employee Desktop Viewer x®

DEYDM-5F10 CE93523E-4005-40BE -
MNDRTZ6-PC2 5500FBAS-GFE3-4346-
HNDRT3IS-AMANT  400EG233-EB0A-432E-
HNORT44-MOwF  78544457-31EC-465F-4
HNDRT44-410 CE725848-3366-4412-

Manual Agent Installer
Created,

RUCHI-EXCH1E  44BS1EE3-BECT-4887- “

RUCHIA/M3 ASCEDFIF-335C-45E b rerororereos

SERVERZ2016-RZ2  DEBE1CSD-F3F5-408F-97A2-343838C. .
SERVERZ2016-R2  COZFA3EBA4-3343-47F1-ABEQ-ECITE0DA...

SHEETAL-PC2 17743F68-1008-4916-3F7E-31FFFEBA...

TARUMEXCHIE  43D7FCEBR1-2410-45E3-AEEG-2D6563..
TEMM COC274353-3C54-4F03-BBCO-YR3EDT5...
WINDOWS?-PC DOPD27EE-C533-4430-3235-0917201...

T O O s T T T,

031 2/2018 15:47.43
03/19/2018 12:47.04
03/13/2018 12:47.00
Mo Last Update Present
02/26/2M8 12:29.29
0319/2M8 12:47.27

Uninstaller Refresh

Fop-Up Statuz Auditing

[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Disabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Disabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled

]9 | | Cancel

Figure 4.15 Manual Agent Installer is created.

Create Group Policy on Server

It is time to create a Group Policy to add the setup in its environment. Just follow the steps mentioned below -

Step 1. Go to the domain, right-click it, and select Create a GPO in this domain.
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=10 ]

| =Ls1>

EYEEEEREE

j{ Group Policy Management
= _ﬁ Forest: www.traning10.com

www.traning10.com
Linked Group Policy Objects | Group Policy Inheritancel Delegation I

Bl [ Domains
[+ == a i FY il
E iﬂes in this domain, and Link it here... Lriime I %PO - - I Erizz I SEEEIE I EiL Statusl A lel
L@ i Existing GPO 1 5/ Default Domain Policy No Yes Enabled None
Group Polic Hr;d?nmhe:BH:E 2 i) test No Yes Enabled None

(f Group Polic 3 o test No Yes Enabled  None
Group Policy Modeling Wizard... — 4 5] Interactive logon poli... No Yas Enabled None
New Organizational Unit 5 5/ test_ap No Yes Enabled None
Search... ¥
Change Domain Controller...
Remove
Active Directory Users and Computers...
View
New Window from Here
Refresh
Properties
Help

| | i
Create a GPO in this domain and link it to this container |
Figure 4.16 Create GPO
Step 2. Provide a new name to the Group Policy Object and click OK.
[KERNEL 44
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T EEIEEE

3 Group Policy Management
= __\;}ﬂ Forest: www. traning 10.com
El [£4 Domains
5 www.traning 10.com
[ Sites
5_:'5? Group Policy Modeling
[4| Group Policy Results

N [=1
BT
www.traning10.com
inked Group Policy Object: sl&mpPoiqkheimcel Delegabonl
Link Order ~ | GPO | Enforced | Link Enabled | GPO Status [ WM Fiter |
o 1 57/ Default Domain Policy No Yes Enabled None
2 o) test No Yes Enabled None
- 3 o) test No Yes Enabled None
- 4 E=EI Interactive logon poli.. No Yes Enabled MNone
5 fﬁj'testjp Mo Yes Enabled Mone
=7
x|
Name:
IDemo _gp
Source Starter GPO:
I{none} j
[Tok | coca |
| | i

Figure 4.17 New GPO name

Step 3. Now a Group Policy is created. Select it and go to its Security Filtering option and click Add button. It will
open a wizard. Here, input the object name if you know (otherwise, click the Advanced button and search for it).
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E Group Policy Management =101l
= File Action View Window Help |;|g|5|
€9 2mlcd

ji Group Policy Management Demo_gp
= _ﬂ Forest: www.traning10.com - -
B (£} Domains |Detﬁs|Sertngs| Delegd}onl

= fj www. traning 10.com Links
g Default Domain Policy Eiplery s i H loeation
v:| Demo_ap
E?J Interactive logon policy The following sites, domains, and Ols are linked to this GPO:

o test Location_~ [ Enforced [ Link Enabled | Path
=/ test_ap

Iwww.tmningm.com j

E?J testl ﬁwww.tra'm‘lﬂ.mm Mo Yes www traning 10.com
|2] Domain Controllers
|2| Microsoft Exchange Security Groups
2] ou12
(2] test1l
& [ Groon Prlice Nhiects

Select User, Computer, or Group ﬂﬂ
Select this object type: l | |
IUser.G'oLp.orBlihsecutypmcbd DtaectTypesl = IE !
From this location: The settings in this GPO can only apply to the following groups, users, and computers:
Iwww.h'a'hg‘lﬂ.mm Locations... | Name = |
82 Autherticated Users

Enterthe object name to select (examples):

Everyone Check Names |

[

I Add.. l Remove | Froperties |

WMI Filtering
This GPO is linked to the following WM| fitter:

I nones d Hpen |

Figure 4.18 Security Filtering

Step 4. After completing the security filtering, it is the time to edit the GPO and add the setup we had created
earlier. Right-Click on GPO and click Edit.
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(ol x]
& File Action View Window Help | =] ]
= 5@ Xcld
5 Group Policy Management Demo_gp

=] _ﬁ Forest: www.traning10.com = = =
= 53 Domains Scope | Detallsl Set'hngsl Delegation I
= :fj wwww, traning 10, com Links
;";Jj' Default Domain Policy Display links in this location: Iwww.trclning‘lﬂ.com j
Ii=EJ In The following sites, domaing, and Ols are linked to this GPO:
= forced
) ‘;5 P Location_~ [ Enforced | Link Enabled | Path
g he: SaveR - ﬁ www traning10.com No Yes www traning 10.com
g: Dot View
New Window from Here
Delete
Rename
Refresh
- | | )
5B Group Policy Modeling 5 it .
(% Group Policy Results Fi=iiy
The settings in this GPO can only apply to the following groups. users, and computers:
Name =
2, Autherticated Users
82, Everyone
Add... Remaove | Froperties |
WMI Filtering
This GPO is linked to the following WM filter:
Imone> j [Hpen |
|open the GPO editor [
Figure 4.19 Edit GPO
Step 5. Now in User Configuration, select Windows Settings > Scripts. Finally, right-click on Logon and click
Properties.
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B Group Policy Management Editor =10 x|

&= Ha0E=HE

|=] Dema_gp [SHEETAL-PC2.WWW. TR
B il Computer Configuration
| Policies
| Preferences
IEI 4%, User Configuration |
= || Palicies
| Software Settings

=1 ndows Setting

1 Security Settings
[Z) Folder Redirection
Policy-based QoS
% Internet Explorer &

~| Administrative Templat
_| Preferences

K I &

B Scripts (Logon/Logoff)

Logon Mame

|

Display Properties |2 Logoff Properties

Description:
Contains user logon scripts.

Extended A Standard /

|D|:lens the properties dialog box for the

current selection.

Figure 4.20 Log-on Properties

Step 6. In Logon Properties, click Add and browse the setup which you had created earlier in the Server Module

for Group Policy installation.
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=10 ]

JRETE

& 7 X | HE

15 Group Policy Managem

=) __ﬁ Forest: www. tranil E Group Policy Management Editor

=10

|g10.com

|C:\Users\.»‘\dministmtor\Desklop\age\Setup.e:ne

] [£5 Domains [LCM 1 ogon Properties ed
= ﬁ www, franil |
4] Defaul B soms | PowerShell Scripts |
iz Demo_ | =] Demo_c
5 Interac| = & Con =i Logon Scripts for Demo_gp
i/ test ] b
i testal =
o) testl | 3@ 4 Use
|2 Domair B e | P =5 |
2] Microst Up
2] ou1z =] D
3] test11
[5t Group
[ WML Fi
;s
(@ sites Edi.. |
5% Group Policy M Add a Script
|4 Group Policy R ] Eemove |
Script Name:
To view the script files stored in this Group Policy Object, press
the button below. ot P
Script Parameters:

oK Cancel boply | OK Cancel
| | 21 Extended £ Standard 7
| |
I <none j Dpen |

Figure 4.21 Browse Agent Setup for GPO

Step 7. To update the changes, open the command prompt as Administrator, and run following command.

© KernelApps Private Limited

[KERNEL /&
DATA RECOVERY



[c4.| Administrator: C:\Windows\System32\cmd.exe

Microzsoft Windows [Uersion 6.1.76611
Copyright (c>» 2809 Microsoft Corporation. All rights reserved.

C:sWindowsssystemd2 >gpupdate sforce

Figure 4.22 gpupdate

Step 8. Now, whenever the user will log-on to the domain, the Agent will be deployed on his/her system. The
monitoring will be started after that.

In this, you manually install agents on the target systems. For this, follow the steps:

Step 1. In the Home screen, click Agent Configuration.
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Employee Desktop Viewer £
Server Settings
Configure Server Settings to facilitate monitaring.
{\': _—
;l‘\ 2 {i}@
bt
Agent Configuration Create Viewer Admin Account Settings
Desktop Live Viewer
Monitoring console to view employeed€™s desktop live Activities,
Login to Monitoring Console
Figure 4.23 Agent Configuration
Step 2. Select For Manual installation option in the Create Setup drop-down.
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Employee Desktop Viewer

Host M ame
Search je
ABCDEFGHUE,
ANT2
DEVDM-5F10
MNDRT26-PC2
MNDRT35-4MANT
MNORT44-bd 00w 7
MNDRT44-4%10
RUCHI-E=CH1E
RUCHI-wh3
SERVERZ201E-R2
SERVERZ20ME-R2
SHEETAL-PCZ2
TARUMEXCH1E
TERP1
WINDOWST-PC

Agent Configuration

Configure Agents on the computers which you want to monitor,

Install Agent Create Setup Uninstall Agent

rique 10 ;

For Group Policy installation

For manual installation

FBE4A762-5015-40C3-BA74-3287E597...

02DB2FCE-B204-4466-B0 44-4CF586...

CE93523E-4005-40BE-3283-DDFF313...

5500FBAS-GFE3-4346-3342-16B40CE ..
400E6233-EB04-4926-043E-451103E ...

78544497-31EC-465F-AE CA-03309305...
CE7258458-3366 441 2-3C82-3C51930F ...

44B51EE3-BECT-48587-4DAC-A39177...

ASCEDFIF-335C-45E6-42EB-7R127ES...
CEBE1CED-F3F5-408F-97A2-343838C. .
COZ2FA3E4-3343-47F1-ABEO-ECITE0A. .
17743F68-1008-4916-3F7E-31FFFEBA...
4307CERT-2410-45E3-AEEE-2DE5ET...
COC274353-3C54-4F03-BBCO-YR3EDT5...

DO7D27EE-CE33-4430-3235-091 7201

03/15/201812:45:58
03A158/201810:23:.19
02/28/2018 15:04:51
03115/201812:46:46
Mo Last Update Present
031158/201812:46:37
031158/201812:47:.06
02/24/2018 03:52:47
Mo Last Update Present
0312/201815:47:49
031158/201812:47:.04
031158/201812:4700
Mo Last Update Present
02/26/201812:23:29
03M18/201812:47.27

Figure 4.24 Manual Installation

Step 3. Enter the path to save the setup file, input IP address of the Server, and click OK.
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1p Statuz Auditing
|| Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Dizabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Dizabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
]9 | | Cancel
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Employee Desktop @S Viewer X

Create Setup

Erter Path - =

Ci\sers\aftaba'\Documents Browse..

Server Local IP ;™

192 . 168 . 50 . 35|

[] Server Glabal IP Address

* Create setup forinstalling the agent manualky.
You need to copy the setup on WordGroupcomputers OR on the
computers where remote installation is not possible.

0K Cancel

Figure 4.25 Create Setup File
NOTE- Use the Global IP address to access the agent system over the Internet

Step 4. The setup gets created at the specified location. You will get a message that a Manual Agent Installer is
created. Click OK.
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o

Hozt Mame rique 10 ;
Search 2

Install Agent

-~ Agent Configuration

Configure Agents on the computers which you want to monitor,

Create Setup | Uninstall Agent

Last Received File pdate

ABCDEFGHLE FBE4A762-5015-40C3-BA74-3287B557... 03/13/2015 1245558

ANTZ 02DE2FCE-B20A-4466
DEYDM-5F10 CE93523E-4005-40BE -
MNDRTZ6-PC2 5500FBAS-GFE3-4346-
HNDRT3IS-AMANT - 400EG235-EE0A-492E-
HNORT44-MOMF  73544437-31EC-465F-4
HNDRT44-410 CE725848-3366-4412-
RUCHI-ExCH1E  44B51EE3-BECT-4837,

Employee Desktop (Y Viewer b

Manual Agent Installer
Created,

RUCHIA/M3 ASCEDFIF-335C-45E6

T T T e T

SERVERZ2016-R2  OEBE1CAD-F3F5-4D3F-37A2-943833C. .
SERVERZ2016-RZ2  COZ2FAJE4-3343-47F1-ABEQ-ECITEDA...
SHEETAL-PC2 17743F68-1008-4916-3F7E-31FFFEBA...
TARUNEXCHIE  43D7CERT-2410-45E3-AEEE-2DE5ET...
TEMM COC274353-3C54-4F03-BBCO-YR3EDT5...
WINDOWS?-PC DO7DEFEE-C533-4430-8295-0917201...

T OO s T T T T

0312/201815:47:49
031158/201812:47:.04
031158/201812:4700
Mo Last Update Present
02/26/201812:23:29
03M18/201812:47.27

Figure 4.26 Setup is created
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Uninstaller Refresh

Fop-Up Statuz Auditing

[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Dizabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled [ ] Dizabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled
[ ] Dizabled Enabled

]9 | | Cancel

Step 5. Now you will have to manually take the Setup file to the agent system and install it there.

As soon as the agent system is installed the Monitoring tool, it will instantly be accessible for monitoring.
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4.4 Uninstall Agent

The agent of Employee Desktop Live Viewer can be uninstalled from the target computer(s) in two ways:
a. Through Viewer

b. Manually

Uninstall Agent through Viewer:

To uninstall agent through Viewer, follow the steps —

Step 1. Select Agent configuration on the Home screen.

Employee Desktop @ Viewer x

Server Settings

Configure Server Settings to facilitate monitoring.

<@ &0

Agent Configuration Create Viewer Admin Account Settings

RIS

Desktop Live Viewer

Maonitaring console to view employeed€™s desktop live Activities,

6o

Login to Monitoring Console

Figure 4.27 Agent Configuration

Step 2. Click Uninstall Agent.
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Employee Desktop Viewer X
2 :
S Agent Configuration
Configure Agents on the computers which you want to monitor,
Install Agent Create Setup Uninstaller Refresh

Host Name Unique 1D : Last Received File Update Pop-Up Status Auditing

Search o

WORKSTATION-... 03FFBG1C-0B75-411F-5058-5F6A4A30... 03152018 125711 Enabled Enabled

0K || Cancel
Figure 4.28 Uninstall Agent
Step 3. Select the agent(s) which you no longer want to monitor and click Uninstall.
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Employee Desktop Viewer

Uninstall

| Select Al
Host Mame

Search

| | WORKSTATION-PC

Je!

IP Address

152.1638.50.35

Last Received File Update

03152018 125721

Uninstall Cancel

Figure 4.29 Select Agent System

Now monitoring will be stopped on the target system.

Uninstall Agent Manually:

To uninstall agent manually -

Step 1. Double-click My Computer icon on the desktop.

Step 2. Select the drive where Windows operating system is installed. (here we will select the drive C)

Step 3. Double-click the C drive and select the Windows folder. Double-click the selected folder to view the folder

contents.

Step 4. Select and double-click the System32 folder to see its contents.

Step 5. Find and double-click NU_SR_Uninstall.exe

Step 6. After the setup gets executed, files services.exe and svchost.exe will get removed from the ZX_Ag and

ZX_Wh folders within the System32 folder.

Step 7. This will ensure that the Agent has been successfully uninstalled from the target computer.
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You can create, modify, and delete Viewer Admin accounts to whom you can delegate monitoring rights of all or

some selected computers.

5.1 Create Viewer Admin Account

To add a Viewer Admin account to monitor a host system, follow the below-written steps -

Step 1. Click Create Viewer Admin Account on the Home Screen.

Employee Desktop Viewer

Server Settings

Configure Server Settings to facilitate monitoring,

Agent Configuration Create Viewer Admin Account

y
i<

RIS

Desktop Live Viewer

6o

Login to Monitoring Console

Monitoring console to view employeed€™s desktop live Activities,

Settings

Figure 5.1 Viewer Admin Account

Step 2. Click Add.
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Employee Desktop Viewer X

Create Viewer Admin Accounts

Create Viewer Admin accounts who will have rights to login to Live Viewer for monitoring.

|IzerMame Access
AFTABE All Computers
£ >

QK | | Cancel

Figure 5.2 Add Admin

Step 3. Input a Name and Password and select the target computers you want this administrator to monitor.

IKERNEL &
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Create Viewer Admin account

|Isemame

Prashant

Password

Give rights to monitor

All Computers -
Select from List i
Host Mame Last Modified
Search pe
WORKSTATION-PC 0315/2018 12:57:31
L |

0K

Cancel

Figure 5.3 Input Admin details

The Viewer Admin account gets created. And it can monitor the assigned number of agent system(s) easily.

5.2 Modify Viewer Admin Account
To modify the Admin Account details, follow the steps -

Step 1. Select the Viewer Admin Account and click the Modify button.

© KernelApps Private Limited

[KERNEL Al
DATA RECOVERY

41



42

Employee Desktop Viewer x
Create Viewer Admin Accounts
Create Viewer Admin accounts who will have rights to login to Live Viewer for monitoring.
Add Modify Delete
|lzerfame Access
AFTAB All Computers
PRASHAMNT All Computers
< >
0K || Cancel
Figure 5.4 Modify Admin
Step 2. Here you can make the desired changes in the Administrator account details. Then click OK.
[KERNEL 4
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Employee Desktop (I Viewer X

Create Viewer Admin account

|Isemame

PRASHANT

Password

Give rights to monitor

All Computers -
| Select A
Host Mame Last Modified
Search 0
WORKSTATION-PC 03152018 12:57:31
L | b

]

Figure 5.5 Change details

Now you can use the Administrator account with the changed details.

5.3 Delete Viewer Admin Account
You can delete any Viewer Admin Account using the following steps —

Step 1. Select an account and click Delete button.

IKERNEL &
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Employee Desktop Viewer x

Create Viewer Admin Accounts

Create Viewer Admin accounts who will have rights to login to Live Viewer for monitoring.

U=zerMame Access

AFTAB All Computers

PRASHANT All Computers

0K || Cancel

Figure 5.6 Select Account to Delete

Step 2. The wizard will ask for confirmation to delete the admin account. Click Yes
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Employee Desktop Viewer

Create Viewer Admin Accounts

Create Viewer Admin accounts who will have rights to login to Live Viewer for monitoring.

Add Modify Delete
|zerMame Access
AFTAB All Computers
PRASHANT All Computers

Employee Desktop Viewer

3 3

Do you really want to delete the
wy selected viewer admin account?

e
(%]

QK | | Cancel

Figure 5.7 Click Yes to delete Admin

The admin account gets deleted.

6. Settings

The Employee Desktop Live Viewer tool has a plethora of advanced settings that help users to manage the
monitoring job according to their requirements:

Step 1. Click the Settings option on the Home Screen.
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Employee Desktop Viewer £
Server Settings
Configure Server Settings to facilitate monitaring.
& =
= {i}@
bt
Agent Configuration Create Viewer Admin Account Settings
Desktop Live Viewer
Monitoring console to view employeed€™s desktop live Activities,
Login to Monitoring Console
Figure 6.1 Settings
Step 2. In General Settings window, multiple settings available. You can change the settings if required.
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Employee Desktop Viewer 4

@@ General Settings

Define Recording Location, Retention Time, Image Quality and Motifications.

Recording Location

Save Recordings At :

C:\Program Files (x86)\Employes Desktop Live Viewer - Server Module| Browse... Space Available : 42.00 GB

Retention Settings
[w] Auto Delete Recordings Clderthan : | 7 E Days.

[w] Auto Delete the Oldest Date Recordings when the space left on Drive is less than : | 10 E GB

Picture Quality Settings

Picture Quality : 50 % -

Set Viewers Monitoring Speedas | 1 E frame per | 1 E Seconds.

Pop Up Notification Settings

(*) Default Motification Frequency © | 30 E minutes
i) Customize

Dear All, To increase the organisation wark performance, it is des

QK Cancel

Figure 6.2 General settings

e Recording location
The recording location is the location where your recordings are saved. It also shows the available space.
e Retention settings

Retention settings denote the options to auto-delete the recordings.
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You can delete recordings older than the desired days. You can choose to delete the recordings as older as 60
days. Next option is to auto delete the oldest records when the space left on the drive in less than a specified
limit. The maximum limit you can choose for this is 60 GB.

e Picture quality settings

The first option in Picture quality settings lets you select the picture quality as much as 100%.

The Second option lets you choose frame per seconds. The maximum frame limit is 6 and seconds limit is 60.
e Pop-up Notification settings

In pop-up-notification settings, you can customize the text which you want the user to see as a pop-up message
at different intervals. The maximum Notification Frequency is 120 minutes.

7.Start Monitoring with Employee Desktop Live Viewer

After installing agents and creating Viewer Admins, you can now watch the activities on employee’s computer
without his/her knowledge. Just follow the steps here —

Step 1. Click Login to Monitoring console icon on the Home Screen.

Employee Desktop @ Viewer x

Server Settings

Configure Server Settings to facilitate monitoring.
o P —1
. & (@) et
i {6}
Agent Configuration Create Viewer Admin Account Settings

Desktop Live Viewer

Monitoring console to view employeed€™s desktop live Activities.

6o

Login to Monitoring Console

V|~ [®

Figure 7.1 Monitoring console
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Step 2. Now input the Viewer Admin account, password, and Server IP address. Finally, click Login.

Employee Desktop Viewer

Login MName:
Aftab

Password:

Desktop Live Viewer Console

Login with Viewer Admin Account

Server |P address (where server services are running)

=

|

Meed Help?

Cancel

Figure 7.2 Login to Admin Account

Step 3. Now you are logged in. You can view all the computers on which you have the viewing rights.
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Employee Desktop Viewer e
Thumbnails per Row 4 - Connected to Server :192.168.10.212
Client(s) On Audit 15 4

Vi administrator
ABCDEFGHIJK DEVDM-SP10 192.168.10.214 NDRT26-PC2

a istrat
[192.168.10.238 NDRT44-MDW7 192.168.10.36 NDRT44-W10 RUCHI-EXCH16

cnRa R

e = = I inisrator
RUCHI-VM3 110203 3 - N 165.10.203 SERVER2016-R2
H O Type here to search g

Figure 7.3 Thumbnail view

Here you can perform multiple actions after right-clicking any auditing computer icon-

e |ock the computer.

e Restart the computer.

e |Log off the computer.

e Send a short message (maximum 200 characters).

Note: On the top-left hand, you can see a drop-down list Thumbnails per view. You can select maximum 06
SCreens per row.

Thumbnails per Row 5 -

Client(s) On Au

Figure 7.4 Thumbnails per row

If you change the settings of thumbnails per view, the desired changes will become live the next time you log in to
the viewer.
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7.1 View previous records

Employee Desktop Live Viewer tool allows you watch previous records as well (videos are saved in .avi format).
You can specify a date range and get all the videos of that period. The steps are:

Step 1. Click the Previous records button.

Employee Desktop Viewer - & x

Connected to Server :192.168.10.212

Thumbnails per Row 4 -
Client(s) On Audit 15 2

A administrator
192.168.10.151 ABCDEFGHIJK 8 DEVDM-SP10 192.168.10.214 NDRT26-PC2

administrator v
[192.168.10.238 NDRT44-MDW7 192.168.10.36 NDRT44-W10 RUCHI-EXCH16

E? Help

ninistrator
168.10.203 SERVER2016-R2

Figure 7.5 Previous records

Step 2. First, select a date range and click Generate. It will display all the videos available for different hosts. Select
any host to see the number of video files available to download. As soon as you click the video file, it will start
playing in the video player on the left-pane. Click Download to download the file.
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Employee Desktop (ETY Viewer - 8 x

Connected to Server: 192.168.10.212

Thumbnails View Previous Records

Client(s) On Audit 15 Logout
Start Date
Mar12/2018 =
End Date
Mar/16/2018 =
Generate

Host Name
[ (ABCDE FGHIIIHFSE 447825015400 SBAT4
{ANT 2H{U2DB2F CB-B2DA-44E6-BD 44-ACF5BE30DB L}
{NDRT26-PL2}{{5600FBASEFE3-4848-8342-18B40CE
{NDRT 35-ANANT HH4O0E 6236.E BNA-4928-B43E 4511
{NDRT 44-MDW/TH{78544497-81EC-465F AE CA-08309
{NDRT 44410} ({CE725608-39BB-441 2:9C82-608193..
{SERVER01E-R2){0ERE1 03D FIF5-4D8F 9742 343

{SERVER2016-R2)({C2FA364-3343-47F1 -ABEDECS

{SHEE TAL-PC2}{((177A3F63-1D08-4316-8F 76-31FTFE

- Date (yyyy_mm_dd) Hour Options
Generate Video Watch Download
2018_03_16 L Donnlosd
Spacify the date range to generate the select any machine name from the listed Hit the Download button to save the 2018_03_16 L Download
past recordings of all the monitored computers. Then select the recording of desired video clip on your system. You 2018 03 16 1 Domnload

computers. the specific hour to view it instantly on can watch the downloaded clip in any

this media player. other media player. 201803 16 ok, Download

2080316 L Download
2M8_03_16 L Download
20803 16 L Download
2018_03_16 L, Download
2080316 L Download
2M8_03_16 L Download
20803 16 L Download
2018_03_16 L, Download

Download Status

H O Type here to search

Figure 7.6 Download Video
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8. Conclusion

The Configuration Manual is handy to configure and use the program to monitor the daily activities of the
employees of your organization. Learn more at https://www.nucleustechnologies.com/employee-desktop-live-
viewer.html

9. Support

Connect to our experts immediately while facing any issues during installation, configuration, or associated matters.

Product Experts Technical Gurus

USA/Canada: +1-800-814-0578 USA/Canada: +1-800-814-0578
UK/Europe: +44 (0) -845-594-3766 UK/Europe: +44(0)-800-088-5478

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Additionally, you can connect with us at https://www.nucleustechnologies.com/Contact.html to submit your query,
or chat with one of our support team.

Moreover, you can write to us to the following email addresses:

e sales@nucleustechnologies.com (for Sales Queries)

e support@nucleustechnologies.com (for Support Queries)

10. Copyright

KernelApps Private Limited, KernelApps accompanied Installation & configuration manual, and
documentation is copyright of KernelApps Private Limited, with all rights reserved. Under the copyright laws,
this user manual cannot be reproduced in any form without the prior written permission of KernelApps Private
Limited. However, no Patent Liability is assumed, concerning the use of the information contained herein.

© KernelApps Private Limited. All rights reserved.

-end-
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