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Your identity is your perimeter.

Identity Protect strengthens your Microsoft 365 tenant against credential theft, MFA bypass,
token hijacking and Teams impersonation.

THE THREAT LANDSCAPE

Three active threats - one service

These are not hypothetical risks. They are live attack patterns targeting
Microsoft 365 tenants across South Africa and globally.
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Identity-driven cloud breaches

“Storm-2949” style attacks abuse
self-service password reset and
social-engineer MFA approvals

to take over Entra ID accounts -
then move laterally to SharePoint,

mailboxes and connected services.

Closed by least-privilege access
reviews, just-in-time admin access

(PIM), and phishing-resistant MFA.
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Token-theft phishing kits

“Kali365” kits (first seen April 2026)
steal sign-in tokens via OAuth and
device-code flows - bypassing
MFA entirely. Sold cheaply through
underground channels, putting
every tenant in scope.

Closed by blocking device-code and
legacy authentication in Conditional
Access, plus session controls
limiting token persistence.
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Teams external chat exposure

Chat with external, unmanaged
Microsoft accounts is on by default
- opening the door to impersonation
and phishing through Teams
channels your users trust.

Closed by disabling chat with
unmanaged accounts, restricting
access to trusted domains, and
reviewing Teams messaging
policies. Included in every tier.




WHAT YOU GET

Outcomes, not just activities

Identity Protect is designed to deliver measurable security and operational improvements - not a report that sits on

a shelf.
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Reduced account takeover risk

Credential theft, phishing logins, and token
replay attacks become significantly harder to
execute.

Admin protection

Separated admin accounts, reduced Global
Admin counts, and just-in-time access for
privileged operations.

Audit-ready documentation

Policy documentation, Conditional Access
configs, and an implemented-controls summary
for governance and compliance.

HOW IT WORKS
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A structured rollout, not a big-bang change

Every engagement follows a phased approach designed to keep your users

productive while we make meaningful security improvements.

1. Discovery and risk workshop

We review your current authentication posture, admin roles, sign-in
logs, legacy apps and external access configuration. This is where we

size the work and confirm your tier. 0.5-1 day.

2. Design and policy mapping

We map findings to a recommended Conditional Access policy set, .
MFA strategy and admin model - tailored to your licensing level and

business risk tolerance. 7-2 days.

3. Pilot deployment

Changes are applied to a small pilot group first - validating policy
behaviour and user experience before the broader rollout. Break-glass
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accounts are protected throughout. 3—7 days, tier-dependent.

4. Tenant-wide rollout

We deploy department by department, applying user communication

Measurable Secure Score improvement

Optional monthly KPI dashboard tracks
Secure Score deltas, risky sign-in trends and
MFA adoption.

Controlled external access

Guests and external collaborators operate
within defined, auditable boundaries - not
open by default.

Faster incident response

Compromised-account containment, token
revocation, and sign-out playbooks ready
before you need them.

RISK
REDUCTION

What Identity Protect prevents.

« Stolen passwords and phishing
logins.

» Password spraying and brute-
force attempts.

* Token theft and MFA bypass
(Kali365-style kits).
Unauthorized access to email,
SharePoint and Teams.

*  Compromised admin accounts
and full tenant takeover.

* Insecure legacy authentication
pathways.

* Impersonation and phishing
through Teams external chat.

templates and MFA setup guides so your helpdesk is ready for the most

common questions. Phased by department.

5. Handover and documentation

You receive a full admin guide, policy documentation, support pack,
and - optionally - an ongoing managed monitoring engagement.

Final day of engagement.
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Confidence Starts with
Protection

Know your identity is
protected by experts.
Learn more at
4sight.cloud
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4Sight Holdings Limited (4Sight) design, develop, deploy and 4Sight’s business model enables
is a multinational, diversified grow solutions for our partners its partners to take advantage of
technology group listed on the (customers and vendors). products and solutions within its

General Segment of the Main

Board of the JSE (ticker: 4SI). Our
purpose is to leverage our extensive
products and services portfolio,
focused on /! technologies, people,
and data-focused solutions, to

group of companies, which will
allow them to enjoy turnkey Digital

Transformation solutions across
industry verticals.

The company’s mission is to
empower our partners to future-
proof their businesses through
Digital /! Transformation to make
better and more informed decisions
in the modern digital economy.
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CONTACT US

EMAIL sales@4sight.cloud WEBSITE 4sight.cloud TEL +27(0) 12 640 2600
SOUTH AFRICAN OFFICES INVESTOR RELATIONS
4Sight@Centurion 4Sight@Fourways investors@4sight.cloud

1001 Clifton Ave, 28 Roos Street,

Lyttelton Manor, Fourways,

Centurion, Johannesburg,

0157 2191
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