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Current landscape







Your app story today

Traffic may not traverse corp network

Data may reside off premises

Legacy identity stores

Insecure network traffic

Outdated infrastructure



How we see applications

SaaS Applications
• Cloud Hosted Applications

• Server Hosted Applications

Line of Business 
Applications

• Windows Integrated auth

• LDAP auth

• Header-based auth

• Basic/Forms based auth

• SAML 1.1/WS-Fed auth

• OIDC Oauth Modern



Application prioritization

Discovery

3rd Party SaaS Apps 

in Gallery

3rd Party SaaS app 

being used and on 

App Gallery but not 

through Azure AD

3rd Party SaaS App 

not in Gallery

Initiate inclusion of 

3rd-party SaaS apps 

that customer is 

using but are not in 

Gallery

Federated Apps

If using AD FS, 

migrate to Azure 

Active Directory

Legacy Apps

If behind an 

ADN/ADC*, use 

Secure Hybrid 

Access

1



Application Classification and Prioritization

Application Name Categorization Priority
Location and Application 

Type
Current IDP Plan to decommission / Modernize?

Example Application High
On-premises,

3rd party developed
Active Directory















Azure AD App Auth integration overview

Azure AD 
App Gallery

• DocuSign

• Box
• Workday
• Concur

• SharePoint

• Taleo
• Atlassian JIRA & 

Confluence

Application Modernization 
with OIDC & OAuth, MSAL 

and Microsoft Graph

Application Delivery 
Controllers/Networks

Azure AD app proxy



Integrate private apps with 

Secure Hybrid Access Partners

• Leverage your existing application delivery 

controllers and networks, VPNs or software defined 

perimeters

• Support for broad range of legacy protocols:

Kerberos RDP

Header-based Auth Radius

NTLM SSH

LDAP non-HTTP

New partners

App Delivery Controllers 

and Networking providers

 



Application Classification and Prioritization Plan

Application Name
Categorization 

Priority

Location and

Application Type
Current IDP Target IDP Migration Path

Example Application High
On-premises,

3rd party developed
Active Directory Azure AD Azure AD App Proxy



Recommended Strategy

Quick Wins

0-3 Months

• Low user impact

• Low implementation cost

3-6 Months

• Low user impact

• Moderate implementation cost

6 Months and 

Beyond

• Moderate user impact

• Low and moderate implementation cost

Quick Wins 0-3 months

Enable MFA for all global admins

Ensure all users can complete multi-factor authentication for secure 

access

Enable policy to block legacy authentication

Turn on sign-in risk policy

3-6 Months

Enable self-service password reset

6 Months and Beyond

Enable MFA for all users

Do not expire passwords

Stop clear text credentials exposure

Use limited administrative roles



High-level Deployment Plan  

1. Work out a draft concept of MFA that you want to deploy in your organization.

2. Use the “Design Decision Points” spreadsheet to define MFA requirements and settings:

a. Choose way to enable MFA

b. Choose users and cloud applications that will need MFA

c. Choose allowed second authenticator factors

d. Determine other MFA configuration factors

e. Decide if you need other types of controls (such as Terms of Use or custom)

3. Choose small set of test users.

NOTE: if necessary, a choose different sets of test users for different conditional access policies

4. If hardware security keys are to be used, obtain and distribute them to test users.

5. Enable MFA to the test set of users and allow enough time to verify that it works as expected. 

6. Use feedback from test users to modify you MFA deployment plan, if necessary.

7. Run awareness campaign that MFA will be coming to your organization.

8. If hardware security keys are to be used, obtain and distribute them to remaining users.

9. Enable MFA to users and cloud applications in scope.

10. Monitor, troubleshoot and adjust your MFA deployment.
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Zero Trust 

policy













Pro Tips

• Start small with securing your most important digital assets (e.g.
enforce 2FA for all your Office 365 administrator)

• Always ask the apps vendor if they can support your IAM for
SSO and Identity provisioning (make this a default apps 
onboarding policy)



Next steps and actions  

Party responsible Completion date Next step, action Notes


