
Securing Copilot for 

Microsoft 365 in 

Microsoft 365 for Business





Work trend Index Annual Report: Will AI Fix Work? Microsoft. 9 May 2023 | Microsoft Work Trend Index: What can Copilot’s Earliest Users Teach Us About Generative AI at Work?: Microsoft. 15 November 2023

https://www.microsoft.com/en-us/worklab/work-trend-index/will-ai-fix-work
https://aka.ms/WTI


Copilot for M365 empowers

every end user

Store, access, and prioritize 

notes in a fraction of the time

Effectively manage 

shared projects and 

track progress

Simplify financial reporting 

and validating data quality

Jumpstart the creative process 

and generate ideas while writing

Stay focused on closing 

deals with an AI assistant 

for email

Stay coordinated as a team to 

resolve more customer issues





COMPLIANT



search and export capabilities



Microsoft 365 Business Premium

+ Copilot for Microsoft 365

MFA with Conditional Access

Search, export, eDiscovery case management, and legal hold 

Audit logs

Retention or deletion policies

Manual sensitivity and retention labels 

Data loss prevention policies



*
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If used, 

disable 

Restricted 

SharePoint 

Search

4

OPTIMIZE 

FURTHER

Comprehensive Security

Business Premium

Restrict data oversharing and data leaks with 

manual labeling and policies

Add additional add-ons

Prevent data oversharing, data leaks, and detect 

non-compliant usage at scale with auto labeling and 

policies

Available add-ons:

• Information Protection and Governance

• eDiscovery and Audit

• Insider Risk Management

YES

3

Deploy Copilot

for Microsoft 365

2b

Enable 

Restricted 

SharePoint 

Search

NO

2a

Ready to 

deploy?
Copilot for 

Microsoft 365 

Optimization 

Assessment

Determine path

(26 questions; 30 minutes)

1

Copilot for Microsoft 365 includes Restricted SharePoint Search (RSS). It is intended as a solution that can be enabled or disabled while 

implementing data security solutions. This limits Copilot experiences and organization-wide search to a select set of SharePoint sites. To get 

the best Copilot experience, we recommend using Business Premium to leverage additional data security features.

Get started with 

Business Basic or 

Business Standard

Learn more about Restricted SharePoint Search here.

https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://www.microsoft.com/en-us/solutionassessments/safeedbackform
https://aka.ms/RSS/Blog


Cloud users Cloud users

iOS, Android iOS, Android

Search and export 

results

Search and export 

results

Audit (Standard) Audit (Standard)
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2
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Login without a password

only enrolled, compliant devices can access Microsoft 365 

resources

Wipe all work content

Revoke work access

Microsoft 365 Business Premium

+ Copilot for Microsoft 365

Use biometrics to login to your Microsoft 365 account

Only grant access to Microsoft 365 resources when specific 

conditions

accept terms of use

Restrict the use

Prevent saving files

Restrict the ability to copy and forward confidential business

information





Foundational security controls

Change default sharing

Prohibit Copilot for Microsoft 365 from including sensitive data

Exclude sensitive files

Comprehensive security controls

Microsoft 365 Business Premium

+ Copilot for Microsoft 365

Protect Microsoft 365 data from being accessed by 

unauthorized users

Copilot for Microsoft 365 automatically inherits and applies

sensitivity labels





Foundational security controls

Search for Copilot interactions

Maintain a log

Apply retention or deletion policies

Comprehensive security controls

Microsoft 365 Business Premium

+ Copilot for Microsoft 365

Use eDiscovery (standard)
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