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Rise of Al-Directed Cyberattacks

Hackers will use Al to analyze attack strategies, thereby .- |
enhancing their likelihood of success. Also, they will use Al to —

-

heighten the speed, scale and scope of their activities -
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Phishing attacks based on
Al continue to plague
businesses
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Web Portal
Correlated/Unified soc | 2 IR Team
Incident View % Machine Learning (ML) & Al | | 8" Behavioral Analytics (UBA) Analysts \ Enabling analysts with scarce skills

e%eo
Securlty Orchestra ‘ SEEEEEEEEEEEEENEEREN) . ‘ Incident Response
and Remediation (SO. . .
) . . |
a
T g Security Incident & Event Management (SIEM) {

t

ADACOM

SECURITY BUILT ON TRUST
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http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://aka.ms/dart
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
http://aka.ms/threatintelligence
http://aka.ms/threatintelligence
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Customer
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http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://aka.ms/dart
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
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Microsoft Sentinel
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Home > Azure Sentinel

Azure Sentinel - Overview

GEniRAL
O Overview

® Logs

THREAT MANAGEMENT
T® Incidents
¥ Dashbosrds

.

& Useranalytics
© Hunting

B Notebooks

CONFIGURATION
&b Getting started
$1  Data collection
© Analytics
2] Playbooks
% Community

bo Workzpace

© Last week (1/21/2018-1/27/2018) v

M 8.2M 7978.4¢

EVENTS

03976

ALERTS

Events and alerts over time

Potential malicious events

.

13
® s El
B g 7

t* 1824

INCIDENTS

INCIDENTS BY STATUS

Enewm B INPROGRESS 4) [l CLOSED (RESOLVED) (4)

ALERTS
189
CEF
315K
@ SECURITY EVENTS
1327k
IW[ AD

110K

l OTHERS (5)

MALICIOUS IPS EVENTS.

OUTBOUND
Ka

INBOUND
K~

CLOSED IDISSMISED) (3)

Recent incidents

I User logged in to aitical assets

9 Merts

Suspicious process execution after co.. 9 alerts
Computers with cleaned event logs 8 alers

l Remote procedure call (RPC) attempts 8 nsens

Most anomalous data sources

Azure AD

Office

SeaurityEvents

Democratize ML for your SecOps

by leveraging MS cutting edge research and best
practices in ML, regardless of your current
investment level in ML

! Unlock the power of Al for security professionals

Learn more >
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Microsoft Defender XDR

/O Search

Microsoft Defender | Alpine Ski House

w |I‘lCIdentS =1 Email notification
I v | Most recent incidents and alerts hd

&) ; =

L Export O Saarch for name or ID @ Customize columns [ & Months
= Filter set: & Save

Status: New, In progress X Alert severity: High, Medium, Low X Service/detection sources: Any X % Add filter N& Reset all

0 = Incident name Incide... * Tags Severity Investigation state **  Categories Impacted assets Active alerts Service sources Detection sources
[J] » E2EMde Streaming Detection Rule on one end.. 222 whakapapa HEE High Exfiltration L1 whakapa-dewhakapaalpir 1/1 Endpoint Custom detection
= [[] » E2EMde Streaming Detection Rule on one end.. 220 whakapapa HEE High Exfiltration 1 whakapa-winlluwhakapa 1/1 Endpaint Custom detection

]

[ » Impossible travel activity involving one user 219 mEm Medium Initial access 2 jasuri > 2 Apps ”n Microsoft Defender for... Microsoft Defender for...
=

[0 » Attempts tosign in to disabled accounts involvi.. 216 mEm Medium Initial access 2 Jonathan Wolcott 7n Microsoft Sentinel Scheduled detection
< [ » SAPfinancial process manipulation (attack disr.. 190 Attack Disruption HEE High 2 investigation states Initial access, Defense .. 2 Cameron White <> Micr 27/27 Microsoft Defender for.. Micrasoft Defender for...

. [CJ > SAP non existent decoy account has been used .. 192 HEE High Cradentizl access 2 MICHAELP 1171 Micrasoft Sentinel MRT rules

[ [ » Human-operated ransomware attack was launc.. 181 m =6 HEE High 3 investigation states Execution, Persistence, .. L 4 Devices = 4 Accounts 26/32 Endpaint, Identity, Def.. EDR, Antivirus, Microso..
% [ » Suspicious 'GenRansom' behavior was detected... 186 whakapapa HEE Low Suspicious activity 1 whakapa-win10swhakapa. 1/1 Endpaint Antivirus
& [0 > Suspicious 'GenRansom' behavior was detected... 185 whakapapa HEE low Suspicious activity 1 whakapa-win10r.whakapa. 1/1 Endpoint Antivirus
@ [ » E2EMde Streaming Detection Rule on one end.. 223 whakapapa HEE High Exfiltration L1 whakapa-win10s.awvhakapa. 1/1 Endpoint Custom detection
& [C] » E2EMde Streaming Detection Rule on one end.. 221 whakapapa HEE High Exfiltration L1 whakapa-winl1twhakapa. 1/1 Endpoint Custom detection

!

000




ADACOM \icrosoft Defender for Identity and Entra ID

Microsoft 365 Defender £ Search

" o
@ Home lP Ilona Padllla A Confirm user compromised
@ Incidents & alerts v &% | Software Engineer | Microsoft = Dept: Security
& Hunti - HOMEYTOKEN
vl unting
{2 Actions & submissions v . . _— _—
= Overview  Alerts (2)  Observed in organization  Timeline
((B Threat intelligence v
@  Secure score Entity details < Incidents and Alerts Investigation Priority (0
Fo el 2 alerts over 2 incidents Score: 35 (High)
User threat ~
& Trais Open 2lerts by ceverity S —
|
o8 Partner catalog v Azure AD Identity risk level B des [ Risk Acivies
A High W Medium
User's score compared to the organization 100/100
) Assets ~
View all alerts
B Devices
Observed in organization A
R Identities Investigation priority score over the last 2 weeks Active Directory account controls (D)
Last Seen First Seen 40 ®>r d . © Trusted for d i
; assword never expires © Trusted for delegation
£ Endpoints 2 5/29/2023 4/13/2023
- o
& Vulnerability management v Lateral Devices 2 © smartcard required &) Password expired
movement 3 S Empty password allowed © Plain text password stored
o Partners and APis v paths
0 © Cannot be delegated © DEs encryption only
[Z@ Evaluation & tutorials v . 0516 0518 0520 05/22 05/24 05/26 0528
Groups Locations © Kerberos pre-authenticatio.. © Account disabled
W Contigaation imanagervens - 2 M Above 0% compared to the organization
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oft 365 Defender P search

@ Alerts > Possible lateral movement

)

@ Part of incident: 1

s View incident

& .
. Possible lateral movement
S workstation6 Risklevel mmm High L seccxp\pgustavo -+ A SECCXP\KDickens g
= WEE NMedium @ Detected @ New
@& Windows10  SecCxpNinja ao Accaunt Manager
& Manage alert
k=4
ALERT STORY
%
Details ~ Recommendations
- 512:09 AM O Image load vaulteli.di v
¥ Possible attempt to steal credentials High ® Detected ® Resolved o~
L&
5:12:10 AM B powershell.exe executed a script . Quickly classify this alert
= Classify alerts to improve alert accuracy and get mare insights about threats
0 your organization
51210 AM powershell.exe executed a script v
o Classify alert
51210 AM B powershellexe executed a script A
< 0 .
512:10 AM “) Network connect Outbound connection from 192.168.2.6:49158 to 192.168.2.5:445 Remote device: adfsOlsecoxp.. = Alert state ~
@ ; .
¥ Possible lateral movement mEE Medim @ Detected @ New " )
Q Classification Assigned to
Not Set @micr om
5:12:10 AM [&  powershell.exe executed a script ~ ;
o Set Classifica
512:10 AM B powershell.exe executed a script v
Alert details ~
512:11 AM 5 i
powershell.exe executed a script e Category MITRE ATT&CK Techniques
s Lateral movement T1570: Lateral Tool Transfer+5 \
51211 AM powershell.exe executed a script v View all techniques
5:12:48 AM & powershell.exe read Isass.exe process memory ~ Detection source Service source
Microsoft 365 Defender Microsoft Defender for Endpoint
51105 AM < svchost.exe process performed User Account Discovery by invoking powershell.exe v
Detection status Detection technology
¥ Ssuspicious User Account Discovery mmE low ® Detected ® New ° ® Detect

L,/
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Microsoft Defender for 0365

Office 365 Security & Compliance

Home > Policy

Anti-malware ATP safe attachments ATP safe links

Permissions

Classifications

Data loss prevention

Data governance

Threat management

Dashboard
Explorer

Attack simulator
Review

Policy

Campaigns

Anti-spam

“:.

Protect your organization's
email from malware,
including what actions to
take and who to notify if
malware is detected.

Protect your organization's
email from spam,
including what actions to
take if spam is detected.

DKIM

Protect your organization
from malicious content in
email attachments and
files in SharePoint,
OneDrive, and Teams.

Add DKIM (DomainKeys
Identified Mail) signatures
to your domains so
recipients know that email
messages actually came
from your users.

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016
desktop apps.

ATP anti-phishing

Protect your users from
impersonation-based
phishing attacks.

V000000000000
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iif  Microsoft Defender for Cloud Apps

= Cloud Discovery

L Win10 Endpoint Users ~ (D Last 30 days ~  Actions ~ @

Updsted on Feb 19, 2022, 454 PM
(o]

Dashboard  Discovered apps  Discovered resources  IP addresses  Users  Devices
=]
_—“L; Apps i IP addresses i Users e L Trafic Cloud Discovery open alerts + Create p

H H i *59GB

e 3 1 : 2 O : O 2 43 . 5 (_-,B B376GE O Clowd Discovery alerts O Suspicious use alerts

App categories 1-50f 37 » [Traffic ~| A Risk levels All categaries v| by |Traffic ~

18 ) sanctioned Wunsanctioned @0 Other

osting services S .7 G W Trsffc from high rick apps
Webmail ] 2368 43 5 GB FTraffic from mediurm risk 3pps
Collzboration ] 56G8 W Traffic from low risk apps
Cloud computing platf.. (R 36G8 Total
Configure score metric
frrerereee———————1 3568 @ Config
Discovered apps 1-150f 231 » View al All categaries | [Tratfic Lal - | Top entities View all users | User v | by |Trafhic v @A
I Sanctioned WUnsanctioned | Other
o: g (S . GO
Azure CDN Edge .. (R 6.1G8 i
B Microscft SharePo.. (I 45GR

There's no relevant data to display

PR - a7 ro
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Microsoft Defender for Cloud

(0] Microsoft Defender for Cloud | Overview

Showing 102 subscriptions

« 7 Subscriptions 4 What's new
General 102 49
O Overview

Azure subscriptions AWS accounts

@ Getting started

Recommendations

O Attack path analysis & security posture
O Ssecurity alerts.
# Inventory =

¥ 21/43 (OR VY|

Attack paths

2 237/244

Unassigned Overdue
re i reg

& Cloud Security Explorer

@ workbooks

Secure score

& Community
£ Diagnose and solve problems O Azure 61%
—
Cloud Security
46 O AWS 28%
O Security posture SECURE SCORE —
© Regulatory compliance < 6CP 28%
—

' Workload protections.

= g B
Firewall Manager Explore your security posture >

& DevOps security (preview)

Management

g Workload protections

1l Environment settings

Security solutions

Resource coverage
5 Workflow automation
864 ror fui protection, enable 15 resource plans

Alerts by severity
a0

11K
IM..

200 1'2F

INEERTETE LR P AR R

25un 9 5un 16 5un

Enhance your threat protection capabilities >

L,/

®@ na

GCP projects

436588

Assessed resources

¥= 370

e Regulatory compliance

Microsoft cloud security benchmark

9 of 63 passed controls
—

Lowest compliance regulatory standards
by passed controls

AWS PCI DS 3.2.1 Classic 0740
AWS CIS 1.2.0 Classic 0/43
Reserve Bank of India IT Framework for NBFC 2721
—

Improve your compliance >

4 Inventory

Unmonitored VMs
2,122 Tobetter protect your organization, we recommend
installing agents

Total Resources

36588

—
1 Unhealthy Healthy Not applicable
(14154) (15025) (7409)

Explore your resources >

Active recommendations

Q141 0 2895

Attack paths Security alerts

VAN
Upgrade to new Defender CSPM plan

@ Defender Cloud Security Posture Management (CSPM)
provides enhanced posture capabilities and a new
intelligent cloud security graph to help identify, pricritize,
and reduce risk. Defender CSPM is available in addition
to the free foundational security posture capabilities

turned on by default in Defender for Cloud

Click here to upgrade >

Defender EASM

@ Protect your organization with a holistic view of your
internet security posture. Microsoft Defender EASM

discovers assets across all your first- and third-party

posed infrastructure, potential

vulnerabilities and compliance risks for remediation.

Explore assets in Defender EASM >

Defender for Cloud community

a Join the Defender for Cloud community on GitHub to
share knowledge and interact with other customers
and experts. The community is a great place to learn

and provide feedback.

View Azure Community >
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Microsoft Sentinel

Microsoft Defender for
Network Sensor (virtual IOt/OT

appliance)
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Deep Packet P X ——— > Cmmmmmms > Tk =
Inspection (DPI) e ..
Assets Alerts : - i “

Vulnerabilities
Threats

]

]

|

|

]

]

Passive Monitoring :
(Network Traffic Analysis) :
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* An attack surface is the sum of an
organization’s attacker-exposed assets, whether
these digital assets are secure or vulnerable,
known or unknown, in active use or not

* An organization’s attack surface changes
continuously over time, and includes digital
assets that are on-premises, in the cloud, as well
as those in third-party vendors' environments




Digital Risk Protection (DRP) service protects against external
threats and continually identifies where your assets are
exposed whilst providing sufficient context to understand the
risk and options for remediation. Monitor for Data leaks, Brand
compromise, Account takeovers, Fraud campaigns etc
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Threat
Intelligence

* Strategic
* Tactical
* Operational
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ADACOM  Microsoft Security Copilot
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m D et e

Hoene > Agune Sendingd | Incidsnt:

Investigation X
& Proreiae
=
i &4 Human operated ransomware attack IHigh 5.0 New &4 Unassigned () 9/04/2020, 4:06:50 PM

Incdunt STty St =L Lawt incident update time
] - : =
® [ ZScaler traffic matched to known maliciou...  *5
-] dadertid
< e 16cH2c-e5hd-Sedd-bddd-Zheedlaldien rl::?
“ &
OH e Entitied
- ;.'h:l\-l-;l -'\'I;:‘I |"..\'.'| ad 10 known malicicis threat mtallgence @
e Helps
b r.—n!i"—c.a match from Picaler nebwork activity b sy IP-address
P ol feom Threat Inteligence
& afdunce
Unikrecram:

o
3 Human operated ra Medium
=] \;.i-\. ','l_\';'l

(o]
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ADACOM  Microsoft Security Copilot Features
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* Incident summaries with a single click

* Guided response to incidents at machlne speed

* Natural language queries to "
Slmpllfy huntlng 2 Multlllgée"att:cnli |n\:;;\;|:1;ph|sh|ng and execution

* Real-time malware analysis s =« ===
* Threat intelligence e

—
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Playbooks

b

Automation rules (Preview) Active playbooks Playbook templates (Preview) {‘5"} Send email with formatted incident report

£ Search by name | Trigger @ All Logic Apps Connectors : All Entities : All Tags : All & Microsoft Sentinel Incid... () 7/14/2021, 12:00:00 AM
Trigger type Last update time
Name Ty Trigger T4 Logic Apps Connectors Entities Tags Last modified Ty Description
| 0 ™ . a o ; This playbook will be sending email with formated incidents report
Prompt User - Alert Microsoft Sentinel Alert Azure AD +3 Account Remediation 07/14/21, 12:00 AM {Incident title, severity, tactics, link...) when incident is created in Microsoft
Prompt User - Incident i Microsoft Sentinel Incident ... Azure AD +3 & Account Remediation 07/14/21, 12:00 A Sentinel. Email notification is made in HTML.

Reset-AADUserPassword i Microsoft Sentinel Incident ... Office 365 Outlo... + & Account Remediation 07/14/21, 12:00 AM Connectors in use
X X Microsoft Sentinel u Office 365 Outlook
Reset-AADUserPassword @ Microsoft Sentinel Alert Office 365 Outlo... + & Account Remediation 07714721, 12:00 AM
Response on Okta user from Tea... & Microsoft Sentinel Incident ... OktaCustomCon... +2 @ & Account Remediation 07/28/21, 12:00 AM Prerequisites
An 0365 account to be used to send email notification (The user
INUSE Restrict MDE App Execut... & Microsoft Sentinel Incident ... Microsoft Defen... +1 @ A Host Remediation 07/14/21, 12:00 AM account will be used in ©365 connector (Send an email).) Link with
X R - . : company logo. Mo formating since size is defined in the Playbook. Linke
Restrict MDE Domain B Microsoft Sentinel Incident ... Microsoft Sentinel @ Dns Remediation 07714721, 12:00 AM example - https://azure.microsoft.com/svghandler/azure-sentinel
INUSE Restrict MDE FileHash i Microsoft Sentinel Incident ... Microsoft Sentinel I FileHzsh Remediation 07714721, 12:00 AM ~
Restrict MDE |p Address & Microsoft Sentinel Incident ... Microsoft Sentinel =i Remediation 07/14/21, 12:00 AM
L]
INUSE Restrict MDE Url & Microsoft Sentinel Incident ... Microsoft Sentinel & URL Remediation 07/14/21, 12:00 &AM @ G
Run MDE Antivirus i Microsoft Sentinel Incident ... Microsoft Defen... +1 (@ Bl Host Remediation 07/14/21, 12:00 &AM [n—
Send basic email & Microsoft Sentinel Incident ... Office 365 Outlo... +1 Motification 07/14/21, 12:00 AM < e —— P >
INUSE Send email with formatt... & Microsoft Sentinel Incident ... Office 365 Outlo... +1 (@ Notification 07/14/21, 12:00 AM
Sync Jira from Sentinel - Create i... i Microsoft Sentinel Incident ... Azure Key Vault +1 ( Sync 07/20/21, 12:00 AM ool =
L]
Sync Jira to Sentinel - Assigned ... i Microsoft Sentinel Incident ... Azure Key Vault +1 ¢ Sync 07/20/21, 12:00 AM
Sync Jira to Sentinel - public com... i Microsoft Sentinel Incident .. Microsoft Sentinel Sync 07/20/21, 12:00 AM Supported by
Community
Sync Jira to Sentinel - Status & Microsoft Sentinel Incident ... Microsoft Sentinel Sync 07/20/21, 12:00 AM
GitHub template source
Unisolate MDE Machine & Microsoft Sentinel Incident ... Microsoft Defen... +1 (@ Il Host Remediation 07/14/21, 12:00 AM

~  https://github.com/Azure/Azure-Sentinel/tree/master/Playbooks/Send-
email-with-formatted-incident-report e

eate playbook

< Previous

Page| 1 ~ ‘sz Next = |
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Home > Microsoft Sentinel

25 Microsoft Sentin

Se vorkspace: ‘defens

[2 search

@ News & guides

)} Search

Threat management
& Incidents
@ Workbooks

© Hunting
& Notebooks

* Entity behavior
&) Threat intelligence

®  MITRE ATTACK (Preview)

Content management
B Content hub (Preview)
@ Repositories (Preview)

& Community

Configuration
& Workspace manager (Preview)
BB Data connectors

& Analytics

B Watchlist

£ Settings

L,/

el | Automation

+ Creste + () Refresh [ Automation health workbook

Automation rule

I &) 3 More o

Playbook with incident trigger Conten

habled rules Enabled playbooks
Playbook with alert trigger

Playboolk with entity trigger pybooks  Playbook templates (Preview)

Blank playbook

o 0 automation rules were found

What is it?
Automation rules allow you to centrally manage all the automation of incident handling. Autom,
and enable you to simplify complex werkflows for your incident orchestration processes.

How does it work?
Automation rules are triggered by the creation of incidents. You can set conditions to govern wh
and on analytics rules. You can also set the order of actions and the rule’s expiration time.

What does it do for you?
m=m Automate incident configuration

_ Directly set incident status or severity, assign an
owner, or add a tag when an incident is created
without the need for running 2 playbook.

Run playbooks on incidents

You can still run playbooks from your
automation rules to integrate with other services
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ADACOM  Pproactive & Reactive Incident Response
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N Remote and on-site technical, incident command and »
advisory capability

N Incident response team experienced in common and
uncommon cyber threat scenarios

N Incident-specific threat intelligence and insights into
current adversary tradecraft

N Quick deployment of technologies and ADACOM
security analytics as needed

N Attack Emulations, Hardening, RED Teaming Operations

V000000000000
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150 Certifications

> 80 Incident Investigations in 2023

> 100 Worldwide Customers

> 1.000 Use Cases

2 Security Operation Centers

> 1.000 Critical & High-Risk Incidents per Month

> 20 KPlIs



A DAC O M www.adacom.com

GREECE UNITED KINGDOM CYPRUS
25 Kreontos Str., 8950 Fitness Lane, 10 Katsoni Str.,
104 42, Athens Suite 100 Fishers, IN 46037 1082, Nicosia

+30 2105193740 +44(0) 317 588 3131 +357 22 444 071 f L 4 lin|


https://www.facebook.com/adacomcyber
https://www.adacom.com/
https://www.adacom.com/
https://www.facebook.com/adacomcyber
https://twitter.com/AdacomCyber
https://www.linkedin.com/company/adacom-cyber-security/
https://www.youtube.com/@adacomcybersecurity
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