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Compliance — Microsoft E5

The Compliance Management as well as the protection of networks, systems and data cannot be separated from an
adequate system that knows how to combine governance rules with technologies

@ Management of compliance of all the organization's activities with respect to procedures, regulations, legal
provisions (GDPR — NIST — 27001 - ...) and codes of conduct to protect the organization from legal and
reputational risks

Guide to the adoption of the classification model of data and services of the PA for the cloud and support
in updating the quality, security, performance and scalability requirements that cloud services must meet
following the provisions of the regulation for cloud services, published by the Agency for Digital Italy (AgID)

Complete solution, which includes both the governance of IT security and the implementation and
verification of the most appropriate security measures, based on current legal obligations

Risk based approach that derives from a mix of skills: organizational skills, knowledge of the laws in force
and technological skills.
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Compliance M365 ES | Features @

> Azure Active Directory Premium 1 & 2

> Insider risk management
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> Microsoft Purview Information Protection ? {_
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> Microsoft Purview Data Loss Prevention
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Microsoft 365 - E5 | Assessment Journey o das) @
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Compliance M365 E5 | Content Assessment @
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Define: The assessment starts with the definition of the objectives of the organization and the
most efficient strategy to be implemented to achieve them, through Microsoft technological
solutions

Analysis & Assess: Analysis of the context (GDPR — NIST — 27001 - ...) , available technologies and
study of all the organization's IT assets and the threats, vulnerabilities and risks associated with
them, including any regulatory risks related to existing data within the organization

Solution: Design of the solution that allows to achieve the objectives set through all Microsoft
tools and services that can help mitigate privacy and regulatory risks identified and
dissemination of know-how common to all company staff about the correct management of
information and components of the information system

Deploy: Implementation of the solution/project of Compliance Management, identity and
access management, event monitoring and incident management and definition of the best
practice to protect the organization from vulnerabilities and threats
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Compliance | Assessment Focus Area

Focus Area of the Assessment:

Information Internal Discover
Protection Risk Management & Respond
Data protection and |dentification and Investigation and rapid
management from mitigation of risks response with targeted

any device and place within the organization actions

Microsoft, in the M365 E5 plan, delivers comprehensive data governance and

compliance solutions to help your organization manage risk, protect and govern

sensitive data, and meet regulatory requirements ma Microsoft
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