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|  Regulations on Digital Operational Resilience for the Financial Sector

I  The Agnostic Cyber Resilience Management Module

IIl Benefits




Requirements for Financial Institutions on Digital
Operational Resilience and Cyber Risk Management

The Digital Operational Resilience Act (DORA) as well as FINMA Circular 2023/1
Operational risks and resilience set more restrictive and uniform requirements for
financial institutions as well as for critical third parties

for the security of network and information systems

to define an internal governance and control framework for an effective and
prudent management of ICT risks, including policies and tools for identifying, monitoring,
testing and communicating about assets and detecting vulnerabilities

to manage operational risks, particularly in connection with ICT, and handle critical data and
cyber risks
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Specific Recilience and Cyber Risk Management

Requirements by DORA & FINMA

DORA Art. 8 §2

« On a continuous basis, identify all sources of ICT risk, in particular the risk exposure to and from other financial
entities, and assess cyber threats and ICT vulnerabilities relevant to their ICT supported business functions, information
assets and ICT assets.

» Review on a regular basis, and at least yearly, the risk scenarios impacting them.

DORA Art. 17 §2:

« Record all ICT-related incidents and significant cyber threats.

« Establish appropriate procedures and processes to ensure a consistent and integrated monitoring, handling and follow-
up of ICT- related incidents.

DORA Art. 18 §2:

« Classify cyber threats as significant based on the criticality of the services at risk, including the transactions and
operations, number and/or relevance of clients or financial counterparts targeted and the geographical spread of the
areas at risk.

FINMA Circular 2023/1 Operational risks and resilience — C. Cyber Risk Management

« |dentification of the institution-specific threat landscape from cyber attacks and assessment of the possible impacts of
exploiting vulnerabilities with regard to the inventoried ICT assets and the electronic critical data

August 2023 | 3| n




Cyber Resilience Management Module

Threat Scenario Assessment
Define, describe, and evaluate cyber
threats and define the potential
impact to your organization with a
structured process regularly.

Cyber Resilience Report

Threat Scenario Mapping —
DX L Map cyber threat scenarios to your -
i internal controls and derive a control
T priority based on the threat impact.

Cyber Resilience Assessment & Reporting

Evaluate the maturity of your internal ICT and ™=
cyber controls and automatically assess gaps

against required maturity. Present the results x

of the whole process in a management- -
friendly way directly via the platform
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Elements of the Cyber Resilience Module

Threat Scenario Assessment
« Identify and define current Cyber Threat Scenarios

»  Evaluate the Cyber Threat Scenarios based on a structured
risk methodology.

»  Derive the potential total impact to your organization regularly.

Th reat Sce na rio M a ppi ng Threat Scenario Mapping - Mapping RK 22-12-23

«  Map Cyber Threat Scenarios to (NIST) Cyber Security Framework
and controls

»  Derive control priority based on the threat impact.

Cyber Resilience Assessment g

« Evaluate and assess your Cyber Resilience Status (Maturity) basedon 2% :
the (NIST) Cyber Security Framework. 7

« Automatically assess gaps against required maturity
« Derive recommendations for improving a (NIST) Subcategory / Control.

Resilience Management Reporting and Manage Improvements (5] (e
« Summarize a recommendation catalogue to the CISO and the Security Board
for improving Cyber Resiliency \
« Present the results of the full assessment process in a management-friendly way Z %
« Define and track improvement actions on the platform - o o
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Views Cyber Resilience Module

Steps to a successful cyber resilience assessment

Mapping Overview

Invite experts to update Expert submits

Information Security Officer
threat scenarios questionnaire

finishes assessment.

. In Progress . L] . .
Mapping RK 22-12-23 new template

Threat Scenario Assessment: TS filed Maximum Control Priority Threat Scenario Assessment: New TS fin

Maximum Control Priority
Create thre 8

&Questionnaire: C Cyber Resilience Questionnaire: C.
questic
THREAT 1D THREAT SCENARIO THREAT ACTOR THREAT VECTOR EXTERNAL THREAT LEVEL
| ERSETS——— e e e e I
1502 2 £2023
fed:Fa i i i -12-
Threat Scenario Mapping - Mapping RK 22-12-23
BaDec
TRENDS THREAT DESCRIPTION conTROLS T T
ﬁg;‘f_fﬁ‘: CONTROLID  FUNCTION CATEGORY CONTROL wmard  EDIT MAPPING
TECHNICAL IMPACT 1 DoV Igentity Governance pelicy Tson
[ RisK AssESSMENT communicated s -
: SELECT THREAT SCENARIOS | T901- Erpressungdurc.
Iib Questionnaire Status: F 2 Dov-2 Identity Governance andaligned  TS01) Select All
with internal roles and external partners
SUBMISSION PROGRESS FINANCIAL IMPACT COMPLIANCE IMPACT REPUTATIONAL IMPACT TOTAL IMPACT TSO1 - Erpressung curch
3

TS02 - Datenabfiuss von

2 Resilience Management Reports
ASSESSMENT PROGRESS TS03 - Exfiltration von D.
‘
RN

Cyber Resilience Report
F Cyber Rosilience Assessment 2025

Total Estimated Maturity 31

Threat Scenario Assessment Report

Invite Client Platform User

Total Target Maturity 36
GOVERNANCE

conTROLID conTROL ESTIMATED MATURITY * noTEs *

ID.GV-4

The report summarizes

AUTOMATIC ASSESSMENT COMPLETED Restlience Amsessmel

— TOTALCONTROLS: 4 -

NOT ASSESSED: 0
000 o

B
FULLY ASSESSED: &
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Benefits

The Agnostic TPRM platform and its Cyber Resilience Management Module supports
financial institutions to comply with DORA and FINMA Circular 2023/7 Operational
risks and resilience regulations.

« |dentify, document and evaluate your institution-specific threat landscape.

« Assess cyber threats relevant to ICT supported business functions, information assets and ICT
assets.

« Review on a regular basis, and at least yearly, the risk scenarios and assess the possible
impacts.

« Establish an internal governance and control framework for an effective and
prudent management of ICT risks, including policies and tools.

« Be compliant with regulatory requirements and improve your Cyber Resilience!

August 2023 | 7 |



Contact Us

nta nOStIC

#intelligence

9 Gotthardstrasse 26
CH — 6300 Zug
Switzerland

\\ +41 445203300

i) info@agnostic-intelligence.com
@ https://www.agnostic-intelligence.com
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Dirk Fisseler, CEO
N\ +47(0)79 608 95 90
fisselerd@agnostic-intelligence.com

Rolf Kralisch, Head of Platform
. +41(0)76 33111 60
ted kralischr@agnostic-intelligence.com

Raphael Jakob, Head of Products and Customer Services

N\ +41(0)79 8500388
jakobr@agnostic-intelligence.com
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