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Preface 

About this Guide 
This guide provides instructions to configure the Alert Enterprise Guardian Workplace Access plugin 

with Outlook 365. This document is intended for system and web administrators responsible for 

installing and configuring Plugin in your organization.  

The document assumes that you are familiar with Outlook365 and the Alert Enterprise Guardian 

Workplace Access plugin. 

Getting Support 
Use the following information to get support for your installation of Alert Enterprise application. 

Phone 1-855-253-7887 (1-855-ALERT ENTERPRISE-US) 

Email support@AlertEnterprise.com 

Support Portal http://support.AlertEnterprise.com 

Corporate Website http://www.AlertEnterprise.com/ 
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Chapter 1.  Introduction 

The Alert Enterprise Guardian Workplace Access for Microsoft Outlook plugin effectively manages 

user access to the meeting location by integrating Microsoft Office 365 with the Alert Enterprise 

Guardian Application. The end users can open the calendar invite and request for a Badge or Access 

to the meeting location for which the user doesn’t have access to. 

 

Chapter 2. Scope 

The scope of the project includes the following: 

Develop a new Outlook Plugin called “Request Workplace Access” with 

the following features: 

Request New Badge 

■ Using this option, the end user can request a new badge for a meeting location to which they 

don’t have access. Once the user clicks on this button, a call is made to the Alert Enterprise 

Guardian application along with the user information and the meeting location. 

■ Based on the rules and policies configured within the Alert Enterprise Guardian application, 

a request is generated along with the next available badge and the access corresponding to 

the meeting location. The request will be routed through multiple approvals as per the 

workflow configuration, and after approval, the badge and access are assigned to the user in 

the access control system. 

Request New Access 

● Using this option, the end user can request access to a meeting location to which they don’t 

have access. Once the user clicks on this button, a call is made to the Alert Enterprise 

Guardian application along with the user information and the meeting location. 

 

● The Alert Enterprise Guardian application will verify if the user has access to the meeting 

location based on existing access. If the user doesn’t have access, a request is generated 

for the access corresponding to the meeting location. The request will be routed through 

multiple approvals as per the workflow configuration, and after approval, access is assigned 

to the user in the access control system. 

Provide Single Sign-On Capability 

● The Plugin will use the Microsoft Entra platform to enable single sign-on (SSO). The end 

user should be able to access the Plugin without providing any login credentials. The Plugin 

should not be accessible directly to the end users; it should be accessible only from the 

calendar invite. 

Configuration Screen 

● Provide a configuration screen to define the mapping between the Outlook meeting locations and 

the locations defined in the Alert Enterprise application. This screen should be visible only to 

Outlook administrators. 
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Chapter 3. Architecture 

The Guardian Workplace Access for Outlook Plugin architecture consists of the Alert Enterprise 

Guardian Application, Request Workplace Access Plugin, Outlook Calendar, and MS Entra Platform. 

The Guardian Workplace Access for Outlook Plugin is developed according to the standard Outlook 

Plugin architecture using manifest.xml. This Plugin is a JavaScript application that runs on a separate 

node server and is accessible through an HTTPS channel. The HTTPS URL of the application is 

defined as part of the manifest.xml, and when the end user clicks on the Plugin displayed on the 

Calendar Invite from the O365 web Outlook, this application loads as a popup. 

The Plugin uses the JWT token received from the MS Entra Platform to provide single sign-on 

capabilities and also leverages the access token to make Graph API calls. The requests made from 

the Plugin are submitted to the Alert Enterprise Guardian Application using RESTful APIs, where this 

information is processed, approved, and finally pushed to the underlying access control systems. 

 

 

 

  

Alert Guardian Application 
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Chapter 4. Deployment & Configurations  

This section includes: 

 

● Prerequisites 

● Enable Modern Authentication (By default it is enabled, so no need in case you create 

a new office 365 account)  

● Register SSO Plugin 

● Grant administration consent to the Plugin  

● Installing Plugin in outlook365 

● Uninstalling Plugin in outlook365 

● Disabling Plugin in outlook365 

● Enabling Plugin in outlook365 

 

Prerequisites 
You need to have Microsoft Entra Platform Account with O365 subscription and a login account with 

Global Administrator Privileges. 

Enabling Modern Authentication 
If you already have an office365 account, you can follow below steps (till point 5) to check if it is 

enabled or not. This step can be skipped if it is already enabled Otherwise follow these steps to 

enable it. 

Open Windows PowerShell in your window operating system and use below commands. 

1. Set-Execution Policy RemoteSigned 

2. $UserCredential = Get-Credential 

3. $Session = New-PSSession -ConfigurationName Microsoft.Exchange -

ConnectionUfice365.com/powershell-liveid/ -Credential $UserCredential -Authentication Basic 

-AllowRedirection 

4. Import-PSSession $Session -DisableNameChecking 

5. Get-OrganizationConfig | ft name, *OAuth* 

6. Set-OrganizationConfig -OAuth2ClientProfileEnabled:$true 
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You can also follow this link. 

https://social.technet.microsoft.com/wiki/contents/articles/32711.exchange-online-how-to-enable-your-tenant-for-

modern-authentication.aspx 

Register SSO Plugin 
You need this step to register your Plugin domain with Office 365, This is required for SSO 

authentication from Microsoft and secure your application, by not getting accessed from outside office 

365 or without valid credentials. You can refer this link for complete details 

https://learn.microsoft.com/en-us/office/dev/plugins/develop/register-sso-plugin-aad-v2 

 

1. Go to this link https://portal.azure.com/#home 

2. Select App registrations. If you don't see the icon, search for "app registration" in the search 

bar. 

3. Select New registration. 
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4. Set Name to the Plugin Name 

 
 

5. Select Register. A message is displayed stating that the application registration was created. 

6. Copy and save the values for the Application (client) ID as it will come in use in later 

procedures. 
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7. From the left pane, select Certificates & secrets. Then on the Client secrets tab, select new 

client secret. 

8. The Add a client secret pane appears. Add a description for your client secret. 

9. Select the Expires duration as per the requirement & Select Add. The new secret is created 

and the value is temporarily displayed. 
 Record the secret's value for use in your client application code. This secret value is never displayed again after you 

leave this pane. 

 
10. Navigate to the Authentication & tick the check Access Tokens & ID Tokens & hit the Save 

button. 
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11. Expose a web API - From the left pane, select Expose an API. 

12. Select Set to generate an application ID URI. 

 
 

The section for setting the application ID URI appears with a generated Application ID URI in 

the form api://<app-id>. 

 

13. Update the application ID URI to api://<fully-qualified-domain-name>/<app-id> 
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Insert the fully-qualified-domain-name between api:// and <app-id> (which is a GUID). For example, 

api://contoso.com/<app-id>. 

 

14. Add a scope - On the Expose an API page, select Add a scope, The Add a scope pane 

opens. 

15. Set the scope name as access_as_user, set who can consent as Admin and users, in Admin 

consent display name set A short description of the scope's purpose, in Admin consent 

description set A more detailed description of the permission granted by the scope. 

16. Set the State to Enabled, and then select Add scope. 
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The new scope you defined displays on the pane. The domain part of the Scope name displayed just below the text field should automatically 

match the Application ID URI set in the previous step, with /access_as_user appended to the end; for example, api://localhost:6789/c6c1f32b-

5e55-4997-881a-753cc1d563b7/access_as_user 

 

17. Select Add a client application. The Add a client application pane appears. 

 
 

18. In the Client ID enter ea5a67f6-b6f3-4338-b240-c655ddc3cc8e. This value pre-authorizes all 

Microsoft Office application endpoints. 

19. In Authorized scopes, select the api://<fully-qualified-domain-name>/<app-

id>/access_as_user checkbox. Select Add application. 
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20. Add Microsoft Graph permissions - From the left pane, select API permissions. The API 

permissions pane opens. 

 
 

21. Select Add a permission. The Request API permissions pane opens. Select Microsoft Graph. 

https://alertenterprise.com/
https://alertenterprise.com/
https://www.linkedin.com/company/alertenterprise/
https://www.facebook.com/pages/AlertEnterprise-Inc/248047185215030
https://twitter.com/#!/AlertEnterprise


  Outlook365 Plugin Configuration Guide 

 
15 510.440.0840   |   ALERTENTERPRISE.COM       

 

 
22. Select Delegated permissions. 

 
23. In the Select permissions search box, search for the permissions your plugin needs. For 

example, for an Outlook plugin, you might use profile, openid, Files.ReadWrite, and 

Mail.Read. Attaching below screenshots & add all the below mentioned permissions. 

24. Select the checkbox for each permission as it appears. Note that the permissions will not 

remain visible in the list as you select each one. After selecting the permissions that your 

plugin needs (choose the required permission based on the requirement), select Add 

permissions. 

25. Select Grant admin consent for [tenant name]. Select Yes for the confirmation that appears. 
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26. From the left pane, select Manifest. The Azure Active Directory application manifest appears. 

27. Enter 2 as the value for the accessTokenAcceptedVersion property. Select Save. A message 

pops up on the browser stating that the manifest was updated successfully. 

 

Grant Administration consent to the Plugin 
This is required to grant Azure Active Directory permissions. You can refer this link 

https://docs.microsoft.com/en-us/office/dev/plugins/develop/grant-admin-consent-to-an-plugin 

● In the following string, replace the placeholder “{application_ID}” with the Application ID that 

you copied when you registered the plugin. Navigate the link in browser. 

 https://login.microsoftonline.com/common/adminconsent?client_id={application_ID}&state=12345 

● When prompted, sign in with the credentials to your Office 365. 

● You are then prompted to grant permission for your plugin to access your Microsoft Graph 

data. Click Accept. 

● The browser window/tab is then redirected to the Redirect URL that you specified when you 

registered the plugin.  

Installing Plugin in outlook 365 

Here are the steps that need to be performed to install the AddIn. 

1. Login to Microsoft 365 admin center from a browser - 

https://admin.microsoft.com/ 

2. Navigate to the Settings → Integrated apps & click the Plugins icon as shown 

below: 
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3. Plugins home screen opens up. Now, Click Deploy Plugin & a new pop up opens 

up as Deploy a new plugin. 

 

4. Once Deploy a new Plugin screen shows up, click Next button then click Upload 

custom apps button as shown below. 
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5. Under Deploy a new plugin, we have 2 options to get our plugin deployed. First 

says, I have a manifest file (.xml) on this device & another option says, I have a 

URL for the manifest file.  

6. Select the first option & upload the xml manifest file which can be found in the 

source code repository & hit the save button. 

https://alertenterprise.com/
https://alertenterprise.com/
https://www.linkedin.com/company/alertenterprise/
https://www.facebook.com/pages/AlertEnterprise-Inc/248047185215030
https://twitter.com/#!/AlertEnterprise


  Outlook365 Plugin Configuration Guide 

 
19 510.440.0840   |   ALERTENTERPRISE.COM       

 

 

7. Once the request workplace access plugin for Outlook 365 is added, a 

confirmation dialog will be displayed. And, same can be tracked under the plugins 

pane as shown below: 

 

 

 

 

Uninstalling Plugin in outlook 365 

Below are the steps that need to be performed to uninstall the Plugin. 
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1. Login to Microsoft 365 admin center from a browser - 

https://admin.microsoft.com/ 

2. Navigate to the Settings → Integrated apps & click the Plugins icon as shown 

below: 

 

3. Plugins home screen opens up. Select the deployed plugin from the list of 

plugins. 

 

https://alertenterprise.com/
https://alertenterprise.com/
https://www.linkedin.com/company/alertenterprise/
https://www.facebook.com/pages/AlertEnterprise-Inc/248047185215030
https://twitter.com/#!/AlertEnterprise
https://admin.microsoft.com/


  Outlook365 Plugin Configuration Guide 

 
21 510.440.0840   |   ALERTENTERPRISE.COM       

 

4. Click on the Remove plugin button at the bottom of the pop-up screen as shown 

above. 

5. Now, click on the Remove button which triggered when clicked on Remove plugin 

button & the plugin will be uninstalled completely. 

 

Disabling Plugin in outlook 365 

Below are the steps that need to be performed to disable the Plugin. 

1. Login to Microsoft 365 admin center from a browser - 

https://admin.microsoft.com/ 

2. Navigate to the Settings → Integrated apps & click the Plugins icon as shown 

below: 

 

3. Plugins home screen opens up. Select the deployed plugin from the list of plugins 

& scroll it down when you see status. 
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4. Now, untick the Status field at the bottom of the plugin pop-up screen & hit the 

save button. 

 

5. Once you hit the save button, a text message will get displayed which says 

Updated Successfully that means the plugin is disabled. 
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Enabling Plugin in outlook 365 

Below are the steps that need to be performed to enable the Plugin. 

1. Login to Microsoft 365 admin center from a browser - 

https://admin.microsoft.com/ 

2. Navigate to the Settings → Integrated apps & click the Plugins icon as shown 

below: 

 

3. Plugins home screen opens up. Select the deployed plugin from the list of plugins 

& scroll it down when you see status. 
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4. Now, tick the Status field at the bottom of the plugin pop-up screen & hit the save 

button. 

 

5. Once you hit the save button, a text message will get displayed which says 

Updated Successfully that means the plugin is disabled. 
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Chapter 5. Usage of Plugin  

Alert Enterprise Request Workplace Access plugin provides functionality where logged-

in users to the outlook account can request for badges & location or meeting room 

access using the outlook calendar screen windows. This feature works by automatically 

fetching the location or meeting room from the scheduled calendar invite once the 

Request New Access button is clicked & furthermore making calls to AE GUARDIAN 

APIs. 

Below is the UI representation of the Request Workplace Access Plugin that highlights 

the different screens & functionality -  

1. Logon to the URL https://outlook.office.com/calendar/view/month & calendar view 

of the outlook opens up. 

 

2. Click on the scheduled meeting from the calendar view of outlook. 
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3. A small pop-up window opens up when the calendar invite is clicked. Now, on the 

same pop-up window, click on the View Event icon present at top-right of the 

window. 

 

4. Detailed view of scheduled meeting invites will open up in a large pop-up window 

screen. Now, click on the Request Workplace Access button in the Horizontal 

navigation bar as shown below. 
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5. Once the Request Workplace Access button is clicked, a new sliding window will 

open up on the same meeting invite pop-up screen highlighting the logged-in 

users details along with operations to request for the access & badges. 
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6. As the Request Workplace Access screen shows 2 buttons which has different 

functionality so if you want to request for the Access / Locations / Meeting Rooms 

where meeting is scheduled or would require access if you want to join the 

meeting then click on the button Request New Access. 
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7. When the Request New Access button is clicked, the request will get submitted to 

the Alert Enterprise GUARDIAN application which will provide the required 

access to the user. 

 

8. On the same Request Workplace Access window, it will show the text message 

highlighted that the request is submitted successfully. 
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9. Now, if you want to request a new badge to this user then just click another 

button as Request New badge. 

 

10. When the Request New Badge button is clicked, the request will be submitted to 

the Alert Enterprise GUARDIAN application which will assign the badge to the 

user. 
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11. On the same Request Workplace Access window, it will show the text message 

highlighted that the request is submitted successfully. 
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Chapter 6. Configurations – Alert Enterprise 

Agent Server & Cloud Server 

This section comprises the configurations required to be done on Alert Enterprise Agent 

& GUARDIAN Cloud application. It mainly focuses on creating new system type, new 

system, configuring system field mappings, adding event types, executing few SQL 

scripts on the agent side & changes in the environment configurations files. Below are 

the steps to follow to make these configurations –  

1. Logon to the agent and navigate to System Type & hit the Create button. 

2. Add the required details as shown below in screenshot –  

 

3. On the same screen, switch to Custom Fields tab & add the below mentioned details –  

 

4. Once all the mentioned details are added in the system type, Hit the Save button. This should 

save the newly created system type & should get displayed in the grids layout of the screen. 
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5. Now, navigate to System, click on the Create button & this will open up the System screen 

layout. 

6. Under the SETUP tab of the system screen, add the following details as mentioned below –  

 

7. Now, switch to System Parameters tab of this system screen & add the following parameters 

–  

 

NOTE: In case SCS is not created of this system, then you may see a blank screen when 

switched to System Parameters. So, in such a case please create the required SCS of this 
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system type & then add these parameters in the SCS. Field Id in SCS will be the same as 

mentioned above in the labels of system parameters. 

ATTENTION: Some data in the system parameter will be dynamic for different customers. 

Here, the value of client_id, client_secret, extension_name & APP_SYS_EXT_ID will be 

different & as per the customer environment. Value of the APP_SYS_EXT_ID is the 

connector Ext-ID of the system created on the api server in the later part of this document. 

Other details are static only & will remain the same on any environment as mentioned below –

   

grant_type - urn:ietf:params:oauth:grant-type:jwt-bearer 

outlook_event_url - https://graph.microsoft.com/v1.0/me/events/  

outlook_token_url - https://login.microsoftonline.com/common/oauth2/v2.0/token  

requested_token_use - on_behalf_of  

scope - https://graph.microsoft.com/.default 

Extension Name Used Internally 

extension_name - Extensions($filter=Id eq 'AGS.extrk2xzy16_reqworkplaceaccess')   

8. Once the necessary details are provided in the system parameter. Hit the save button. 

9. Now, Go to System 🡪 open the recently create outlook system 🡪 switch to field mapping tab 

& add the below mappings. 

Mapping Type Entity 
AE Field 
Name 

System Field Name 

Recon User Event Data description subject 

Recon User Event Data validFrom start_dateTime 

Recon User Event Data areaName location_displayName 

Recon User Event Data fullName name 

Recon User Event Data lastName name 

Recon User Event Data firstName name 

Recon User Event Data subdevice_id organizer_emailAddress_address 

Recon User Event Data domain preferred_username 

Recon User Event Data userId oid 

Recon User Event Data validTo end_dateTime 

Recon User Event Data eventId id 

Recon User Event Data eventType eventType 

Recon User Event Data eventSerialNum outlook_request_badge 

 

NOTE: AE Field Name can be different as per the requirement & can be mapped accordingly. 

10. Once added all the field mappings as mentioned in the above table, hit the Save button. 

11. Also, make sure in the environment configuration file of Agent Server, the following entry is 

added –  

STAGING_REDISSTREAM_QUEUES=[“Alert Enterprise:mock",”Alert Enterprise:outlook”] 

12. This completed most of the configurations required on the Agent server. Now, we have to 

make some configuration onto the GUARDIAN Alert Enterprise API server. 

13. Logon to the API server, go to manage class definition & hit the create button. 

14. Add the new entity in the class def with name EventType as mentioned below –  
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15. Once added all the details in the class def, hit the save button. This should add the new class 

def in the grid. 

16. Now, navigate to Document Number Range & hit the Create button. It opens up the screen 

layout of the doc number. Now, add the following details as mentioned below & hit the save 

button. 
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17. Now, go to Manage Access 🡪 search for Admin User Role & open the same. Switch to the 

MENU tab & add the below entry & once added, hit the Save button. 

 

18. Now, go to System Type & click on the Create button. Add the below mentioned details & hit 

the save button. 
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19. Now, Go to system, Hit Create button & this should open the System screen layout. Add the 

details as mentioned below & hit the Save button. Make sure to use the same system type 

which we created above. 

 

20.  Now, Switch to System Field Mapping tab, add the following mappings –  

Mapping Type Entity 
AE Field 
Name 

System Field Name 

Recon User Event Data fullName fullName 

Recon User Event Data lastName lastName 

Recon User Event Data validFrom validFrom 

Recon User Event Data description description 

Recon User Event Data eventType eventType 

Recon User Event Data event_subtype outlook_request_badge 

 

21. Once added all the field mappings, hit the Save button. 
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22. Navigate to List Entries, Hit the Create button. It opens up list entries screen layout. 

 

23. Add the following details in the list entry setup layout –  

 

24. Switch to the FIELDS tab on the same screen & add the Entry Code as 

com.alnt.outlook.events.service.OutlookEventsServiceImpl & Entry Name as Request 

Workplace Access & hit the save button. 

 

25. Now, go to Event Type & Hit the Create button. 

 

26. Add the following details in the Event Type & once added all the required details, hit the Save 

button. 
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27. Now, Go to the jobserver.conf file in the present the build inside jobserver\conf & update the 

entry of consumer-enabled as true & save the file. 

 

28. Go to environment.conf file & add the outlook queue in the 

STAGING_REDISSTREAM_QUEUES as ["Alert Enterprise:mock","Alert Enterprise:outlook"] 

& save the file. 

 

29. Once done with all the configuration changes, restart the api server first then job server & 

after that agent server. 
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Chapter 7. References 
 

Outlook Plugins tutorial/documentation  

https://learn.microsoft.com/en-us/office/dev/plugins/outlook/ 
https://learn.microsoft.com/en-us/office/dev/plugins/outlook/one-outlook 
 

Plugin Deployment 
https://admin.microsoft.com/Adminportal/Home#/Settings/IntegratedApps 

https://admin.microsoft.com/Adminportal/Home#/Settings/AddIns 
 
Outlook Plugins APIs 

https://learn.microsoft.com/en-us/office/dev/plugins/outlook/apis 
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