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connections #5 Azure Security

@ Azure Security Protect Azure and your entire multi-cloud environment with built-in security,

powered by Al.

Security Operations (SecOps/SOC)
Threat Protection

Microsoft Sentinel

Intelligent security analytics for your
entire enterprise.

Microsoft Defender for Cloud
Built-in threat protection for your

hybrid cloud workloads.

Asset Protection and Innovation Security
Identity, Apps and Data Security

Azure Monitor logs
Deliver operational insights for your

apps and resources

Azure Monitor

Azure Key Vault

Safeguard cryptographic keys and
other secrets.

EntralD

) Your universal platform to manage
and secure identities.

Q Azure SQL Firewall

Protects against network-based
attacks to database.

Asset Protection and Innovation Security
Network Security

EI. Azure Firewall Manager

' Central network security policy

management.

Azure Web Application Firewall

@ Protect web/mobile apps and APIs from
common web vulnerabilities.

o

with threat protection.

Azure DDoS Protection

n Azure Front Door
Fast, reliable and secure cloud CDN

Always-on monitoring to protect
against DDoS attacks.

/ Azure Bastion

7 \ Private and fully managed RDP and
SSH access to your VMs.
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