
Microsoft and Zscaler: Better Together
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Powerful Integrations
Azure Active Directory for user auth, 
provisioning & conditional access policies 

Identity Management

Certified Partner
First Security Partner qualified under 
Office 365 Networking Partner Program

Works with MS 365

In-depth Monitoring
Monitor Office 365 traffic
Monitor Microsoft Teams traffic

User Experience

Deploy and Monitor
Microsoft Endpoint Manager (Intune) for 
easy Zscaler deployment and posture 
monitoring

Endpoint Management

Visibility, Labels & Control
Shadow IT control: MS Defender (Cloud Apps)
Apply labels: MS Information Protection

App & Data Protection

Deliver Zero Trust
Zscaler Private Access & Microsoft Azure 
for Zero Trust app access 

Private App Access

Protect against Advanced Threats
Stop unknown IOCs and enforce posture 
MS Defender (Endpoint) & ZS Adv. Sandbox

Threat Prevention

Simplify & streamline
Stream threat logs and leverage response 
playbooks with Azure Sentinel

Security Operations

Users, Devices, and Locations
Every Device, Everywhere, Always on

Internet Internet MS 365 Azure

Distributed &
Scalable

Fast & Secure 
Experience 

Advanced Integration



Zscaler & Microsoft: Security Products Integrations
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Security policy 
enforcement

+

Intersectional 
policy assessment 

(context, risk)

Devices & Endpoints
App and device health 
& security verified

Microsoft 
Intune

Zscaler Client 
Connector

Identities
User requests access to 
resource; resource 
directs to Azure AD

Microsoft 
Azure AD

Zscaler Internet 
Access

Data
Classify, label 

and encrypt

MS Information 
Protection (MIP)

Zscaler DLP

Apps
Enable secure 
use via CASB

Microsoft Defender 
for Cloud Apps

Zscaler Internet 
Access

Infrastructure
Apply controls and 

assess for anomalies

Zscaler Workload 
CommunicationsNetwork

Verify network security

Microsoft 
Sentinel

Microsoft Defender 
for Endpoint

Zscaler Internet 
Access

Zscaler
Private Access

User Experience
End-to-end monitoring 
of user experience

Zscaler Digital 
Experience

+
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Microsoft and Zscaler – Reference Architecture
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Solution: Zero Trust Security for Workloads

Reimagine cloud connectivity with simple, secure access for Internet and private apps

Eliminate the Attack Surface and Prevent Data Loss
Take traffic off the corporate network by using a direct-to-cloud 
architecture and make applications in Azure environments invisible 
to cyberthreats, reducing the risk of data loss.

Simplify Cloud Connectivity
A zero trust architecture helps avoid performance bottlenecks by 
connecting workloads to other applications directly, eliminating IP 
overlap issues and the need for complex route distributions. 

Ensure Superior Workload Performance at Scale
Every communication that reaches the Zscaler service edge is 
instantly processed for identity and context. Zscaler’s peering 
relationship with the Microsoft Network ensures the shortest path 
between apps, no matter where they are hosted, reducing latency 
and improving performance.

Customer will require Microsoft Infrastructure & Software to 
support up to 500 AVD Session Hosts, and a minimum of 2 Virtual 
Machines to host the Cloud Connector, among other Microsoft 
Azure components for networking and load balancing


