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What is Windows 3657




Welcome to your
Windows 365 Cloud PC

A new solution for today’s
hybrid workforce

= £

Your content Compute options
wherever you go for different users

¢
o O
Consistent settings The apps you need,
across devices when you need them
-
—
Scalable storage Integrated unified
based on your needs security and identity

management




Windows 365, your Windows in the cloud

Loved by users Trusted by IT

Streamed to Always ready Personal

any devices and updated and familiar Scalable Predictable Simple to buy,

and resilient costs deploy, and
manage



Azure Active
Directory Identity

Works seamlessly WI'.[h Vicrocoft
Microsoft cloud services 365 Apps

Microsoft
Defender

Microsoft
Endpoint Manager



Technical and license requirements

Users w/ Windows Pro endpoints: W10/11 E3 + EMS' E3 or M365 F3/E3/E5/BP

e License Users w/ Non-Windows Pro endpoints: Win VDA E3 + EMS' E3 or M365 F3/E3/F5/BP
= Azure Subscription At least 1 needed for an Azure Virtual Network
:' Network Azure Virtual Network with line of sight to Domain Controller
Machine Identity Hybrid Azure AD Join (HAAD))
User Identity Hybrid users (AD + AAD)
: Image Ga!lery or BYO in Azure
(Win10 Ent 19H1+)
s  Management supports MECM <o-mansgement
é Admin Permissions M365: Intune Service Admin (standard MEM RBAC after provisioning)

Azure: Subscription Owner (setup network connection)

1. Intune + AADP1 can be used as substitute for EMS E3
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Deployment process

Azure Configure Azure
subscription Active Directory
(Hybrid AAD))

Windows 365
licenses in Microsoft
Endpoint Manager
Admin Portal

All associated Azure
resources (virtual
network, optional:
custom image) per
Windows 365 region

Required credentials
(Azure AD, AD service-
account, Intune
Service Admin, Azure
subscription

owner, etc.)



Deployment process

|dentity requirements




Hybrid Azure AD (HAAD))

Bringing your users to Azure AD maximizes user productivity and increases security.

& Microsoft Azure Active Directory Connect - X

Configure Hybrid Azure AD —
join as part of your Azure AD Connect ek
con f| g u rati on. Overview Select the device option to configure.

Connect to Azure AD

® Configure Hybrid Azure AD join

O Configure device writeback
Hybrid Azure AD join

Note: Azure AD (AADJ) support is pevee systems

SCP

coming soon. Configure

Device options

Disable device writeback
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Network requirements




Network requirements and considerations

Requirements

Virtual Network (VNET) in customer’s Azure
subscription is strongly recommended to be in same
region as Windows 365.

Azure VNET virtual Network must route to a DNS
server that can resolve Active Directory records either
on-premises or on Azure.

This AD must be in sync with Azure AD to provide
hybrid identity in AAD via Azure AD Connect.

VMs are joined to Active Directory and hosted
by Microsoft.

Considerations

Connectivity
Type

Special
Considerations

ExpressRoute Hybrid

Dedicated network
through service provider

Site-to-Site Hybrid
VPN

Limited bandwidth
compared to ExpressRoute




Bandwidth costs

> Outbound Data Transfers Costs
— First 5 GB/month’ Free
2
Customers are charged for outbound 5 GB - 10 TB/month $0.087 per GB
network baqu|d’Fh utilization of.thglr Next 40 TB
Cloud PCs via their Azure subscription (10-50 TB)/month $0.083 per GB
Next 100 TB
(50-150 TB)/month $0.07 per GB
Next 350 TB
(150-500 TB)/month $0.05 per GB

" Inbound data transfers (i.e., data going into Azure data centers) is free.

2 Azure ExpressRoute provides unlimited data bundles for outbound traffic.



Active Directory |
Network requirements

Microsoft Azure 2 Search resources, services, and docs (G+/)

The Azure Virtual Network must —

route to a DNS server that can resolve e CPC-VNET | DNS servers
. . . Virtual network

on-premises Active Directory records.

2 Search (Ctrl+/) | @

DNS servers (0
- Q Default (Azure-provided)

Make sure that your Azure vNET is e —
pointing to your AD DS — DNS server.

"2 Peerings IP Address

A Service endpoints | 10.1.04

> Private endpoints ‘ Add DNS server

il Properties

B Locks

Monitoring

ki Diagnostic settings
¥ Logs

% Connection monitor

7: Diagram Cancel
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Required service URLs
Windows 365 service URLs and ports

The Azure Virtual Network(s) (VNET) you create for
Windows 365 is required to have outbound TCP access
to the underlying services we use as part of the firewall
rules in the customer’s Azure subscription.

Find the full list of all the required Azure Virtual
Desktop URLs at https://aka.ms/W365URLs

Find the full list of all the required MEM URLs
at aka.ms/MEMURLs




Deployment process

Configure licenses




Product licenses SKUs available

The following per user, per month licenses are available during launch; more will be added later.

VM/OS Disk Size

Example Scenarios

Recommended Apps

1vCPU/2 GB/64 GB

Firstline Workers, Call centers,
Education/Training/CRM access

Office light (web-based), Microsoft Edge, OneDrive,
lightweight line-of-business app (e.g., call center
application—web-apps), Defender support

2 vCPU/4 GB/256 GB
2 vCPU/4 GB/128 GB
2 vCPU/4 GB/64 GB

Mergers and acquisitions, Short-term
and seasonal, Customer Services,
Bring-Your-Own-PC, Work from home

Microsoft 365 Apps, Microsoft Teams (audio-only),
Outlook, Excel, PowerPoint, OneDrive, Adobe Reader, Edge,
Line-of-business app(s), Defender support

2 vCPU/8 GB/256 GB
2 vCPU/8 GB /128 GB

Bring-Your-Own-PC, Work from home,
Market researchers, Government,
Consultants

Microsoft 365 Apps, Microsoft Teams, Outlook, Excel,
Access, PowerPoint, OneDrive, Adobe Reader, Edge,
Line-of-business app(s), Defender support

4 vCPU/16 GB/512 GB
4 vCPU /16 GB /256 GB
4 vCPU /16 GB /128 GB

Finance, Government, Consultants,
Healthcare services, Bring-Your-Own-PC,
Work from home

Microsoft 365 Apps, Microsoft Teams, Outlook, Excel,
Access, PowerPoint, Power Bl, Dynamics 365, OneDrive,
Adobe Reader, Edge, Line-of-business app(s), Defender
support

8 vCPU /32 GB /512 GB
8 vCPU /32 GB /256 GB
8 vCPU /32 GB /128 GB

Software developers, Engineers,
Content creators, Design and engineering
workstations

Microsoft 365 Apps, Microsoft Teams, Outlook, Access,
OneDrive, Adobe Reader, Edge, Power B, Visual Studio
Code, Line-of-business app(s), Defender support




Assign the licenses

Assign Windows 365 licenses in the
Microsoft 365 admin center portal.

« Go to active users
« Open the user(s)

« Assign the Windows 365 Cloud
PC size license

These steps can also be performed
from the Azure Portal or
automatically via Azure AD group
assignment for bulk scenarios.

i3 Microsoft 365 admin center

Home

Users

I Active users
Contacts
Guest users

Deleted users

Devices
Groups
Billing

Setup

-+ Show all

A, Addauser (O Refresh # Deleteuser -

Display name T
Christiaan Brinkhoff
Windows 365
CloudPCBPRT
CloudPCBPRT

Jane Doe

John Doe

Mason Brinkhoff
Natasja Brinkhoff
Nila Brinkhoff
On-Premises Directory Synchroniza...

vmjoiner

John Doe

@, Reset password () Block sign-in 2, Delete user

Change photo

Account Devices  Licenses and apps  Mail

@ Your changes have been saved

Select location *

United States

Licenses (2)

Windows 365 Enterprise 4vCPU/16GB/256GB
9 of 10 licenses available

Windows 365 Enterprise 8vCPU/32GB/512GB

OneDrive
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Connect to on-premises

Create the connection to the on-premises
environment for your line-of-sight connection
to AD DS.

You should have Network Contributor Rights on
the VNET to perform the steps above.

« Click the On-premises network
connection tab

 Click Create connection
« Enter the AD DS required information

Notes:

The Organizational Unit (OU) section is
optional. If you enter in the OU location, make
sure you enter in the distinguished name (DN).

The AD domain username is a service account
that must have permission to join computers
to the domain and, if set, the target OU.

% & b be

Microsoft Endpoint Manager admin center

»

L

&l * il

] & B
&l * i E

] & i

X & b Be

¥

»

"

] & B

Be

* ks ke

Microsoft Endpoint Manager admin center

Home > Devices >

Create a Connection
Windows 365

v/ Network details ~ ~* ADdomain € Review + create

@ As part of this flow, the Windows 365 service is granted the following permissions for this connection:
- Reader permissions on the Azure subscription

- Owner permissions on the resource group
- Network Contributor permissions on the virtual network

Review the details and create a connection

General

Name

Azure subscription
Resource group
Virtual network
Subnet

East US Office
Azure subscription
CPC-RG
CPC-VNET

subnet1
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Network config

Microsoft Endpoint Manager admin center

Watchdog Service N -

®  East US Office location

Windows 365

Unblocks every deployment

Q) Retry

Overview  Properties

) @ B L

‘ Check Name Status

Azure AD device sync @O o Passed

Azure subscription is valid @ o Passed
| - First party app permissions exist on Azure subscription @ o Passed

a . o ;

First party app permissions exist on Azure resource group (O o Passed
| & _
| First party app permissions exist on Azure virtual network (@ o Passed

/
~ _

Azure vNet in a supported region (O o Passed
| Azure subnet IP address usage @ o Passed
1 Azure policy restrictions (@ o Passed
|

DNS can resolve Active Directory domain o Passed

Active Directory domain join @ o Passed

| Endpoint connectivity @ o Passed
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Create the provisioning policy




Create the
provisioning policy

The provisioning policy includes fundamental
configuration settings for the Cloud PC
provisioning process.

« Click on the Provisioning policies tab

« Click Create policy

« Enter the name

« Select your On-premises network connection
« Select your Windows image

« Assign the Azure AD group

Note: We recommend that you use Microsoft
Endpoint Manager to publish line-of-business
applications to your users—and use our gallery
images as baseline.

Microsoft Endpoint Manager admin center

it Home > Devices >

Microsoft Endpoint Manager admin center

< Home > Devices >

Microsoft Endpoint Manager admin center

2 Home > Devices > Calart mvaiine +Aa incliuda

i &

Microsoft Endpoint Manager admin center

8 ” Home > Devices >
O = S .
% Create a provisioning policy - X
-
LI | Windows 365
B = Vv General  «/ Image  ~/ Assignments @) Review + create
58 » —
4 10 General
a E iii Name East US Office
¥ | 2 .} Description
On-premises network connection East US Office location
s &
.4
&4 g Image
A 2 Image type Gallery
o} Selected image Windows 10 Enterprise
M365 Apps and Teams
Fs
Assignments
Selected groups
1 3




Cloud PC gallery images

Microsoft Cloud PC provides a built-in
ga”ery for Windows Enterprise images. Microsoft Endpoint Manager admin center

Home > Devices Select an image
Create a provisioning poli¢ P 0simageallery

Images with pre-installed M365 Apps
These are images with M365 Apps and
Teams Optimizations inSta”ed by defaUIt, Select the gallery image that you want to use to

i o e i PCs will be based on the image you select here. Windows 10 Enterprise M365 Apps and Teams All Licenses
ready to go for your users’ productivity. i

Learn more @ Windows 10 Enterprise OS Optimizations All Licenses

> .

|/O Search

" General o Image Image Version Recommended for

Windows 10 Enterprise M365 Apps and Teams All Licenses

R S

0 &

Image type * @ Gal

Selected image * sel

Images with VDI/OS optimizations

These are base Windows Enterprise images
with optimizations applied to perform well
on virtualized environments and lower-end
hardware configurations.

f.'3
o

e
L




Custom images |
Add your own image

Personalize your Windows 365 Endpoints.

If you need to use your own existing custom
images as baseline, you can add your own
images with applications to your Windows 365
Endpoints.

During the creation of the provisioning
policy, you have the option to provide
versioning of images for easier management.

Microsoft provides the global replication of
custom images to any datacenter region.

Note: Customers must create an Azure
Managed Image in the same resource group
and region as their on-prem network
connection.

Microsoft Endpoint Manager admin center

Add image

Image name ™*

Finance

Image version *

0.0.1

Source image * (D

[ Finance-image

Upload Cancel
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Resize your Cloud PC (preview)

Upgrade your users’ Cloud PCs instantly for
more resources and performance.

« Click on Devices
» Click on the Cloud PC device
« Select the new Cloud PC size

Note: This feature is currently available in
preview. User data and settings remain the
same after the resize.

Microsoft Endpoint Manager admin center

Home > Devices > Cloud PC - Fox Mulder

@ Cloud PC - Fox Mulder | Resize

O Refresh

Select a new size for this Cloud PC. You will need a license for the new size. You can only downsize to a configu
same amount of OS storage. Learn more

Current size: Cloud PC Enterprise - 2vCPU 4GB RAM 64GB Storage

Processors RAM OS storage
O 1vcpu

(O 2vcpu 4GB 128GB
O 4avcpu 128GB

(O svcpPu 128GB



End-user experience

Web portal access




Cloud PC web access

Work smarter.
Work from anywhere.

Navigate to cloudpc.microsoft.com

You will see your desktops and the option
to connect to it

Self-service user capabilities
* Reboot your workspace
» Rename your desktop

* Troubleshoot your connection

Windows 365

Welcome Christiaan Brinkhoff

Quick actions

Download Remote Desktop Take the tour

l >< Access your cloud PC directly from ‘ E Skipped the tour? Take it to get

your device with the Remote Deskto familiar with Windows 365 and its...

=

Redmond users - christi... 5

Your cloud PCs

@ Q) Restart
2 vCPU

8GB RAM =l Rename

© 128G8 Storage ® Troubleshoot

‘ Open in browser



Azure AD - MyApps integration




Cloud PC | Azure AD MyApps

All your apps combined.
In one place.

|
' B BT MyApps x |+

i < G ) (%) https;//myapplications.microsoft.com
You can access and use the MyA.ppS portal on f = Microsoft My Apps v . L Search apps...
your computer, or from the mobile version of ‘,
the Edge browser on an iOS or Android mobile \ Windows 365 . Microsoft Al Apps

device. ’

= E B @5

I Windows 365 Calendar Delve Excel Forms

T]

Outlook Word Teams

Navigate to myapplications.microsoft.com

You can access your Cloud PC and your other Windows 365
SaaS applications E

Create collections to group your favorite apps

(4 b O =i ﬁ, My Apps - Work - ...



Endpoint client features
and protocol improvements




Client features | What's supported per endpoint device?

Wino::/lv;sRBeSktop Microsc(J:JtRS[t)(é;e client Android i0S/iPadOS macOS Web Portal
Keyboard X X X X X X
Mouse X X X X X X
Touch X X X X X
Pen X X (as touch) X (as touch)
Serial port X
USB X
Teams AV redirection X
Multimedia redirection Coming soon
Cameras X X X
Clipboard X X Text Text, images X text
Local drive/storage X X X X X
Location X
Microphones X X Coming soon X X In preview
Printers X X (CUPS only) PDF print
Scanners X
Smart Cards X X:]\:)\{[ir;jsggr';%?n
Speakers X X X X X X

* Go to this page for the latest information: https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-desktop-app-compare



https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/remote-desktop-app-compare

Protocol improvements

RDP 7.0 (2007) RDP 7.1 (2009) RDP 8 (2012) RDP 8.1 (2014) RDP 10.x (2015-2020)
*  RemoteApp *  RemoteFX Bitmap remoting *  Adaptive graphics support *  H.264 desktop remoting support for low- *  H.264/AVC 444 codec
*  True Multimonitor *  RemoteFX vGPU *  Low bandwidth support (UDP) PO_WEFEd devices such as *  Pen remoting
e Easy Print *  RemoteFX USB redirection *  RemoteFX Progressive Calista Codec Windows RT +  Clients for MacOS, iOS, Android, and Linux
*  Video-optimized remoting using +  Camera redirection
H.264/AVC + 4K remoting improvements
* Multitouch +  RD sessions can be load balanced across

multiple GPUs on the server

* Improve graphics encoding performance
when misclassification is detected

»  Display drives redirected over RDP in a
dedicated File Explorer group

»  Lift 4 GB limit when copying files via
clipboard redirection

+ URCP

+ 4K DDS Dynamic Downsampling

*  mGPU—E Smart Load Balancing

*  RemoteFX vGPU deprecation

+  Camera Controls Redirection

*  MFT-based codecs

*  Toast notifications for RemoteApp

*  Performance Improvements on networks
with inherent loss

+  GPU-P

*  RDPIDD single user

+  Teams AV redirection

*  Web client—disk redirection
* X1 (UDP support)

*  Reverse-connect

12 features in 8 years 24 features in 5 years



End-to-end security




Windows 365 Security | Built on Zero Trust principles

Cloud Value

Reliable patching Unlock BYOPC

Always online means timely and consistent updates applied Unmanaged personal devices securely access all corporate apps
across all your PCs and data

Reduced threat exposure Standard Cloud PC users

Intelligent access control and real-time monitoring/mitigations Users don’t have local administrator rights by default

Prevent data leakage
Clean isolation of sensitive data prevents employee mistakes

Intelligent and tightly integrated cloud security stack

o n?
Identity Security management Endpoint security

Azure Active Directory Microsoft Endpoint Manager Microsoft Defender for Endpoint



Microsoft Defender for
Windows 365 in MEM

Microsoft Defender for Endpoint
supports Windows 365 Cloud PC

Next-generation antivirus
Endpoint detection and response

Threat vulnerability management

Patch software vulnerabilities

Update live host or redeploy using
latest gallery image

1 i Microsoft Defender Security Center

-
| =S Active alerts 30 days Active automated investigations 30 days
’ | @

M Pending action
@ Waiting for device
1 M Running
New Active
& 2
‘ W Mediu 2
M Low 1
8) M Informatior 1
‘ Automated investigations
| ke 0 statistics 7 days
In progress
°g
@ 2 ® 2:34m
é Automated investigations Average time to remediate
| Qo
Ca Remediated investigations 2
‘ £ Unexpected behav... EE - Medium 11/12/20, 6:03 PM o
Alerts investigated
AT
0
\“ @ £ Suspicious process... EE Medium 11/12/20, 6:03 PM 125 . .
Average pending time F\ 0.025
‘ =0 Hours automated
‘ % £ Suspicious sequen... ] Low 11/12/20, 6:03 PM
|
| §
| o
Device inventary
Devices at risk Users at risk 30 days

I
| 0 z000041d001 I 0 I 2 I 1 I 1 9 cpc-demoljohn I 0 I 2 I 1 I 1
|
I
1



Monitoring and analytics




Windows 365 Endpoint analytics | Six categories

*NEW report in EA
Resource performance

CPU Spike time %
RAM Spike time %

Include CPC remediation scripts
Proactive Remediations

Automated actions to
remediate common issues
with Windows 365

*NEW reportin EA
Remoting connection

RD Client log-in time
RD Client log-in failure
Round Trip Time (RTT)

v

Include CPC devices
Recommended Software

Windows 10 version
AAD devices

Intune devices

)

Include CPC sign-in time

Start-up performance

Boot time for Windows 365
Endpoint

Logon duration/time for Windows
365 Endpoint

A

Include CPC devices
Application Health
Cloud PC App usage and crashes



Endpoint analytics

Measures how your organization
is working and quality of the experience
for end users.

Quantifies performance and projected
Improvements

Includes log-on duration, RD Client
metrics: Round Trip Time, RD Client log-
on time, and failures

Provides support for recommended
actions: Upgrade actions

Endpoint analytics is part of Productivity
Score

Microsoft Endpoint Manager admin center

b

* i [

E L

iz

X ke B P

Home > Reports >

® Endpoint analytics | Overview

£ Search (Ctrl+/)

@ Overview

@ Settings

Reports

H startup performance

ﬂ Proactive remediations

ﬂ Recommended software

E=| Application reliability (preview)
H Wwork from anywhere (preview)
8 Resource performance (preview)

& Remoting connec tion (preview)

«

Overview

Proactively optimize the user experience and track your progress Learn more.

C_) Refresh

Baseline © All organizations (median) v |
Filter All Devices v |
Endpoint analytics score ©O @ Meeting goals

A
| Endpoint analytics score Baseline (7)

95 50

Score categories (1)

Metric Score
Startup performance — 72
Recommended software By
A
R I 52
esource performance (preview) "
e . | 52
Application reliability (preview) ry
‘ iew) I ¢
Work from anywhere (preview)
A

A = Baseline

@ Preview reports do not contribute to your Endpoint analytics score

memadmin@cpc-demo....
WINDOWS 365 (CPC-DEMO.CLO...




Endpoint analytics

Improve your Productivity Score
with Windows 365

Quantifies how technology is enabling
productivity through Endpoint analytics

Understand how user productivity is impacted
by underlying technology performance
factors

Drive focus on areas for improvement

Assigns points across technology areas based
on overall experience impact

r S € =

<

[ M365 Admin Center

>0

Home

Users

Devices

Groups

Roles

Resources

Billing

Support

Settings

Setup

Reports

Productivity Score
Usage

Security & Compliance

Health

Admin centers

9
°
=]
Y
a3
L3
&

Security

Compliance

Device Management

Azure Active Directory

Exchange

SharePoint

Teams

& Secured

Microsoft 365 admin center

admin.microsoft.com

Productivity Score

Transform how work gets done in your organization with insights about how people use Microsoft 365 and the

technology experiences that support them. The score reflects performance against employee and technology experience

measures and compares it with organizations like yours.

Employee experience

Content collaboration

When people collaborate with online files, each person
saves almost 2 hours per week.

26% of the people in your org collaborate with online
Office files.

00%

55 s 75 ws

M Yourorganization M Peer benchmark

Technology experience

Endpoint analytics

Help people get productive faster. Review and change
hardware or settings to improve device startup times.

67% of your devices start faster than devices at
organizations like yours.

Mobility Communication

Access to email, files, and teammates on any device
helps people get work done on their schedule

Organizations that use a variety of ways to communicate
support different work styles, needs, and preferences.

30% of the people in your org use apps across multiple 20% of the people in your org use two or more products

platforms to communicate.

100% 100%

50% 0%

0% 0%
575 s /5 ws 5/5 75 s s

B vourorganization Ml Peer benchmark B Your organization M Peer benchmark

Network connectivity

Exchange, SharePaint, and Teams performance depends
on your network architecture. Review and update your
network settings to improve connectivity.

15% of the devices we sampled for your org have poor
connections to Exchange,

100

Your score: 63%

126/200 points

B Vourscore Peer benchmark

This score reflects your organization’s performance
across measures of employee and technology
experiences. This includes how people use Microsoft
365, as well as device setup and network connectivity.

How we calculate your score
How we calculate peer benchmarks

Score breakdown

Employee experience 70/100

Technology experience 56/100

Score history

M Totalscore M Employee experience

B Technology experience

More information
Learn more about Productivity Score

Read the research
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Universal Print for users

Users enjoy a user-friendly,
no-learning-curve experience

View, add, and print
only to printers that
user has access to

@)

Eliminate the need to
install printer drivers

Je

Search from a large
catalog of printers both
near and outside of the
current location

((( O

Print from anywhere
when connected to the
internet and authenticated
to Azure AD




How it works

> Microsoft Endpoint
Manager
4 g

Azure Active Directory

. . . Microsoft Graph
IT registers printers in Office Data

Azure AD, and publishes Storage Service G
attributes such as location

Universal Print

Users easily discover
nearby pre-configured
printers, add the desired

printer, and simply print o
H BN
i Cloud PCs Universal Print
IT manages print and Windows 365 - connector
receives reports and =1
Insights into print usage Universal Print-

ready printers




Next steps




1. Review recorded settings for the Enable Windows 365
session

NEXt Steps 2. Continue with the Azure Virtual Desktop Overview
session




Questions and answers
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Thank you.
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