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Cloud Assessments 1n Minutes

» Spending a lot of time data gathering?
* Your trusty scripts becoming unmanageable?
* Don’t enjoy writing reports?

ARGQOS brings you simplified Cloud Assessments with time-saving
automated reports, increasing your project margin substantially!

» Security, compliance, and architectural reviews completed in minutes,
Including customer-ready report with executive summary, roadmap,
and detailed findings using architecture diagrams




Supported Integrations

» ChatOps
e Slack
 Microsoft Teams

e |[ITSM
o Atlassian JIRA
e ServiceNow

e SIEM
 Microsoft Sentinel

 All data APIs are accessible by customers using APl keys supporting a
wide range of custom integrations.
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Report Samples
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Resource Group: functi
Cloud Service Type

1. Azure Storage Account Queues do not have logging enabled

2. Azure Storage Accounts do not have infrastructure encryption enabled _
3. Azure Storage Account Table Service does not have logging enabled _

Command to fi storage logging update -

retention 7

Command to fix: az storage logging update -

retention 7

Command to fi storage account update
functionsconsumptio esource-group fu

Resource Name: importantsql

Resource Group: argos-d

Cloud Service Type: r f servers/firewallru
Publicly Exposed No

Link to ARGOS d&s

I
1. Azure SQL Server does not have Audit Actions and Groups configured -

3. Azure SQL Audit retention is not set to greater than 90 days

4, Azure SQL Server does not have Auditing enabled
5. SQL Server is missing BYOK encryption -
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6. SQL Server is not using latest TLS -
7. Azure SQL server allows network access from internet -

Command to fix: az sql server firewall-rule delete --resource-group argos-dev-rg --server

importantsgl --name

mportantsgl

Resource Name: jdhalfkjadhflaskh
Resource Group: argos-de

Cloud Service Type: n
Publicly Exposed

Resource Name: jumpbox
Resource Group: a

Cloud Service Type: microsoft.compute/virtualm
Publicly Exposed: No
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How ARGQOS One-Off Assessments Work

* No changes to customer environments needed! ARGOS Is ready to go Iin minutes.

 ARGOS authenticates using the consultant’s access token
* Azure/ Entra ID JWT access token
* AWS role assumption, supports SSO

« Recommended minimum permissions:

* Azure: Reader

* Entra ID: Global Reader (“Application.Read.All”’, ’Directory.AccessAsUser.All”,
’Domain.Read.All”, ”openid”, ’profile”, ”User.Read.All”, ”Policy.Read.All”,
”>AuditLog.Read.All””, ”EntitlementManagement.Read.All”,

»>Synchronization.Read.All”)
* AWS: SecurityReader

~» ARGOS does not access any data layer (no files, data in databases, etc).




How ARGOS Continuous Scans Work

« ARGOS authenticates using

* Azure/ Entra ID: Entra ID App Registration
* AWS IAM role assumption (using external ID pattern)

* Recommended minimum permissions:

 Azure: Reader

* Entra ID: “Application.Read.All”’, ’Directory.AccessAsUser.All”’, ’Domain.Read.All”,
openid”, ’profile”, ”User.Read.All”, ’Policy.Read.All”, ”AuditLog.Read.All”,
’EntitlementManagement.Read.All”, ”’Synchronization.Read.All”

* AWS: SecurityReader
 ARGOS does not access any data layer (no files, data in databases, etc).
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