
Quebec Ministry of Education - Security Directive 4 Assessment

Achieve Identity Management Compliance

Business Benefits

Understand which Security 

Directives you meet and which 

ones you do not.

Develop a holistic plan to 

address new requirements 

quickly and cost-effectively.

Learn how Microsoft 365 and 

Azure technologies can 

address each Security 

Directive.

In order to enhance security posture and comply with recent Security 

Directive 4 issued by the Quebec Ministry of Education that pertains to 

Identity Management, educational institutions in Quebec require a 

holistic approach to protecting identities and empowering end users. 

Secure every identity

Avaleris has developed a Capability Maturity Model that will help you 

assess your Identity Management capabilities to ensure you secure 

administrative privileges, use strong authentication, automate 

provisioning and de-provisioning and provide users with self-service 

capabilities. The following Microsoft technologies can be deployed to 

help your organization achieve compliance.

Accelerate Compliance with an Identity Management Assessment

Every institution has unique requirements. Avaleris has developed an Assessment framework that will 

help you understand what is missing in order to achieve compliance with the Quebec Ministry of 

Education Security Directives. In addition, this assessment will demonstrate how the latest Microsoft 

technologies can improve your security infrastructure and quickly provide you with high-level 

recommendations based on your current and future requirements.

1. “Gap Analysis”

Allow us to perform a 

maturity assessment in each 

of the relevant security areas 

to determine your current 

state and identify required 

improvements.

2. “Technology Overview”

Allow us to provide you with an 

overview of how Microsoft 365 

and Azure technologies can 

help you address the required 

areas to achieve compliance.

3. “Recommendations”

Receive a set of high-level 

recommendations and 

prioritized next steps to guide 

your deployment planning.

• Azure Active Directory

• Multi-factor Authentication

• Conditional Access

• Azure Privileged Identity 

Management

• Self-service Password Reset

• Single sign-on

• Identity Governance



WHAT WE OFFER

Avaleris  helps clients to architect, deploy and manage Microsoft 365 (M365) solutions to help 

them achieve their anticipated ROI from their Microsoft investments in the following areas:

:• Enterprise Identity Governance & Administration 

• Consumer Identity and Access Management 

• Data Loss Prevention, Risk Management & Compliance 

• Threat Protection & Security 

• Microsoft Teams Security & Governance 

• IT Security

• IT Compliance

• Data Governance

• IT Operations

• Managed 

Security Services

Why Avaleris?

When it comes to security, you need an experienced partner. Avaleris is a leading professional services company  

that helps our clients to succeed at digital transformation by providing IT solutions that deliver the core  

capabilities that power digital business – Identity, Security and Productivity – upon which every single digital  

interaction with their organization relies. By clearly understanding your business objectives, Avaleris can help  

position your employees, customers and partners to achieve more without compromising security.

Contact us today to get started! 

OUR APPROACH

Our approach to assessing compliance with Ministry of Education Security Directives

Pre-engagement

Questionnaire

Baseline 

Assessment

Discovery  

Session

Microsoft  

Technology  

Overview

Recommendations  

and Next Steps

Avaleris has worked with more than 50 Education Institutions across Canada


