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C-level Security Threats
What's keeping you up at night?

-

Lack of Visibility

Constant Inaccuracy

94% of enterprises are missing
up to 20% of endpoints’

\_

Number of Attacks Growing

Increased Risk

70% of organizations
have experienced breaches through
unknown assets?

\

Cost of a Breach

Negative Impact

No real-time visibility/inability to
proactively prevent attacks negativity

J

impacts the bottom line
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Do you know your risk score?

Now more than ever, IT Leaders struggle with how to understand, prioritize, and analyze the overall risk posture for their
entire IT environment. Whether reacting to a breach, preparing for an audit or compliance regulation, or proactively looking
to improve visibility and control across the organization, IT leaders are looking for expertise and assistance.

940/ of enterprises lack visibility or have inaccurate information
(@) on up to 20% of endpoints ! 1.Vanson Bourne research study & Tanium
P P

Develop a strategy that will provide real time data & actionability at scale

Complete & Real- Patching with Speed Reducing Silos Cost Savings
Time Visibility & Scale between Operations
& Security
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How can we help?

The Avanade Security Risk Assessment

Our 5-day risk assessment offers ClOs and security leaders a comprehensive view of risk posture across their
enterprise and proactive ways to protect their organizations from growing cyber threats like ransomware, insider

threats and vulnerabilities like Log4j.

Assesses key risk vectors as Investigate and identify Generates comprehensive
well as cyber hygiene threats in real-time report with prescriptive
metrics and compensating remediation and
controls. implementation plan.

Do what matters -
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Avanade Security Risk Assessment
Getting Started — A Three Step Approach

Step 1: Pre-Execution: Customer/prospect environment preparation/creation
Step 2: Execution: Assessment setup and run
Step 3: Post-Execution: Data collection and document creation

@ Activities

Solution

|dentification of technical resources to
complete pre-requisites

Software Deployed:

Tanium Cloud POC environment

Microsoft Defender for Endpoint
Health dashboard

&5 avanade

Conduct a pre-assessment call to discuss
expectations and requirements

Set up Tanium Cloud POC environment
Identify technical resources to complete
pre-requisites with a focus on IdP / Clients /
Firewall Rules (if needed) / AV Exclusions /
VPN Subnet

Configure the Tanium platform for the
assessment and deploy the Tanium client
on all relevant endpoints in the
environment.

Export data from the Tanium platform and
create the Risk Assessment report.

Present the assessment to key stakeholders
within the customer/prospect.

©2023 Avanade Inc. All Rights Reserved. <Confidential>

Indicative duration 5 days

L )

@ Outcomes

- Team runs an executive workshop to
deliver findings (written report) and
discuss conclusions and recommendations

- Both Executive summary and detailed
report can be used to initiate follow on
projects

Do what matters



Sample Reports

Sample Executive Summary Sample Detailed Report
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Why partner with Microsoft,
Avanade, and Tanium?

—\

@ aVvad nade ©2023 Avanade Inc. All Rights Reserved. <Highly Confidential> Do What matters 7



Powered by a unique partnership

LN
Avanade + Tanium + Microsoft -
Better Together

Avanade is Microsoft's Partner of the Year, 18 years

in a row. We earn this distinction because of our

deep Microsoft platform expertise.

Tanium’s integration with Microsoft:

+ Customers find the most value in using both
platforms together

* Helping companies maximize Azure & E5
Investments

m|
C g

O
Solid Solutions for our Clients

Manage Governance, Risk, and Compliance
Efficient Mergers, Acquisitions, Divestitures
Strong ServiceNow integration

Cloud FinOps

K

Cost Reduction

Software license reclamation
Decommission hardware zombies
Re-focus people and resources with
platform automation

Real time data & Actionability at scale

Tanium and Microsoft continue to build native
product integrations, accelerating the value
customers receive from our partnership with
enhanced data and insights.

©2023 Avanade Inc. All Rights Reserved. <Confidential>

Value

Partnership:
Avanade and Microsoft is a
joint venture for 20+ years.

Industry scale:

Bring industry depth and
breadth to differentiate the
transformation journey

Scale, capability &
compatibility:

Incumbent in all our clients,
ability to leverage Avanade
to drive & deliver

Do what matters




Let’s get started

The journey begins with a conversation. Connect with us
to schedule a discussion of your unigue situation. Together,
we can identify use cases valuable to your firm, and chart a
course forward to value and increased security for your
Organization. To get started, contact:

MicrosoftOfferings@avanade.com
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