


How  effec t ive is  Microsoft  Advanced Threa t  Protect ion  aga inst  a t t acks t ha t  

bypass t he defau lt  Exchange On line Protect ion? 

In the m ost thorough ana lysis of its kind , Avanan security ana lysts c lassified  over 

500,000 m alic ious em ails, sent to rea l end- user m ailboxes protec ted by Mic rosoft?s 

Advanced Threat Protec t ion (ATP). This research ident ified  the types of a ttacks 

tha t were b locked by ATP or EOP, and the types of a ttacks tha t were m issed by 

both.

Overa ll results:

When looking  over a ll m a lic ious em ail, the ana lysis conc luded tha t;

- EOP catches widespread, p reviously- known m ethods: about 41% of a ll 

a t tacks. 

- ATP catches m any zero- day a ttacks tha t bypass EOP: 48% of m alic ious 

em ail.

- 11% of m alic ious em ail reaches the inbox, bypassing  both EOP and ATP.

When m easuring  ATP as an independent layer of security, it  m isses 18% of the 

m alic ious em ail tha t bypasses EOP. In som e environm ents, the m iss ra te can be 

m uch higher.

Execut ive Sum m ary
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Advanced Threat Protec t ion (ATP) is m arketed by Mic rosoft  as an im provem ent on 

the built - in Exchange Online Protec t ion (EOP) tha t defends aga inst spam  and 

known em ail threats. ATP offers an im provem ent aga inst unknown threats but the 

end- user experience has not m atched the ATP prom ise.

To determ ine the rea l- world  effec t iveness of ATP, this research ana lyzed over 

500,000 phishing  m essages during  a  2- week period  a t organiza t ions dep loying  

Mic rosoft  Advanced Threat Protec t ion. The dataset inc ludes inform ation about 

each em ail before and a fter Office 365 EOP and ATP filters as well as before and 

a fter each m essage reached user inboxes. See Appendix 1: How We Measuring ATP 

Miss Rate sec t ion below for m ore deta ils on the m ethodology.

1
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In t roduct ion

?We are a  financia l institution under constant em ail 

a ttacks. We tried Microsoft ATP, and it reduced the num ber 

of a ttacks getting through from  1000- 2000 per week to 

500- 800. Still way too m any attacks for our com pany to 

feel secure.?

 ht tps:/ /www.gartner.com /reviews/review/view/1014969 (CTO, Finance Organiza t ion)

https://www.gartner.com/reviews/review/view/1014969
https://www.gartner.com/reviews/review/view/1014969
https://www.gartner.com/reviews/review/view/1014969
https://www.gartner.com/reviews/review/view/1014969
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EOP/ATP Effec t iveness

Approxim ately 41% of m alic ious em ail was caught by the built - in EOP, perform ing 

best when b locking  well- known, spam - like a ttacks previously seen across m ult ip le 

organiza t ions. ATP was ab le to b lock an add it iona l 48% of m alic ious em ail beyond 

those caught by EOP. 

More than 1 in 10 (10.8%) a ttacks were m issed by both EOP and ATP due to a  variety 

of reasons. Most (8.7%) were ab le to bypass due to the use of spec ific  a ttack 

m ethodolog ies tha t were designed spec ifica lly for ATP. The rem aining  2.1% were 

ab le to bypass ATP by taking  advantage of a  variety of com m on ATP 

m isconfigura t ions and whitelists.

This chart  represents the results over a ll organiza t ions sam pled for this ana lysis. 

The m iss ra te varied  great ly between organiza t ions and between types of a ttack.

© Copyright 2020 Avanan, Inc .
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The graph above describes the aggregate results over a ll accounts, hid ing  the 

bursty behavior of the typ ica l phishing  a ttack. To better understand the end- user 

experience and ana lyze the ta rgeted cam paigns, this sec t ion looks a t ind ividua l 

organiza t ions over a  typ ica l 7 day period .

The figure below shows the da ily m iss ra te Office 365 suffered within each 

organiza t ion over a  week. Each va lue represents the da ily m iss ra te: the percent of 

m alic ious em ails tha t bypassed both EoP and ATP on a  g iven day.

 

EOP/ATP Miss Rate Each Day  for  a  Given Organ iza t ion

 

At tack Ana lysis by  Organ iza t ion
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For a  coup le of organiza t ions (ORG- 06 and ORG- 21), this was a  quiet week with very 

few targeted a ttacks tha t bypassed ATP. To c la rify, they received thousands of 

phishing  em ails, but they were of the type easily b locked by EOP and ATP, thus the 

m iss ra te for each day was near- zero.

Many organiza t ions on the other hand, were sub jec ted to ta rgeted phishing  

a ttacks tha t bypassed Mic rosoft?s filters. ORG- 10, for exam ple, never had a  quiet 

m om ent, w ith m iss ra tes above 10% on m ost days, reaching 41% during  one day?s 

worth of a ttacks. 

These results confirm  the experience of m ost ATP users. On a  typ ica l day, a  sm all, 

even m anageab le percentage of m alic ious em ail w ill reach user inboxes. 

Occasiona lly, however, an overwhelm ing burst of ac t ivity from  a  ta rgeted a ttack 

w ill be seem ing ly invisib le to Office 365 filters. 

At tack Ana lysis by  Organ iza t ion
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How ATP and EOP perform  can be better seen when drilling  down into a  sing le 

organiza t ion. This chart  shows the sam e week for ORG- 11 with the tota l num ber of 

a ttacks per day and how they were hand led by the two layers of Office 365 filters.

  

Most of the phishing attacks during this week were blocked by EOP, suggesting they were of the 

type that are widespread and previously known.

During  this week, ORG- 11 was sub jec ted to m ult ip le types of a ttacks. Most were of 

the high- volum e, w ide- spread, spam - like a ttacks tha t a re easily b locked by the 

default  EOP filters (b lue). Because the goa l of this research is to understand the 

added va lue of dep loying  ATP and understand the effec t iveness of ATP for 

ta rgeted a ttacks, it  is help ful elim inate the volum e and noise of the a ttacks tha t 

were b locked by EOP.

Elim inating the attacks blocked by EOP m akes it easier to see the m iss rate for ATP.

Office 365 is Suscept ib le t o Targeted  At tacks
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This is a  m uch m ore usab le way to represent the add it iona l benefit  of ATP over the 

default  EOP. On Day 4, a  la rge volum e of spam - like phishing  hit  the organiza t ion, 

skewing results in the previous graph. While the com bined m iss- ra te for both EOP 

and ATP was 3% on Day 4, m ost of the filtering  was done by EOP. The m iss ra te for 

ATP on tha t day was over 78% of the m alic ious m essages tha t bypassed EOP.

Most organiza t ions dep loy ATP as add it iona l p rotec t ion beyond the default  EOP, so 

it  is reasonab le to only look a t the zero- day events tha t EOP cannot b lock. 

Elim inat ing  these and m easuring  over the rem aining  volum e of m alic ious em ail, 

the ATP m iss ra te is m uch greater, c lim b ing to very high levels when a  ta rgeted 

phishing  cam paign is in p lay.

Office 365 is Suscept ib le t o Targeted  At tacks
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ATP Miss Rates Across Each Organ iza t ion

Looking aga in a t the m iss ra tes for each organiza t ion and exc lud ing  those a ttacks 

tha t were caught by EOP provides a  better m easure for the ATP effec t iveness. 

ATP Miss Rates When Exc lud ing  At tacks Caught  by  EOP

 

 

ATP Miss Rates reached over 50% when m easuring over the attacks blocked by EOP.

In the graph above, the m iss ra te varied  great ly, dem onstra t ing  tha t the ATP results 

in aggregate m ay not m atch the experience of an ind ividua l organiza t ion.

Office 365 is Suscept ib le t o Targeted  At tacks

© Copyright 2020 Avanan, Inc .



8

Office 365 is t he Most - Targeted  Em ail App lica t ion

The Annua l Verizon Data  Breach Report has consistent ly reported  tha t 90% of 

b reaches start  w ith an em ail and ?60% of the t im e, the com prom ised web 

app lica t ion vec tor was the front- end to c loud- based em ail servers.?  Hackers are 

red irec t ing  their a ttacks to services like Office 365 and G Suite, the two m ost 

popular services for both persona l and business em ail. In the 2019 Globa l Phish 

Report, Avanan security researchers saw tw ice as m any phishing  a ttacks on Office 

365 (1.04% of a ll em ail m essages) as com pared to Goog le G Suite (0.5%). 

Account  Harvest ing  is t he Pr im ary  Ob ject ive

The second trend spec ific  to Office 365 is the la tera l m ovem ent of the m odern 

a ttacks. When hackers m anage to com prom ise a  sing le Office 365 account, they 

will use it  to ident ify and ta rget users in the sam e organiza t ion and other, t rusted 

partners. In 2019, the m ost successful account harvest ing  m ethodology used 

em ails from  one user?s inbox to c reate m alic ious ?in- thread? a ttacks tha t looked 

like a  rep ly to a  previous conversat ion. 

If the init ia l a t tack is ab le to bypass Office 365 defenses, the odds of subsequent 

com prom ise is high. Account- harvest ing  m ethods are designed to be stea lthy 

and do not capture the head lines of da ta- destruc t ion or da ta- ransom  

cam paigns, but they are often the silent p redecessor of such a ttacks.

Hacker Behav ior  and  Grow th  in  Targeted  Off ice 365 
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URL- Ph ish ing  Has Rep laced Malw are At tachm ents

The third  m ajor trend is the usage of URL- phishing  over m alware. In the last year, 

the percentage of m alware a ttachm ents as a  port ion of m alic ious em ail has 

dropped from  over ha lf in early 2019 to less than 4% in early 2020. 

Malware is no longer sent as an attachm ent, replaced instead, by a  link to a  hosted file.

When seen in the wild , m alware a ttachm ents are m ost often part  of a  

highly- ta rgeted cam paign aga inst a  selec ted set of ta rgets tha t a re likely to be 

suscept ib le to the stra in. For exam ple, m unic ipa l organiza t ions with weaker 

file- scanning tools and using  older versions of desktop software are likely ta rgets 

for m alic ious a ttachm ents tha t would  otherwise be ineffec t ive aga inst newer 

versions of Windows. 

Hacker Behav ior  and  Grow th  in  Targeted  Off ice 365 
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When seen in the wild , m alware a ttachm ents are m ost often part  of a  

highly- ta rgeted cam paign aga inst a  selec ted set of ta rgets tha t a re likely to be 

suscept ib le to the stra in. For exam ple, m unic ipa l organiza t ions with weaker 

file- scanning tools and using  older versions of desktop software are likely ta rgets 

for m alic ious a ttachm ents tha t would  otherwise be ineffec t ive aga inst newer 

versions of Windows. 

Typically, less than 4% of m alicious em ail conta ins a  m alware attachm ent unless an organization is 

under a  targeted cam paign like this m unicipal organization.

Som e of the m alware a ttachm ents seen during  the test ing  period  inc luded 

weaponized .DOC and .PDF files tha t a re ab le to bypass ATP sandboxing. These 

m alware sam ples were not seen within organiza t ions tha t were using  other m ail 

services and when tested aga inst GMail and other em ail ga teways they were 

quickly b locked, suggest ing  they were designed for, and tested aga inst, ATP.

Hacker Behav ior  and  Grow th  in  Targeted  Off ice 365 
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It  is easy for an a ttacker to ident ify Office 365 accounts through a  sim ple DNS 

lookup. In this exam ple, we can see tha t the ?avanan.c loud? dom ain is hosted by 

?Mic rosoft  Office?.

Attackers tha t use EOP-  or ATP- spec ific  a ttacks will not send them  to other m ail 

services. For the sake of this research, any wide- spread a ttack tha t is seen across 

a  la rge num ber of organiza t ions but only those ut ilizing  Office 365 is considered an 

Office365- targeted a ttack. Most a ttacks were seen across m ult ip le organiza t ions 

during  the test period , but occasiona lly a  cam paign would  spec ifica lly ta rget a  

spec ific  organiza t ion.

Exam ples of Microsoft - t a rgeted  At tacks

© Copyright 2020 Avanan, Inc .
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Exam ple Widespread Harvest ing  At tack Target ing  Mult ip le 

Organ iza t ions

Even though m any of the a ttacks tha t bypassed ATP targeted only Office 365 

users, they were otherwise ind isc rim inate. For exam ple, one widespread 

password- harvest ing  a ttack has been notoriously persistent and cont inues to 

bypass ATP. Every organiza t ion was ta rgeted by this a ttack a t som e point or 

another, and during  the 2- week period , it  was seen by a  dozen of the sam pled 

com panies. 

This particular a ttack was seen across 12 organizations during the sam ple period. It is difficult to 

see, but ATP caught only 5.

As can be seen by this chart , Mic rosoft  was only ab le to b lock a  sm all percentage 

of a ttacks. In those cases tha t Office 365 was ab le to b lock the m alic ious 

m essages, the m ajority was detec ted by EOP.

Exam ples of Microsoft - t a rgeted  At tacks
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PHISHING TREND OF THE YEAR

This part icula r a ttack is sent from  thousands of com prom ised Office 365 em ail 

accounts w ith the form at ?Exchange- BnHYMQd0iaUL@com prom isedaccount.com ?. 

They appear to be leg it im ate m essages from  Office 365 and each of the links in the 

em ail point to one of hundreds of otherwise- benign WordPress accounts host ing  a  

password- harvest ing  page. Because each URL em beds the ta rget em ail address, it  

takes the user to the second step of the Office 365 log in, asking  only for the 

password . The ?Sign In? button takes the user to their own account page, m aking 

them  ob livious to the fac t tha t they have just entered their password  into a  fake site.

 

Exam ple of a  widespread attack that continues to bypass ATP.

Every step  of the cam paign depends upon the user being  an Office 365 account 

user.  Every successful em ail leads to another com prom ised account from  which to 

send m ore a ttacks. In one varia t ion of this a ttack, a  second page asked for a  

m ult i- fac tor authent ica t ion code, im p lying  a  live log in a ttem pt is occurring  on the 

backend.  

Exam ples of Microsoft - t a rgeted  At tacks
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Exam ple Narrow  At tack Target ing  Spec if ic  Organ iza t ions

Certa in types of organiza t ions are sub jec t to m ore advanced, highly- ta rgeted 

a ttacks. For exam ple, during  the sam ple period , a  sing le a ttack ta rgeted two 

separa te organiza t ions: a  high- profile financ ia l firm  and a  la rge U.S. m unic ipa lity. 

Som e high- profile organiza t ions were sub jec t to m ult ip le a ttacks, som e last ing  

m inutes, others spread over m ult ip le days. All ut ilized a  variety of ATP- spec ific  

vulnerab ilit ies from  a  la rge num ber of sources. In som e cases, the a ttacks cam e 

from  spec ia lly c ra fted  dom ains tha t would  resonate w ith the rec ip ient.

Exam ples of Microsoft - t a rgeted  At tacks

These a ttacks ut ilized 

organiza t ion- spec ific  inform ation tha t 

would  be relevant for spec ific  users inside 

the organiza t ion. In the exam ple here, a  

fake voicem ail  m essage inc luded the 

phone num ber of a  partner organiza t ion. 

The user- fac ing  m essage d iffered in each 

em ail and between d ifferent a ttem pts to 

the sam e user, but a ll em ail in the a ttack 

ut ilized the sam e ATP vulnerab ility and the 

a ttack persisted  for severa l days, send ing 

a  rela t ively sm all num ber of sam ples each 

day to the sam e targets. 

© Copyright 2020 Avanan, Inc .
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ATP Configura t ion  Choices and End- User Whitelist s

A port ion of m alic ious em ail (1.2%) was ab le to reach user inboxes due to 

over- zea lous or poorly m ainta ined whitelists.  Attackers have learned to take 

advantage of this la rge and easily exp loitab le vulnerab ility.

The root cause of the prob lem  lay in the cha llenge to configure ATP sensit ivity. 

Increasing Microsoft?s Phishing Aggressiveness  leads to fa lse positives.

The trade- off of m aking ATP m ore aggressive is an inc rease in fa lse posit ives. The 

organiza t ions in this ana lysis were evenly sp lit  between the ?2- Aggressive? or 

?3- More Aggressive? policy sett ings as the ?4- Most Agressive? sett ing  d id  lit t le to 

im prove protec t ion but resulted  in too m any fa lse posit ives.

When an inc rease in sensit ivity results in b locking  leg it im ate m essages, users and 

adm inistra tors pull m essages from  quarant ine and add senders to the whitelist . In 

those organiza t ions tha t had inc reased ATP sensit ivity there was a  greater 

tendency to have longer and m ore perm issive white lists. 

ATP Configura t ion  Cha llenges and Whitelist  Vu lnerab ilit ies

© Copyright 2020 Avanan, Inc .



16

PHISHING TREND OF THE YEAR

Ult im ately, the whitelists becam e a  vulnerab ility. In lim ited  cases, they inc luded 

branded services like Am azon or even Mic rosoft . Most often, though, the whitelists 

inc lude partner dom ains which have been a  source of sophist ica ted a ttacks in the 

last year. Em otet and other m alware m ethods will download an inbox- worth of 

m essages and rep ly w ith m alic ious files from  a  spoofed version of the sender?s 

dom ain which would  norm ally be caught by EOP. The a ttackers are count ing  on 

these addresses to be in a  whitelist  or pulled  out of Junk folders. 

Select ive Use of ATP (High  Volum e Targets vs. High  Zero- Day  

At tack Targets)

Many organiza t ions only app ly ATP to a  selec t g roup of users, leaving  m any 

accounts unprotec ted. This is often done to save m oney. A la rge num ber of 

a ttacks had to be exc luded from  this ana lysis because the rec ip ient account d id  

not have ATP enab led. (In one case, it  had been licensed and pa id  for, but not 

turned on!) 

Unfortunately, m any of the assum ptions m ade when selec t ing  which users to 

protec t a re wrong. A na ive selec t ion m ight just use the volum e of em ail an ind ividua l 

receives.  Or it  w ill  selec t ?high- va lue? execut ives and finance em ployees, but 

exc lude hum an resources or opera t ions. Many sim ply base the dec ision upon 

whether a  user needs the Office E5 Suite of app lica t ions (which inc ludes ATP) or the 

sim pler Office E3 set of tools (which does not). 

Idea lly, everyone in the organiza t ion is p rotec ted, but if dec isions are to be m ade, it  

is im portant to inc lude users tha t have been the ta rgets of zero- day a ttacks, no 

m atter the volum e. 

ATP Configura t ion  Cha llenges and Whitelist  Vu lnerab ilit ies
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For exam ple, in one organiza t ion these users experienced com pletely d ifferent 

types of a ttacks. In this organiza t ion, the la rgest num ber of m alic ious m essages 

went to the a  C- Level User and a  Finance User but m ost of them  were com m on 

phishing  a ttacks easily b locked by EOP. The m ost ?serious? zero- day a ttacks 

ta rgeted a  Sa les User and Contrac tor.

While som e users receive m ore phishing em ails, others receive a  higher percentage of zero- day 

attacks. (See Appendix 3: Zero- Day Attack Ratio)

Microsoft  ?Whitelist s?

An adm inistra tor cannot control how Mic rosoft  ra tes its own services, but this is an 

inherent fac tor when using  Mic rosoft  em ail filters. Messages sent from  Mic rosoft  

app lica t ions (i.e. an invita t ion to share a  file or web docum ent) or a  link to a  file 

hosted within Mic rosoft  services (i.e. OneDrive or SharePoint) seem  to reach the 

inbox with less sc rut iny. For exam ple, a  recent a ttack ut ilized Mic rosoft  Sway to 

host a  m alic ious link.

ATP Configura t ion  Cha llenges and Whitelist  Vu lnerab ilit ies
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Conclusions

Microsoft  is a  vic t im  of its own success. As m ore organiza t ions m ove to Office 365, 

a ttackers have followed. The EOP/ATP m onoculture has m ade it  inc reasing ly likely 

tha t m alic ious researchers w ill seek out, d iscover and exp loit  vulnerab ilit ies in their 

security layers. The Office 365- targeted phishing  econom y has led  to a  num ber of 

changes in the em ail hacking  industry:

- Attack m ethods are spec ifica lly designed and tested to bypass EOP and ATP.

- More than ha lf of m alic ious m essages tha t ta rget Office 365 are ab le to 

bypass the default  Exchange Online Protec t ion (EOP), necessita t ing  

add it iona l security.

- Attackers assum e the add it iona l security is Advanced Threat Protec t ion 

(ATP).
 

Anti- phishing  technology is not a  sta t ic  sc ience, w ith Mic rosoft  adapt ing  to new 

m ethods and a ttackers respond ing to new defenses. As such, ATP m iss ra te is a  

snapshot of the current sta te of the arm s race. During  the two week period  of this 

ana lysis, the a ttackers sent over 500,000 m alic ious m essages to these 23 

organiza t ions over a  2 week period .

- EOP caught  on ly  40.7% of a t t acks

- ATP w as on ly  ab le t o ca t ch  an  add it iona l 48.5%

- 10.8% of a t t acks w ere ab le t o bypass both  layers of Off ice 365 protect ion
 

The m iss ra te for ind ividua l organiza t ions varied  widely and the results above 

would  m ost likely change depend ing upon the selec t ion of organiza t ion and the 

choice of sam ple dates. Even organiza t ions with near- zero m iss ra tes during  this 

ana lysis period  are sub jec ted to ta rgeted a ttacks a  few t im es a  m onth. 

 

In every arm s race, both the a ttacker and defender m ust invest t im e, research 

and m oney to stay ahead. As Mic rosoft  adds m illions of new users every m onth, its 

va lue as a  ta rget w ill g row as quickly. 
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While this research focused solely on organiza t ions dep loying  Advanced Threat 

Protec t ion, the data  ana lysis leads to a  num ber of im portant recom m endations, 

no m atter the security solut ion.

- Dep loy  add it iona l secur it y  beyond Off ice 365 Exchange On line Protect ion . 

It  is very c lear from  the data  tha t m ore than ha lf of m alic ious em ail is ab le to 

bypass EOP. While the volum e of zero- day a ttacks m ight d iffer from  

organiza t ion to organiza t ion, a ll a re going  to be sub jec t to m ethods tha t 

bypass EOP. 

- Dep loy  a  t echnology  t ha t  inc ludes post - delivery  p rotect ion . A com m on 

m ethod to bypass ATP is to host a  page on a  benign website tha t only 

becom es m alic ious a fter the em ail cam paign. To m it iga te this risk, look a t 

security solut ions tha t a lso provide post- delivery capab ilit ies such as link 

rewrites, em ail retrac t ion, user feedback and account com prom ise 

protec t ion. Both pre- delivery and post- delivery should  be a  requirem ent for 

your solut ion of choice. 

- Prefer  a  t h ird - part y  em ail secur it y  vendor. As a ttackers focus their efforts 

on the ever- inc reasing  popula t ion of Office 365 users, they are develop ing  

spec ifica lly for both EOP and ATP. Highly- ta rgeted organiza t ions are m ore 

than likely to be a ttacked using  ATP- spec ific  m ethodolog ies and 

non- Mic rosoft  technology is less likely to be sub jec t to the sam e 

vulnerab ilit ies.

- Be v ig ilan t  w it h  w h it elist s. As fa lse- posit ives inc rease, the im pulse to 

whitelist  senders can leave the organiza t ion vulnerab le. Sender- hyg iene 

(SPF/DKIM/DMARC m aintenance) can reduce the fa lse posit ives w ithout the 

need for whitelist ing . Do not exc lude users from  em ail filters: spam - like 

phishing  will cont inue to a ttack the CEO, but ta rgeted cam paigns are 

looking  for less likely cand idates.

- Do not  assum e you are not  a  t a rget . While the types of organiza t ions used 

for this ana lysis ranged from  highly- ta rgeted to the m uch- less- so, a ll were 

sub jec ted to ta rgeted a ttacks tha t were ab le to bypass Office 365 filters.

Recom m endat ions

© Copyright 2020 Avanan, Inc .
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To m easure ATP phish- b locking  capab ilit ies, Avanan ana lyzed over 500,000 

m alic ious m essages across a  2 week period  a t custom ers dep loying  both the 

Avanan em ail security app and Mic rosoft  Advanced Threat Protec t ion. 

The Avanan solut ion is uniquely posit ioned for this type of ana lysis. Because it  is 

dep loyed a fter exist ing  security filters, but before the inbox, Avanan has access to 

every em ail tha t bypasses Mic rosoft  EOP and ATP. Avanan em ploys m ult ip le 

proprietary and 3rd  party technolog ies to scan for  phishing  and m alware:

- Two lead ing sandbox em ula t ion eng ines to test em ail a t tachm ents,

- Mult ip le threat feeds and URL ana lysis tools from  a  variety of vendors,

- Natura l- language, anom aly detec t ion and other ant i- phishing  a lgorithm s, 

- Machine- learning  eng ines tra ined for the ind ividua l organiza t iona l 

dynam ics,

- End- user report ing  of m issed phishing  m essages.

Append ix 1: How  We Measure ATP Miss Rate
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Avanan leverages its API access to the full Office 365 Suite in order to capture the 

EOP and ATP verd ic t  in m ult ip le ways:

- Em ail headers added by EOP and ATP a fter files have scanned but 

before they are put into quarant ine, junk or user inboxes,

- The ATP and EOP event logs to capture files tha t m ight have been 

deleted by ATP, 

- Post delivery events from  SafeLinks and ZAP determ inat ions m ade 

a fter delivery.

Avanan exc luded custom er sites dep loying  externa l Secure Em ail Gateway (SEG) 

or sim ila r MTA- based proxy because previous tests found tha t a  third - party 

ga teway ac tua lly reduced EOP and ATP effec t iveness, skewing results. 

No Inboxes Were Harm ed in  t h is Ana lysis

All results a re presented as they were ca tegorized by ATP. In prac t ice, a ll m a lic ious 

m essages were quarant ined by Avanan before they reached the inbox. The results 

describe how each m essage would  have been hand led without Avanan dep loyed. 

Because a ll the Avanan filters are dep loyed a fter EOP and ATP but before the inbox, 

they have no effec t on the Mic rosoft  ana lysis. Because Avanan ut ilizes the 

Mic rosoft  infrastruc ture for quarant ine and user interac t ion, EOP and ATP cont inue 

to benefit  from  end- user feedback. 

Append ix 1: How  We Measure ATP Miss Rate
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PHISHING TREND OF THE YEAR

Most organiza t ions using  Office 365 are a lready aware of the need for add it iona l 

em ail security beyond default  Exchange Online Protec t ion. But in Mic rosoft?s 

a ttem pts to convince users tha t ATP is the best a lternat ive they have shared som e 

data  about the m iss ra tes of other vendors.

Microsoft  Effec t iveness Cla im

At their m ost recent Ignite Conference (Nov 2019), Mic rosoft  m ade the c la im  tha t 

ATP offered the lowest m iss ra te when com pared to the lead ing em ail ga teway 

produc ts.

This is an im pressive chart  tha t seem s to show tha t Mic rosoft  ATP is 

orders- of- m agnitude better than every brand of Secure Em ail Gateway (SEG), 

inc lud ing  the two m arket lead ing (shown in red). When the chart  was presented, 

Mic rosoft?s c la im  produced voca l ob jec t ion from  users of Office 365 in the 

aud ience as it  d id  not m eet their da ily experience. 

Append ix 2: ATP vs. Lead ing  Em ail Secur it y  Gatew ays
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A Measurem ent  Cha llenge

While Mic rosoft  m ethodology was sound when m easuring  the a ttacks m issed by 

their em ail ga teway com petitors, it  was flawed in its m easurem ent of its own 

effec t iveness. 

 

Because any em ail tha t was let through by Mic rosoft  security would , by definit ion, 

not be considered m alic ious, they had to rely on end- users reports of phishing  to 

know what they m issed. But there?s no guarantee or est im ation on what 

percentage of a ttacks tha t reach the inbox would  be understood by end- users as 

an a ttack, and what percentage of users ac tua lly bother to report  those as 

phishing . The correc t m ethod to m easure m issed a ttacks would  have been to 

inc lude one or m ore third - party tools a fter their own layer, in add it ion to som e 

m anua l ana lysis by security experts. The research in this docum ent hopes to fill 

tha t gap.

Append ix 2: ATP vs. Lead ing  Em ail Secur it y  Gatew ays
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PHISHING TREND OF THE YEAR

A quest ion tha t often arises when determ ining  whether to devote m ore resources 

to em ail security is whether an organiza t ion is being  sub jec ted to ta rgeted 

a ttacks. In the last year, m any organiza t ions were caught off guard  when they 

becam e vic t im  of sophist ica ted, organized cam paigns, espec ia lly loca l 

governm ents. While the answer m ight be obvious to a  nam e- brand bank, others 

m ight wonder if they can cont inue to fly under the radar.

The Zero- Day  At tack Rat io

Every organiza t ion was sub jec ted to m ult ip le cam paigns a t som e point during  the 

sam ple period , but a  very c lear trend em erged from  the data  d ifferent ia t ing  

Highly Targeted organiza t ions from  those sub jec t to only w idespread, spam - like 

a ttacks. The d ifference was not in the volum e of m alic ious em ail, but the ra t io of 

zero- day a ttack m ethods. 

Because EOP, the default  Office 365 protec t ion, is effec t ive aga inst 

p reviously- known a ttacks but m isses m ore advanced, zero- day m ethods, a  rough, 

but m eaningful, d ifferent ia tor between d ifferent organiza t ions arose in the ra t io 

between those a ttacks tha t were caught by EOP and those tha t bypassed EOP. 

Append ix 3: ?Am  I a  Target?? and The Zero- Day  Rat io
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Two organizations of sim ilar size but with very different Zero- Day Attack Ratios.

For exam ple, these two organiza t ions of sim ila r size (approxim ately 4800 users) 

had com pletely d ifferent a ttack profiles. The K- 12 School Distric t  had tw ice as 

m any m alic ious em ail m essages during  the sam e period  of t im e but m ost were 

well- known m ethods tha t were easily stopped by EOP. Only 19% of m alic ious 

m essages bypassed the EOP filter: a  Zero- Day Ratio of 19%. 

The Munic ipa l Governm ent received ha lf the num ber of tota l m essages but 9 out 

of 10 were ab le to bypass the EOP filter: a  Zero- Day Ratio of 90%. A na ive m etric  

based only on the volum e of m alic ious tra ffic  m ight assum e the school d istric t  

was a  greater ta rget, but the Zero- Day Ratio is an easy way to d ifferent ia te the 

true threat. Organiza t ions with a  high Zero- Day Ratio are being  ta rgeted by 

sophist ica ted m ethods tha t m ay a lso be ab le to bypass ATP. Of course, a ll 

organiza t ions should  assum e tha t they will be a  ta rget one day.

The sam e ana lysis can be done within an organiza t ion to ident ify users tha t m ight 

be the ta rget of m ore sophist ica ted a ttackers. 

Append ix 3: ?Am  I a  Target?? and The Zero- Day  Rat io
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See What  ATP Misses
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