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Cloud FinOps
AWS and Azure Cost Analysis
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AWS/Azure Monthly spend History

AWS/Azure Summary of AWS Spend by Region/Location
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AWS/Azure Spend by Account/Subscription



Cloud FinOps: AWS Cost Analysis
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Cloud Ops: AWS & Azure /
Discovery Optimization Automation \

* AWS and Azure Assets Discovery
*  AWS Unutilized Resources Identification
* AWS Resource Optimization

 AWS and Azure IaC Automation



CloudOps: AWS/Azure Assets Discovery

[ ]
\7 CloudOps  » AWS Assets -
/AOpPS
Gﬂi‘. Home aW 5 Discover AWS Assets for efficlent rmonitoring and unified resource management.
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Cyber Security Scans: Pen-testing, \/
Network Assessment, Domain Analysis Z\

DAST Web Scanning
OSIN'T For DNS Security
Web Directory Enumeration

Network Security to Detect Open Ports etc.,



Cyber Security Scans
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< aift.co.zareport @ aift.co.za = Fri, October 4,2024 (& 07:45:40 UTC &
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i Issued Organizational Unit: unknown
@ Workload Seountty > Issuer Country Name: US
Reports Issuer Organization: cPanel

Issuer Organizational Unit: unknown

Issuer Common Name: "cPanel

Serial Number: 0e38e8c21ffcP4dc2de384bdf33ad7f
Walid From: 2024-07-23

WValid Until: 2024-10-21

Days Remaining:17

Expired: False

Valid: True

Issue: aift.co.za

Grade: A
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Identified Issues Identified Vulnerabilities

Version: Hawk There are no issues identified There are no vulnerabilities identified
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Cloud Security Scans
Compliances

« AWS: CISv3.0, GDPR, SOC2,

PCI DSS v3.2.1,
» Azure: ISO 27001, SOC2, CIS v2.1.0
»  Microsoft Security: M365, Entra ID
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Cloud Security Scans

Cloud Security » AWS Security » PCIDSS )
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ID Description Severity Status

21 Ensure CloudTrail logs are encrypted at rest using KMS CMKs. @ Compliant

2.2 Ensure CloudTrail is enabled in all regions. Critical @ Compliant

23 Ensure CloudTrail log file validation is enabled. Low @ Compliant

2.4 Ensure CloudTrail trails are integrated with CloudWatch Logs. Low @ Compliant

) [ Fri, September 20,2024 (O 06:15:22 UTC
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Note: The controls provided in this scan are not designed to verify compliance with regulatory standards. Additionally, they do not guarantee a successful audit outcome.
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Workload Security Scans \/
Image hardening for VMs & Containers 4\

AWS AMI, ECR

* Amazon Machine Images scans for vulnerabilities and
misconfigurations

» Elastic Container Registry scans container images for
vulnerabilities

Azurc ACR

* Azure Container Registry scans for security risks in
container images



Workload Security Scans

. @
v Workload Security » AWS » ECR -
/\OPS
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