baseVISION Security Operation
Center as a Service

Improve your security posture with monitoring,
alerting and reporting capabilities
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Benefits of a SOC

v Qualified and experienced Security Analysts

v Monitor, analyze and respond to security incidents
24X 7x365

v Latest technologies and tools are used for
monitoring, analysis and response

v' Support customer’s security professionals by
providing information and recommendations

v Monthly security reports, that prioritize and focus on
critical security incidents

v' Service fees instead of hardware invest with requiring
operation and maintenance costs




Services in baseVISION SOC
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Security data across your Threats with vast threat Critical incidents guided Rapidly and automate
enterprise intelligence by Al protection

The Security Operation Center supports Security Orchestration Automation and Response (SOAR)

for collection to Incident response.
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Services in baseVISION SOC °
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baseVISION monitors your Microsoft-based cloud security services. SOC
security experts carefully work with Security Incidents from solution such as:

 Microsoft Defender for Endpoint » Microsoft Cloud Application Security
» Microsoft Defender for Identity » Azure Active Directory
 Microsoft Defender for Office 365  Azure Active Directory Identity Protection




How does the baseVISION SOC work? °
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The baseVISION SOC provides services based
on data that is collected and processed in
Microsoft services like Azure Sentinel or
threat protection services.

Detected Security Incidents are analyzed and
investigated based on their severity level.

The aggregated and combined information is

used to directly respond to Security Incident
Alert.

Customer is informed and consulted where

actions is required to defend against the cyber
attack and mitigate further risks.



Benefits of a cloud-based SOC

Compared to a ‘traditional SOC’, we use services instead of
hardware or virtual servers.

v’ Service costs are lower than investments in infrastructure
and hardware.

v Additional resources (CPU, RAM, physical Hard disks) as
part of the services.

v’ Low infrastructure operation or maintenance costs.

v No vendor lock-in. Data remains in your infrastructure.
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Contact us for further information

+41 62 291 30 00

Industriestrasse 14
CH-4658 Daniken

www.basevision.ch
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