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XTI&H – Extended Threat 
Intelligence & Hunting
Collecting intelligence to proactively detect and act on threats.
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Early Warning System

Automation

Contextualized Intelligence​

Actionable Advice

CHALLENGES SOLUTIONS

Company's Challenges

Ransomware

Phishing

Account Takeover​

Business Email Compromise​

Supply Chain Attack​

Regulations

Infostealer Malware​
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Threat intelligence enriched with A 360°
solution integrating Threat Intelligence 
Feeds, Proactive Threat Hunting, and Cyber 
Threat Intelligence. 

Empower your security with a one-stop 
shop for actionable insights and preemptive 
threat mitigation.

Extended Threat Intelligence
& Hunting (XTI&H)

Threat 

Intelligence

Feeds

Cyber Threat 

Intelligence

Threat 

Hunting

XTI&H



4XTI&H a 360° Solution

External perimeter

Company 

perimeter

TH

TH

TI
Feed

TI
Feed

Vuln

CTI

TI Feeds will 

detect & block 

IOCs

Vuln

Vuln

TI
Feed

CTI will proactively 
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CTI
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5What is the Value of baseVISION XTI&H?

Phishing Detection
VIP & Executive Protection
Vulnerability Detection
Deep / Dark Web Monitoring
Leaked Data / PII Monitoring
Takedown Service

PROACTIVE SECURITY MEASURES INFORMED DECISION-MAKING ENHANCED INCIDENT RESPONSE

baseVISION XTI&H Solution

REGULATORY COMPLIANCE

Threat Landscape Monitoring
Supply Chain Monitoring
Vulnerability Prioritization

Actionable Intelligence Dissemination 
(IOC-IOA)

Swiss IKT minimal standard 2023
ISO27001:2022 - New Annex A5.7 
Threat Intel



66

Threat Intel Feeds
Multiple sources of trust for Threat Intel
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baseVISION TI Feeds

SOCRadar TI Feeds

+140 Open-Source Feeds

NCSC/BACS TI Feeds*

Microsoft Sentinel

Incident ResponseThreat Hunting

SOC Threat Intelligence

baseVISION Analysts

TI FEEDS

Data

Ingestion
Analysis /

Processing

Data
Dissemination

Rules / 

Decision

Making

EDR/SIEM/SOAR

Firewall

Microsoft Defender

baseVISION Threat Intelligence 

Feeds

SOURCE FEEDS INTEGRATION

* Only when signed up for CS Hub (NCSC)



8Threat Intel Feed Content

43 

27 

16 

5 

5 
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Type

Attackers

Botnet & Malware

Phishing

APT Feed

Ransomware

Others
122

17

Source

External Feeds Proprietary Feeds
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CHALLENGES

• Evolving Threats

• Threat groups increase/update 

their attack strategies.

• One Single Source is unreliable

• A single source is just a drop in 

the ocean - true defense 

requires the full picture

SOLUTION

• Rely on Intelligence Sharing

• Use of multiple sources of 

intelligence

Value - baseVISION TI Feeds Service
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