Entra Suite+

Unified Identity

& Secure Edge
Modernization

Future-proof your identity and network security to
protect your organization against and with Al using
Zero Trust principles

BDO DIGITAL




Modernize ldentity & Network Access to
Enable Zero Trust Services Using
Microsoft Entra Suite+

BDO brings identity thought leadership and
Microsoft’s platform to position identity &
secure edge services for your organization’s
future.

BDO brings industry experience

to model your best posture, provides
comprehensive design and foundational
controls implementation.

Modernize identity and network security
to empower your business with BDO.



ldentity & Secure Edge Use Cases

Establish Zero Trust Secure access for Secure access for Secure access in
access controls your employees customers / partners any cloud
&> Microsoft Entra ID #)) Microsoft Entra ‘&, Microsoft Entra K2 Microsoft Entra
P1 Suite External ID Workload ID

',5 Microsoft Copilot for Security



ldentity & Secure Edge Use Cases

Establish Zero Trust Secure access for Secure access for Secure access in
access controls your employees customers / partners any cloud
» ldentity and Access » Zero Trust Network » Customer/External » Cloud Infrastructure
Management (IAM) Access IAM Entitlements
Management

» Secure Web Gateway

» ldentity Governance » Workload IAM

and Administration

» Advanced Identity
Protection

» Verifiable
Credentials

Accelerate with Generative Al capabilities and skills



ldentity & Secure Edge with Entra Suite+

Establish Zero Trust Secure access for Secure access for Secure access in
access controls your employees customers / partners any cloud
Microsoft Entra ID @\ Microsoft Entra Private fe Microsoft Entra . @ Microsoft Entra

P1 8 Access L External ID ' Permissions
@ Microsoft Entra Management
@® [nternet Access B Microsoft Entra
@ Microsoft Entra ID ). Workload ID
Governance
@ Microsoft Entra ID
ID PROTECTION
. lj Microsoft Entra
o+ ==® Verified ID
PREMIUM

',i Microsoft Copilot for Security



ldentity & Secure Edge with Entra Suite+

@ Microsoft Entra Suite+ Any data, apps
or resources
Entra External ID —
for partner & customer o ) A 2 O[
federation L,

Entra ID laas, Paas,

for Zero Trust DEIEEE L
foundational controls
@ Entra ID Entra ID o

Governance Protection

Entra qukload ID for lifecycle ‘ for advanced adaptive Microsoft 365
for machine & app management access & threat insights
threat protection
QL
& now Q
Va \ Va \
\ \ SaaS, websites
o : .
Entra Private Entra Internet <R
Intune Access Access ~
Management and data Zero Trust VPN for Secure Web & Al

security replacement Gateway On-premises



Modernize ldentity & Network Access

To enable Zero Trust for employees, customers and partners
in any cloud from anywhere, to any app, Al, or resource

Organizations need identity-centric safeguards that inspire confidence. Companies need a
modern platform to replace VPNs, block deepfake impersonations, distinguish agents from
humans, and stay ahead of the privacy impacts of shifting from human to machine IDs.

BDO offers strategy, design, proof-of-value and concepts, QuickStarts, deployment,
assessments and managed services to help clients gain Adaptive Access and Secure Service
Edge (SSE) capabilities.

TYPICAL CLIENT CONCERNS

g -
Limited Resources Emerging Threats Complexity Agility
Over allocated Modern security Complex systems Security teams
personnel and teams are under require advanced struggle with knowing
financial resources pressure to keep tools and skills to where to start and
hinder modernization  pace with Al-driven manage effectively. how to progress with
efforts. threat actors. identity & SSE

modernization

BDO’s POC CAN HELP

(@ |
LY

Unified Adaptive
Access using
Conditional Access for
remote networks,
devices and apps

ID & Entitlement
Management using Al-
based lifecycle and
privilege access
management

Enhanced User
Experiences with
remote access identity
& self-service
administration

Consolidation of on-
premises network
services, such as VPNs



Proof-of-Concept
Identity & SSE Modernization 8@

TYPICAL ENGAGEMENT
Our typical consultative POC runs

from 1-2 weeks. QI

KEY BENEFITS OF BDO’s POC L
» Future-Proof Security Architecture:

e Get a view of the “art of the
possible” and how your organization y;
can achieve it

2

» End-to-End Partnership:

e By combining leading technical and
business perspectives, we empower
organizations to strategize and
implement future resiliency, ensuring
they stay secure and competitive in
an ever-evolving landscape.

PHASE 1
Workshops

PHASE 2
Deploy

PHASE 3
Report

PHASE 4
Next Steps

Customize & scope Microsoft’s Zero
Trust architecture and pathways for
your organization.

|ldentify opportunities & challenges of
a modern identity & SSE platform
using a Entra Suite POC service as
conduit.

Review curated insights from the POC
to set priorities and build a
deployment plan.

Craft an executive read-out and
position POC findings & Identity &
SSE Architecture for action among
your leadership.



ldentity & Secure Edge

Advanced Services Using Entra Suite+

Identity & SSE Readiness Services
» Use case & personas for role-based access modeling

» Integrations & migrations: Zscaler | MIM | Okta |
AD | Tenant

Advanced Network Integrations

» Zscaler enhanced with Entra SSE for secure Office
365 access

» ZTNA with micro-segmented networks & conditional
access using Microsoft Intune

Advanced Identity Integrations

>

vV v . v v

¥ -

—

BDO’s Vendor Entitlement System (B-VES)

Single sign-on with: passwordless, MFA, Windows
Hello, FIDO 2, etc.

Face Check using Entra Verified ID
Partner & customer federation
App & agent security using Entra Workload ID

Compliance and Entitlement Management with 1st
& 3rd party services

Adaptive data and web access using Microsoft
Purview and Microsoft Intune



ldentity & Secure Edge

Additional Services Using Entra Suite+

Threat Protection with Microsoft IT Business Services

» Security Copilot Identity Agents for Modern SecOps Copilot Studio Agents Power Apps for Service Desks
» Identity Threat Detection & Response (ITDR) Managed Services for Entra

o Defender XDR, Entra ID Protection & Defender vAdvisor for Identity & Network governance

for Identity Partner-led funding and proof-of-value support

» Sentinel Solution for Entra Global Secure Access License procurement with improved support &

optimization through BDO’s Cloud Services Provider
(CSP) program




How BDO Helped a Healthcare Association
Improve Device Security Using Zero Trust

Services )|
BUSINESS CHALLENGE SOLUTION -
Industry: T he global BDO migrated th Seaml lobal
» Healthcare | Research » To suppqrt the globa > mlgrate the Y » Seamless support global,
pandemic, the association off on-prem remote workforce with

. e pe association’s workforce Active Directory and ‘ confidence that every
Brief Company Description: E

moved to a remote into Microsoft Entra, for | authentication is evaluated

> Global association c!edlcated access model, f cloud-based, always against centralized Zero
;t)cz)attire]:i éart:ehz?rr ::frica;n q challenging the on prem I available Identity as a Trust policies
well_-bei;']g, The asso{:iation security systems E Service (IDaas) I » Adaptive access controls are
advances the field of surgery » With BDO, the £ » BDO migrated the available for access to
through its various association decided to association’s devices sensitive data using device
programs, publications, and adopt cloud-based, Zero into Entra and deployed health, device location and
initiatives Trust services for Microsoft Intune, for other criteria to empower

remote access centralized, cloud- additional remote, secure

Area of Focus: based, always available work that wasn’t

» Distributed device security F device configuration - supportable previously
and remote user access E management and data » Reallocating ~20%+ on

access

strategic priorities i

Identity & Secure Edge Modernization with Entra Suite+



Toolkit: Strengthening

Resources e‘.;;;;;’;; Mgm‘

Security, Compliance, &

Get Started with BDO Digital and Zero Trust Resllionce

|IBDQ = Sacicrs < bodunion v |BDO - b+ = <

Why Entra ID When You Leverage
Okta?

Rethinking Network Security: Why
Zero Trust is the Future, and VPNs Offence to Defence
are the Past

Adapting to a Changing Perimeter

The Vulnerabilities of VPNs

Mistorcosy. VPN have beon

BDO Data Protection Why Zero Trust Offence to Why Entra ID
Cybersecurity and Zero Trust is the Future Defense: When You
Solutions and VPNs the Zero Trust Leverage Okta?
Past Productivity

6o © ©0 o ©


https://www.bdo.com/insights/digital/rethinking-network-security-why-zero-trust-is-the-future-and-vpns-are-the-past
https://www.bdo.com/insights/digital/rethinking-network-security-why-zero-trust-is-the-future-and-vpns-are-the-past
https://www.bdo.com/insights/digital/rethinking-network-security-why-zero-trust-is-the-future-and-vpns-are-the-past?SOURCE=MSFTCMP
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s
http://www.bdo.com/services/bdo-digital/cybersecurity
http://www.bdo.com/services/bdo-digital/cybersecurity
http://www.bdo.com/services/bdo-digital/cybersecurity?SOURCE=MSFTCMP
https://www.bdo.com/insights/digital/at-the-intersection-of-data-protection-and-zero-trust
https://www.bdo.com/insights/digital/at-the-intersection-of-data-protection-and-zero-trust
https://www.bdo.com/insights/digital/at-the-intersection-of-data-protection-and-zero-trust?SOURCE=MSFTCMP
https://www.bdo.com/services/bdo-digital#contact?SOURCE=MSFTCMP
https://www.bdo.com/insights/digital/why-entra-id-when-you-leverage-okta
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s?SOURCE=MSFTCMP
https://www.bdo.com/insights/digital/digital-risk-management-toolkit-strengthening-security-compliance-resilience
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s
https://www.youtube.com/watch?v=MBmk9R3ojsk&t=121s
https://www.bdo.com/insights/digital/digital-risk-management-toolkit-strengthening-security-compliance-resilience

Global Statistics 2025

Revenue US$15bn A +7%*

% €14bn A +5.3%

By region 56% Americas
33% EMEA

@ 11% Asia Pacific

People 119,611

o O

S
e A +3.42%

Data 1 October 2023 to 30 September 2024 (including alliance firms)
* At constant exchange rate.

Presence

By service
line

A

3,500
250

1 ,800 offices
countries and
166 territories

40.8% Audit and Assurance
21.7% Advisory
22.6% Tax

14.9% Business Services and
Outsourcing

BDO Digital

Microsoft Certified
Security Professionals



Our Microsoft Partner Credentials

Designations » Cloud Security » Intelligent Automation
» Identity & Access Mgmt. » Adoption and Change Management
» Information Protection » Al and Machine Learning on Microsoft Azure
and Governance » Analytics on Microsoft Azure
— > Threat Protection » Azure Virtual Desktop
» Infra and Database Migration to Microsoft Azure
» Low Code Application Development
» Small and Midsize Business Management
Funding » Cybersecurity Investment » Cloud Solution Program (CSP)
(CSI) Workshops » End Customer Investment Funds (ECIF) LEARN MORE »
» FastTrack M365
» Microsoft Cloud Accelerator Program (MCAP)
y » Microsoft Sentinel Migration and Modernization (MSMM)
» Azure Migration and Modernize and Azure Innovate (AMM and Al)
Awards/Memberships

Microsot artner part . MSUS Partner
W" ;‘N’ . Microsoft | Azure Award Winner

inner inner Partner | Expert Dy 55t o
2024 Partner of the Year 2024 Partner of the Year B2 micosot | MSP o ] Microsoft
Secure Productivity Award SMC-S| Empowering Customer Innovation Award



https://www.bdo.com/insights/press-releases/bdo-global-announces-recognition-as-winner-of-multiple-2024-microsoft-partner-of-the-year-awards?SOURCE=MSFTCMP

‘BDO’, ‘we’, ‘us’, and ‘our’ refer to one or more of BDO International Limited, its network of independent member firms
(‘the BDO network’), and their related entities.

The BDO network is an international network of independent public accounting, tax and advisory firms which are members
of BDO International Limited and perform professional services under the name and style of BDO (hereafter: ‘BDO Member
Firms’). BDO International Limited is a UK company limited by guarantee. It is the governing entity of the BDO network.

Service provision within the BDO network is coordinated by Brussels Worldwide Services BV, a limited liability company
incorporated in Belgium. Each of BDO International Limited, Brussels Worldwide Services BV and the BDO Member Firms is
a separate legal entity and has no liability for another entity’s acts or omissions. Nothing in the arrangements or rules of
the BDO network shall constitute or imply an agency relationship or a partnership between BDO International Limited,
Brussels Worldwide Services BV and/or the BDO Member Firms. Neither BDO International Limited nor any other central
entities of the BDO network provide services to clients.

BDO is the brand name for the BDO network and for each of the BDO Member Firms.

© Brussels Worldwide Services

|IBDO
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