IBDO LIXAR

{

SECURITY JUMPSTART

September 2022



PACKAGE SUMMARY IBDO LIXAR
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EMAIL MIGRATION SENTINEL M365 BACKUP

CORE PACKAGES

' . ADD-ONS

BRONZE SILVER GOLD

Set-up MFA .
Enable Safe Links .

Enable Anti-Phishing .

Email Migrations .

Security Information and Event .
Management on Azure

Backup and compliance .

Privileged Access Management

Microsoft Defender For Endpoint

Identity and Information
Protection

Azure ATP Advanced Threat
Protection

Attack Simulation Training




l BRONZE - LICENSES

MICROSOFT 365 BUSINESS STANDARD +
§ MICROSOFT DEFENDER FOR O365 PLAN 1

o o
TARGET AUDIENCE
v Enable Safe Links Small-to-Medium sized businesses, that wish to
, improve their security processes at a low
v Safe attachments for SharePoint, overhead cost.
OneDrive, and Microsoft teams
v Enable Anti-phishing protection
in Defender for Office 365
;' v Enable Anti-Spam and Anti- 9
} Malware
PRICE PER UNIT
$18.60 per user per month.




BRONZE — SERVICES |IBDO LIXAR

MICROSOFT 365 BUSINESS STANDARD +
MICROSOFT DEFENDER FOR O365 PLAN 1

PROFESSIONAL SERVICE DETAILS
MFA/Security Defaults BDO to Enable and Provide Guidance, Customer to roll-out

Enable Safelinks, Safe Attachments  BDO to Enable

Configure Spoof Intelligence (Identify incoming emails including
Anti-Phishing Attachments unauthenticated emails (messages from domains that do not
pass cyber checks, SPF, DKIM, etc.)

BDO to Enable Connection Filtering, Spam Filtering, and

Anti-Spam

Outbound Spam Filtering

Common Attachment Filter - filtering specified file types in emails,

Anti-Malware " :
commonly classified as malware (ex. .ace, .ani, .app)




- LICENSES

MICROSOFT 365 E3

Configure-Azure Advanced
Directory P1

Microsoft Defender for Endpoint P

Microsoft Intune (part of Microsoft
EMS)

Configure Privileged Access
Management

User Risk Policies
0365 Cloud App security

+ All features from the Bronze

IBDO LIXAR

R
=

TARGET AUDIENCE

Clients who want complete security of Windows,
Devices, Users, and Email

PRICE PER UNIT

$47.90 per user per month.




| ~ SERVICES B0 LIxA

MICROSOFT 365 E3

PROFESSIONAL SERVICE DETAILS

User Risk Policies Identifying Protection Policies, Choosing Acceptable Risk Levels, Risk
Remediation, Enabling Policies

Setting up Password Protection, Setting up Group Access
Management, Locating and Interpreting Advanced Security and
Usage Report (audit), Conditional Access, Azure Information
Protection Integration, Sharepoint Limited Access, Terms of Use, MFA
with unconditional access, Third-Party Identity Governance Partners
Integration

Configure Privileged Access Deploy Conditional Access Policies (templates to choose from, based
Management on client needs)

Configuring Azure AD P1

0365 Cloud App Security Enable O365 Cloud App security alerts and monitoring capabilities

+ All Professional Services included in the Bronze Package



GOLD - LICENSES
MICROSOFT 365 E5

v

v

Azure AD P2

Microsoft Defender for Endpoint,
Safe Documents

Azure ATP Advanced Threat
Protection

Attack Simulation Training*

+ All features from the Bronze & Silver
plans

TARGET AUDIENCE

Clients who want to be protected for all aspects
of their digital organization, and be a champion
for CYBERSECURITY.

PRICE PER UNIT

$73.00 per user per month.




GOLD - SERVICES IBDO LIXAR

MICROSOFT 365 E5

PROFESSIONAL SERVICE DETAILS

Configure Azure AD P2 Building foundation, Importing Users, Syncing Devices, Manage Application,
Conducting an Audit, Identity Protection, Identity Governance

Anti-Spam, Anti-Malware, ATP for SharePoint, OneDrive, and Microsoft Teams,
Safe-Links, Safe Attachments, Anti-Phishing, Creating Workspaces, Installing
Sensors, Enabling Notifications, Planning Advanced Configurations like VPN,
SIEM, Syslog

Configure Rules and Policies for enabling Safe :
. Dependent on client needs
Documents in Defender

Confirm your subscription and assign user licenses, Prepare your tenant to use
Configure Azure Information Protection AIP Configure and deploy classification and labelling, Prepare for Data
Protection, Administer the protection service for your tenant account as needed

Set Up Microsoft Defender for Endpoint Dependent on client needs

Configure ATP

BDO to run realistic attack scenarios in your organization. These simulated
attacks can help you identify and find vulnerable users before a real attack
impacts your bottom line

Attack Simulation Training

Building foundation, Importing Users, Syncing Devices, Manage Application, Conducting an Audit, Identity Protection, Identity Governance.



IBDO LIXAR

AZURE SENTINEL
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TARGET AUDIENCE
Inclusive of several connectors for | |
: : . Clients who are concerned about their Azure

Microsoft Solutions: and Infrastructure Security.
v Microsoft 365 Defender Solutions

v Azure AD
v Microsoft Defender for Identity

v Microsoft Cloud App Security e

PRICE PER UNIT

Varies based on consumption




IBDO LIXAR

‘ ENABLEMENT OF AZURE SENTINEL

PROFESSIONAL SERVICE DETAILS

Configure Azure Sentinel Building the foundation and initializing Azure Sentinel properties

Verifying existing Data Connectors and implementing any new

Verifying Data Connectors connector if required to monitor the logs and data in Microsoft
Sentinel

Identify templates related to existing Data Connectors, Logs, and
implement default templated in Microsoft Sentinel. This will help in
monitoring and alerting if any suspicious activity is detected by
Microsoft Sentinel

Implementing Templates

As this package is an add-on, these Professional Services are NOT in conjunction with the other packages.



IBDO LIXAR
‘ OTHER ADD-ONS:

For Customers Not on M365
- Email migrations

For Customers That Require Extra
Compliance (Security + Compliance Add-on)

- Office 365 Backup set up Add-on
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