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EscrowAI® Product Interface 
How EscrowAI works 

1. An algorithm owner uploads their encrypted algorithm to EscrowAI, specifying either 
training or validation mode. EscrowAI builds the algorithm into a secure computing 
container. 

2. A data controller curates a data set to meet the algorithm owner’s requirements.  The data 
set is encrypted and uploaded to an EscrowAI accessible zone within their secure cloud. A 
secure pointer to that data set is entered into EscrowAI. No data is ever sent EscrowAI, and 
the data sets are not accessible from outside the data controller’s environment. 

3. The algorithm owner creates a run configuration for a unique combination of the algorithm 
and dataset versions. 

4. The algorithm owner sends a run request to the data controller. 
5. The data steward either initiates the run or rejects it. 
6. To run the algorithm, EscrowAI initiates an attested, hardware-based Trusted Execution 

Environment (TEE) in the Data Steward cloud and loads the secure algorithm container and 
encrypted data into the TEE. In the attested enclave: 

o The algorithm and data are decrypted in protected memory.   
o The algorithm runs. 
o Standardized training output parameters are sent to the tracking server in a training 

run and displayed in the reporting interface. The trained model is also available.  
o In a validation run, a confidential report is created containing the algorithm’s 

performance.  
o The run outputs are the only things that leave that secure computing enclave. 

7. The TEE is decommissioned. 
 

Projects are coordinated through the EscrowAI interface, a SaaS application.  Collaborating parties 
are brought together in a project framework, and the necessary project artifacts and interactions 
are managed within EscrowAI. An artifact card structure is used to upload and manage the project 
inputs and outputs, and a project tracking overview displays the project’s progress.    EscrowAI uses 
role-based access control; within a project users interact only with the artifacts they control or to 
which they require access.  
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User Landing Page 
Users within organizations are assigned to projects, which are listed on their landing page after 
accessing EscrowAI.  Project cards identify the user’s role, their collaborating organization, the type 
of project, and the project’s status. 

 

Project Interface 
The project page is the interactive interface for the collaborators.  Each artifact card is the entry 
point for the activities needed to fulfill the scope of that artifact.  For example, entering the 
Algorithm card exposes the interface for encrypting and uploading an algorithm, adding any meta 
data associated with the version, and assigning its relationship to the other project artifacts (e.g., 
an associated data set).  
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