Increase your security maturity level

The Active Directory is constantly growing and changing with the company.
Therefore, it is essential to perform regular security audits. The Active Directory
Security Assessment gives you an overview of the security level and provides you
with suggestions on how to increase your maturity level.

BitHawk AG accompanies them in the Active Directory Security Assessment in 3
phases.

Active Directory Security Assessment
(Cloud & On-Premis)

Approximately 40 checkpoints in the Active
Directory are analyzed.

The measures include the following areas from
the analysis:

Active Directory

» Forest / Domain Topology
* Active Directory Site and Services
Phase 2: «  Active Directory Objekte
* Active Directory Domains and Trusts

Recommended Active Directory Users and Computers
measures
Azure Active Directory
e Review basic setup
* Admin Accounts und Settings
« Logins & Audits
» Legacy Protokolle & AAD Jein

Phase 3:
Implementation
measures




