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Introduction
Microsoft Zero Trust Architecture



Security Transformation

Devices

Identity

Classic Approach Modern Approach

Big Walls | Hardening | Protect Zero Trust
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Principles of Zero Trust
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Verify explicitly
Always authenticate and authorize based on all
available data points, including user identity, location,

device health, service or workload, data classification,
and anomalies.
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Use least privilege access Assume breach

Limit user access with just-in-time and just-enough-access (JIT/JEA), Minimize blast radius for breaches and prevent lateral movement
risk-based adaptive polices, by segmenting access by network, user, devices, and app awareness.
and data protection to help secure both data and productivity. Verify all sessions are encrypted end to end.

Use analytics to get visibility and drive threat detection and improve defenses.
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Zero Trust Objectives
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Identities Devices Data Infrastructure Apps Network
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Road to Zero Trust

Identities Devices Infrastructure
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Microsoft 365 Defender Security Products

— »
User Data Identities Cloud Apps Endpoints
Microsoft Defender Microsoft Defender Microsoft Defender Microsoft Defender
for Office 365 for Identity for Cloud Apps for Endpoint

Shift from individual silos to coordinated cross-domain security
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Microsoft 365 Defender

....oooooooooooooooooo Automatedcross_domainsecurity »oooooooooooooooooo.....
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One portal Coordinated active Automatic healing ~Unified threat Cross-domain
- unified entities protection from threats of affected assets intelligence and analytics threat hunting

Management - APIs - Connectors

Learn more: http://aka.ms/m365d Try it today: http://security.microsoft.com
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http://aka.ms/m365d
http://security.microsoft.com/

Defend across attack chains

Insider and external threats

Microsoft Defender Azure AD Microsoft Defender for -~

for Endpoint Identity Protection Cloud Apps -

-

Exfiltration of
Brute force account or use Attacker accesses

i data
stolen account credentials sensitive data A
_________________ r__________________
Exploitation Command Defender for : Attacker collects Domain
and Installation and Control . User account is : reconnaissance & compromised
Identity compromised R, configuration data @
]
]

Attacker attempts
lateral movement

Privileged account
compromised

Leading Insider risk
indicators management

- leakage

. @ Potential
Insider has access to Anomalous activity > o5E
sabotage

sensitive data detected


https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure/sentinel/

Zero Trust User Access w1 iz, 07

May 2021 - https://aka.ms/MCRA

Conditional Access to Resources

,__________-________________ Microsoft Applications
Policy is evaluated when I
| Lower Access i
@y User Threat/ | 2 ﬁzure. A':, . = Initial Access + Token Refresh I Restricted session 1 Office %65
Risk Signals Biizhyy R — 1 > Dynamics 365
Leaked cred protection L/ Change in security posture |
. Behavioral Analytics 1
A Microsoft Defender y 1 Y { CGvinidnpretotlammmr g Cloud Infrastructure
for Identit eee L Manager (ARM)
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App Security 1 ...
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Microsoft Threat Intelligence | ), Azure Active d H 33 m oo
8+ Trillion signals per day of security . ~" Directory (Azure AD) 1
context & Human Expertise # IsCompliant > -
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to make an informed decision based on organizational policy of policy across resources


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/azure-resource-manager/management/overview
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/MCRA
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
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Customer Inputs

Current Architecture
Requirements
Pain Points

Compliance
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Design Workshops

Concept

Engineering

Proof-of-Concept

Compliance Check

Modern Approach

Zero Trust

Zero Trust
Architecture
and Roadmap



