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\icrosoft 365 Defender
Deployment Service - Enterprise

\What are BlueVVoyant Deployment Services?

\With BlueVoyant's Mlicrosoft Security Deployment
Services, you don’t need to be an expert to take your
security and compliance posture to the next level.

Our Deployment Services are designed to get you up
and running quickly and to maximize your investment

in Microsoft with hands-on services thatinclude
onboarding and baseline configuration services forthe
implementation of specific Microsoft Security solutions.

BlueVoyant will perform a detailed analysis of your
environment(s) and provide actionable security

insights leveraging the Blue\/oyant catalog of pre-

built playbooks and alert rules. The service includes a
detailed assessment of your risks, guidance on how

best to leverage Microsoft-powered solutions, and/or
deployment and configuration assistance to best meet
the requirements of your unique situation. The services are
delivered by BlueVVoyant Microsoft certified experts who
specialize in Microsoft 365 Defender, Microsoft Defender
for Cloud, and Microsoft Sentinel.

BlueVVoyant

\What does the Microsoft 365 Defender Deployment
Service for Enterprise include?

The service includes the deployment and implementation
of security features within the Microsoft 365 Defender
product suite included in the Microsoft 365 Eb/AS/Gb &
EB Security licenses:

Defenderfor Endpoint
Defenderfor Identity
Defender for Office 365
Defenderfor Cloud Apps
Microsoft Entra ID Identity Protection

Mlicrosoft Entra ID Password Protection




Key Services Delivered

> Deploy Microsoft Defender for Endpoint agents and
devices using Microsoft Best Practice Configurations
forendpoint security

> Defender for Office 365 Email assessment to review
SPF, DMARC, & DKIMI, as well as Safe Links, Safe
Attachments, Anti-Spam, Anti-Phishing, SafeDocs and
Anti-Malware feature enablement

> Enable integrations and basic settings for Defender for
Cloud Apps

> Assist customerin deploying sensors and policy review
for Defender for Identity

> Review Mlicrosoft Entra ID Identity Protection policies

> Add the following managed custom SOAR
remediations in Azure Sentinel:

- Revoking a user session or Block logins for a user
- Disable an email account, or a user account

- Modify user permission levels or sharepoint group
membership or AD group membership

- Delete afile oran email

- Quarantine afile oran email

\Why Clients Choose BlueVVoyant for Microsoft
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Delivery
Expertise

Hundreds of Sentinel deployments,
battle-tested processes, and
proprietary IPto quickly deploy and
configure security solutions.

Increased security and

visibility

Powered by ourteam of security
experts, massive library of proprietary

alertrules, Threat Intelligence,
Automation and Al capabilities.

Data Privacy and
Cost Optimization

Our customers keep security

data in their own environment,
ensuring stronger compliance and
reducing cost.

About Blue\VVoyant

> Winner - Security MSSP of the Year in the Mlicrosoft Security Excellence Awards for 2023
> Winner-2023 and 2022 Microsoft US Security Partner of the Year

> Winner - 2021 Microsoft Security 20/20 Partner Awards for “Top MDR Team”

> Microsoft MXDR Verified Partner

Blue\/oyant combines internal and external cyber defense capabilities into an outcomes-based cloud-native platform by
continuously monitoring your network, endpoints, attack surface, and supply chain, as well as the clear, deep, and dark web
forthreats. The full-spectrum cyber defense platform illuminates, validates, and quickly remediates threats to protect your
enterprise. BlueVoyant leverages both machine-learning-driven automation and human-led expertise to deliver industry-leading
cybersecurity to more than 900 clients across the globe.
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Tolearn more about BlueVoyant, please visit our website at wanw.bluevoyant.com or email us at contact@bluevoyant.com

BlueVVoyant



www.bluevoyant.com
mailto:contact@bluevoyant.com

