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Getting Started

Fast track I

1. Create an account

Register here to create your account. You can sign up with your Google or Microsoft

login.

2. Create a new architecture

Cloud strategies / AWS / AWS Kubernetes cluste...
aws o
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3. Add cloud resources
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Drag and drop cloud resources from the leftbar to the design area to build your

architecture. Customize the cloud configuration of the resources

Cloud strategies / AWS / AWS Kubernetes cluste... [+)
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Compute ~ lambda functio
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Lambda ~ Resource name

Terraform type: aws_lambda_function.

Q. Search attributes

Required params *

default

@ Lambda This name is used to create Terraform resource
Lambda layer version Region

— EU (Frankfurt)

v -

M Lambda permission b q

lx ‘ P / aWS# US East (N. Virginia) } Code name: eu-central-1

Lambda alias ‘

| Function Name
Lambda event source ma...

| IAM role policy attachment

Lambda function event in...
| Role

X
Lambda provisioned con... x
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Lambda Code Signing Co...

00000

| Advanced configuration
Lambda Layer Version Pe...
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4. Auto-generate the Terraform code
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See the auto-generated Terraform code on the right pane.

« ¥ P D X Auto-saved © 0 main.tf - CREATE PULL REQUEST PLAN

@ A 2

Lambda function

ype: aws_lambda_function
lambda funcnoa
E Required params * (-]
o Resource name
default
US East (N. virginia) te Terraforr
Region
US East (N. Virginia) -
1AM cy attachmen
X Code name: us-east-7
Eo
Function Name
docs
M role policy attact
Role
E‘ aws_iam_role.iam_for_lambda.arn
2 ©
Advanced configuration (-]

1AM role policy attachr

We support providers such as AWS, Azure, GCP and more.

5. Add you cloud credentials

Add your preferred cloud provider credentials into Brainboard here.

Here are examples for AWS and Azure.
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ORGANIZATION CONFIGURATION

B cenerl Cloud providers configuration

&% Members

@ Teams AWS  Amazon Web Services
52 Projects
Credentials
B siling The only accepted AWS credentials is the pair of access key id and its associated secret
Support
Name Creation time Last update Access key id Secret access key
Main 202001091406 2021101 0785 [ ]
& Cloud Providers
[ ] 202204021400 20221207 0850 ] R
@ oitapps
@ o
-
Information
a8 A\ Microsoft Azure R
& Porsonai Gitokens
’ Google Cloud Platform
(O  oracle Cloud Infrastructure
B cenerl Cloud providers configuration
2% Members
@ Teams AWS  Amazon Web Services
5 Projects
B silling A\ Vicrosott Azure R
Support i
Credentials
secuniry The only accepted Azure credential method is based on the client id and its associated secret.
& Cloud Providers | Name. Creation time Last update Subscription id Client id Tenant id
@ oitapps
Q@ o

B information

& Personal Git tokens

{ > Google Cloud Platform

(O oracle Cloud Infrastructure

Client secret

pocs

6. Trigger a plan

After adding your cloud credentials, you can trigger the Terraform plan directly from the
design area and get the output in real time.
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Cloud strategies Azure Azure Landing Zone Ba. [+]
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CI/CD ENGINE

& CI/CD Designer custom_dns.
id

# One Action location

name
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7 Pipelines

[B Templates

@ Settings

private_service_connecti.
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Account Setup

Here below are setup actions that you need to do for your account to be able to:

e Do pull requests to your repo
e Organize how you work with your team collaboratively
e Do plan, apply and/or destroy

How data is organized
Before you start, you need to understand how information are organized in Brainboard.

There are 3 levels of information:

“ Projects / Environments / Architectures
Projects

o . o
Total: 2

» [ Data migration 5 environments

~ [ Security templates 4 environments o = 1 H
» |§ Development 2 architectures
|® Production 0 architectures

[ AWwS Kubernetes cluster with native CNIs O

[ Azure VMs with LB rules (]

[} Azure VNET with NSG & Rules O

D VPC with subnet and security groups on 2 AZs O

| Test 0 architectures

1. Projects: this is the topmost level of the hierarchy and it is equivalent to a folder.
To better organize your work within Brainboard, you can consider the the project
as your client or team's folder, so you can rename it in way that makes sens to
you.

2. Environments: inside any given project, you have multiple environments. By
default Brainboard suggests to create 5 environments when you create a project.
These environments are the stages of production systems, like test,
development, QA, staging, production... and they are containers for architectures.

3. Architectures: is the last element in the hierarchy and contains the diagram of
your cloud infrastructure with the auto-generated code.

The architecture is the one that accepts actions like: plan, apply and/or destroy,
pull requests, versioning...

Contact us: sales@brainboard.co
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TERRAFORM STATE

The architecture is associated to one Terraform state to better isolate and secure
your infrastructure. This is a Terraform best practice and you can specify a
different remote backend in the setting page.

Please refer to the right section of every level if you need detailed information.

1. Team organization

When you invite your colleagues to build cloud infrastructures within Brainboard, it's
better to put them into teams to reflect your internal organization & processes. For e.g.
DevOps team, Cloud Architect team, Security team, Project managers...

Here is the link to access the team settings.

Teams management

secowry Ge 0 @buiboardco | @brainboardco

2. Add cloud credentials

Add your preferred cloud provider credentials to be able to do plan, apply or destroy and
also to trigger the CI/CD pipelines.

Here is the link to access the cloud credentials page.

Examples of configuration for AWS and Azure:

Contact us: sales@brainboard.co
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QQQQQQQQQQQQ conFiouRATION
. . " X
- Cloud providers configuration
Memb
Teams AWS  Amazon Web Services N

Credentials pocs
Billing The only accepted AWS credentials is the pair of access key id and its associated secret

Creation time Last update Access key id Secret access key Actions

Name
Main 202001091406 2021101 0785 )
& Cloud Provids
@ oitam
- (]
Information
a #\ wicrosoft azure RM v
e " 1 Git toks
{ > Google Cloud Platform v
@ Scaleway .
)  Oracle Cloud Infrastructure o
. o . X
& o Cloud providers configuration
2% Memb
@ teams WS Amazon Web Services .
5 Projec:
B silling /N Wicrosoft Azure RM .
B support .
Credentials bocs
SSSSSSSS The only accepted Azure credential method is based on the client id and its associated secret.
@ EmREio | Name Creation time Last update Subscription id Client id Tenant id Client secret Ac|mm

@ citapps
Y Y W=
— XY Y W=

B information

& Personal Git tokens

4 > Google Cloud Platform v

(O  oracle Cloud Infrastructure v

3. Git configuration
Brainboard supports 2 types of Git connections:

3.1. Git apps

This type of connections is done through the app registration, and the user
management is done at your provider level and not in Brainboard
INFO

The only provider supported is Github. Azure DevOps will be added in the near future.

Here is the link to access Git apps settings page.
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ORGAMNIZATION CONFIGURATION

B General Git Apps

These apps are global to the organization (i)
-w Members

@ Teams

Github :
B¢ Projects N paatinn Himma ‘
L] Creation time: N/A

B Eilling

o add Github integration, you need to allow
Support Brainboard GitHub's Application to read your
repository and do PRs.

SECURITY
ADD GITHUB INTEGRATION
&Yy Cloud Providers
§ ocitapps
;, Data
MY ACCOUNT

B} Information

&, Personal Git tokens

3.2. Add personal git tokens

Git personal tokens page allows you to store the tokens that you generate from your Git
provider and set their scope (in which projects they will be used).

The Git providers supported are:

e Gitlab
e Azure DevOps
e Bitbucket

Here is the link to access Git apps settings page.
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N X
Personal Git tokens

an b
@ Teams €J  Azure Devops v
L

B  sitbucket v
B silling
Support

& Gitlab ~
& cloud Provi iders You can add multiple Gitlab personal tokens to connect to different Gitlab servers & repos. [+]
§ o
e Name Base URL Gitlab Access Token Creation time Last update Actions

Data

Main’ httpsi//gitlab.com e = o,
B information
& Personal Gittok

4. Set remote backend

It's a best practice to store the Terraform state generated after you provision your cloud
infrastructure into a remote backend.

Brainboard allows you to set and use your own remote backend.

Here is the link to configure it.
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ORGANIZATION

By General

-n Members

@ Teams

B¢ Projects

B EBilling
Support
SECURITY

¢y Cloud Providers
w Git Apps

e Data
MY ACCOUNT

[ Information

&, Personal Git tokens

SECURITY

Data Management

N g Terraform Backend :
= Last update time: 2022-10-07 10:24

Please select a Remote Backend for your tfstate files.
N.B: it may take few minutes toe migrate all your Terraform
states into the target backend.

® Awss3

Region*
eu-west-3

Bucket Name *
security-topologies

() Azure Blob Storage

| O Brainboard backend (default)
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Start with a template

One of the fastest way to start with Brainboard, is to start by a template.

You can access the template catalogue from the design area with the button Templates:

Cloud strategies / Development / % VPC with subnet an... o
aws Resource 4280 ~ H @ a W oa * ],V 0 B

# i x Modules
Q

You can search by keyword any architecture, for e.g. landing zone, kubernetes, security...
or select your preferred cloud provider to only see the templates architectures for this
specific provider:

.
@ Cloud infrastructure templates catalog Q A™mO o0 0 @l @ 66 templates X
- I i
= &
] i
£ A ‘ PRl o o ol
. @i
), Azure AKS With Log Anal... , /f, AWS Load Balancer With ... AWS RDS . » Azure API Management p
nQ S > Q ne
]
B g &
O el em : i [ B E e ]
(®, VPC With Subnet And Sec... o 'Y AWS Instance And DB Wit... . 4D REST API For Amazon Do.. . (®, Jenkins Architecture On ...
& by chaik Belhaoues Q4 ( oy Chafik Belhaoues 7 B2 ) by Chafik Belhaoues #7 &3 & by chaik Belhaoues # &3ss
aws. @ aws. e aws. e aws. @
ocl . /f, AWS Serverless Architect..
@ by Tarak Bach Hamba @0 “3‘ by Chafik Belhaoues 47 &2
oo Q&
L

There are 2 types of templates: public and private.

When you first create your account, you only see the public ones but you can convert
any architecture that you make into a private template. Which allows you to build your
internal library of templates to use off the shelf.
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