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Data Loss Prevention Service



What’s your
strategy for
protecting and
governing sensitive
and business
critical data”

BrickRed
Systems
Business and Technology Consulting

Do you know where your business critical and sensitive data

resides and what is being done with it?

Do you have control of this data as it travels inside and outside

of your organization?

Are you using multiple solutions to classify, label, and protect

this data?
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What Is Data Loss
Prevention?

Helps in identifying potential data
breaches and stopping them
before they occur.

Ensures the safety of sensitive
information such as personal
data, financial information,
intellectual property.

Aids organizations in complying
with data protection laws like
GDPR, HIPAA, and others.
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Brickred DLP Services

DATA GOVERNANCE

Secure data acrogs fts lifecycle, Responsibly democratize your data Manage crltlcal'rlsks and regulatory
wherever it lives requirements
Data Loss Prevention @ ‘ Compliance Manager
Data Discovery
i i == Data Understanding ‘ i ;
Insider Risk Management = Secure Compliant ) cDiscovery and Audit
_ _ Data Curation
Information Protection E2) Communication Compliance
Data Management
Adaptive Protection  (§8§ Responsible Access and Use Data Lifecycle Management
Platform
....................................................... Data Map, Data Classification, Data Labels, Audit
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o . Systems 24/7/365 availability, support for 48 languages, ISO 9001 and 27001 certified.



Brickred DLP Services

e Microsoft 365
Cloud DLP - Service based

I

o Endpoint

Data in use Device or Session based
Data in motion ®
Data at rest ®* Non-Microsoft apps
3rd party APl based
e On-premises oo
MIP Scanner e [ 7]
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Data Loss Prevention (DLP) Capabilities

Finance process

Upload to restricted cloud service domains or access from unallowed browsers
Paste to supported browsers

Copy to clipboard

Copy to USB removable media

Copy to a network share

Print

Copy or move using unallowed Bluetooth apps

Copy or move using Remote Desktop Protocol(RDP)

Create an item

Rename an item

Access by restricted apps

Auditable

N/A

Able To Restrict
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