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BCX Information Security —

Vulnerability Assessment and
Network Penetration Testing

Vulnerability assessment is a process of defining, identifying
and classifying the security holes in information technology
systems. An attacker can exploit a vulnerability to violate the

security of a system.

CHALLENGES

The proliferation of Denial of Service attacks, and
malware software, such as wormes, viruses,
Trojan's, spyware, and keystroke loggers, means
your networks, business systems, processes, and
also endpoints, are more vulnerable to attacks, so
the need for up-to-date security compliance is
greater than ever before.

IDEAL SOLUTION

By performing a Vulnerability assessments and
Network Penetration tests, the organization can
pro-actively identify weaknesses in IT systems and
subsequently make informed decisions to
mitigate the risks associated with Information
Technology systems and Data Security. Leveraging
Microsoft Technologies such as M365 and Azure
Sentinel, to help you remediate findings quickly.
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DESIRED OUTCOMES

At BCX, skilled and experienced consultants
provide insight and guidance to help you analyze,
build and manage security products, systems and
services, that are customized for the
requirements of your industry.



Let us do the planning

The Vulnerability Assessment and Network
Penetration testing approach is derived from
BCX’s comprehensive Information Security
Framework to ensure a fit for purpose use of the
Microsoft Security advantage, such as the
Intelligent Security Graph.

Perfect Security for the perfect customer

By analyzing and comparing the state of the
organization’s information security against the
current landscape we can identify and expose
security risks, measure their impact on the
organization and suggest remediation where
required.

Business Connexion
Namibia Pty (Ltd)

BCX X-Pen-Testing

The main aim of the Security BASELINE assessment is to
ease the process of security status assessment using an
intensive, focused approach that creates high impact,
risk based solutions within a short timeframe.

With our solution and Microsoft Security

We will deliver a transition into a Secure,
Productive Enterprise that will enable you to
focus on your business and let us take care of the
security journey.



Business Connexion Namibia Pty (Ltd)
BCX X-Pen-Testing & M365 / Azure

Together, we achieve more. The Security BASELINE assessment and Network

Penetration testing is to ease the process of security status assessment. An intensive,
focused approach is followed to identify vulnerabilities.

A priority-based remediation report, with recommended actions for each finding, is
created within a short timeframe. By using showcasing Microsoft 365 security.

Mobility & Defense

With Microsoft 365 and BCX X-Pen-Testing we provide

recommendations to configure your BYOD to suite your
company policies

Security by design

Our highly experienced Information Security Team offers
their expertise with the features such as Multi-Factor
Authentication deployed in minutes

Managed Services for your Company

As a true value addition our solution includes access to
our managed services portfolio through an Security SLA
so we can manage the M365 for your organization after
assessment to provide continuous insights and guidance
on your security.



Customer success: Debeers
Group with BCX X-Pen-Testing!

“The penetration testing initiatives and external assurance

1. Information security
governance

2. Information security
= policy
~_ 3. Security awareness

21. Business continuity

20. Third party management .

19. Incident managementg . 4. Accountability

18. Change management £ " 5. Information risk

services provided real confidence to our stakeholders within

De Beers.

Through their professional expertise, experience and

16. Malware protection

continual support, we have mitigated numerous cyber

landscape risks efficiently and effectively without

Compromising our 24/7 mining operations.”

Morne Karg — Information Security Manager — Debeers Group

Namibia.

Planning your Journey with Security

Following the BCX X-Pen-Testing Assessment, we
provide you with a security roadmap, matching
Microsoft solutions to your shortfalls in security
posture.

14. Cryptography

13. Electronic *
communication

12. Network security

Mobility Freedom with Peace of mind

The Debeers Group Namibia team have found
that the added mobility of their Office 365
experience is making for more productive use of
time, and ultimately more effective workdays,
now with Microsoft 365 security is layered and
consistent across all mobile devices.

17. Systermn development |-

15. Information privacy

6. Asset ma nagement

_| 7. Identity and access
management

8. Application security
"9, Physical security

|_—""0. System configuration
11. System monitoring

Fig. 3) Business Connexion Radar Identification Chart

Defense in Depth

From Multi Factor Authentication to in depth
insights utilizing Azure Sentinel a Cloud Native
SIEM solution, we will help you build layers of
defense.
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Business Connexion Namibia Pty
(Ltd) BCX X-Pen-Testing, become a
Secure Productive Enterprise
Today!

Call for more information: +264 61 204 0175
Ask a question via email: Reghardt.Joubert@bcx.com.na
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Learn more: https://www.bcx.co.za/
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