


ABOUT US

ByzGen are experts in secure ledger & enterprise 

blockchain having developed FALKOR a market leading  

blockchain orchestration platform.

FALKOR is an established and trusted Enterprise 

platform that is the technology foundation of LogLocker. 

LogLocker is a simple solution to address the ever-

increasing challenges of data regulation and compliance.

Byzgen are champions of digital trust.
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PROBLEM

COST

TRUST

PRESERVATION

DATA GROWTH

Increased regulations, increased data sources, increased cyber threats.

Compliance costs for the average global bank exceed $200m annually.

Records used to respond to litigation or information requests have their 
authenticity questioned.

Defending brand and reputation with authentic trusted data is critical to 
the success and growth of a business.

Complex long-term retention and storage of compliance data due to the 
format, breadth and disparate locations of storage volumes.

Accidental or malicious data loss can cost average $5 -15m per Enterprise.

Enterprises report average 63% data growth per month from 
400+ sources.

Compliance teams monitoring over 250+ applications making 
investigations highly complex.

Emergence of AI processes and accountability significant impact
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SOLUTION – LOGLOCKER

COLLECT

Collect and store audit logs to be used as 
supportive evidence to authenticate compliance 

records and specific compliance events.

PRESERVE

Use decentralised blockchain-based architecture 
with consensus-based replicas and 

cryptographically signed blocks to guarantee 
tamperproof immutability. 

AGGREGATE

Aggregate audit log data from multiple enterprise 
sources to simplify the collection and search of 

data during investigations or data requests.

SHARE

Secure permissioned 3rd party access to records, 
creating trustworthy relationships with partners, 

regulators and customers.



LOGLOCKER 
OVERVIEW

SIMPLE AND FAST DEPLOYMENT

Available through the Azure Marketplace the LogLocker platform can be 
deployed within hours.

OPTIMISED FOR COMPLIANCE WORK

LogLocker offers a broad range of features to simplify data collection 
combined with performant search and retrieval capabilities.

MICROSOFT SENTINEL INTEGRATED 

LogLocker is integrated with Microsoft Sentinel to maximise the value of 
the data and logs already being collected. 

SCALABLE AND EXTENSIBLE

LogLocker is API enabled for extensive integration, data agnostic, and 
offers scalable infrastructure for future challenges such as AI. 
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LogLocker - Long Term Defensible Log Retention

Microsoft 
Sentinel

Machine Learning (ML) & AI

Behavioral Analytics (UEBA)

Security Incident & Event Management (SIEM)

Security Orchestration, Automation, 
and Remediation (SOAR)

Compliance 
& Audit

LOGLOCKER – SENTINEL REFERENCE ARCHITECTURE

3rd Party & 
Regulators

KQL CollectionKQL Collection

https://learn.microsoft.com/azure/defender-for-cloud/defender-for-cloud-introduction


PRODUCT BENEFITS

Rationalises compliance archiving applications

Accelerates compliance record aggregation

Reduces investigation and response time

Avoids costs and potential fines

Automation of complex compliance tasks

Supports complex cloud and on-premise data collections

Configurable architecture for geographic compliance

Targeted collections avoiding archiving of entire dataset
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VALUE TO MICROSOFT SENTINEL CUSTOMERS

Log Locker – Defensible and Trusted Compliance Records

Cloud-native scalable SIEM & SOAR solution

Inherits tamper-proofing and immutability

135+ Microsoft & 3rd Party vendor connectors

AI & ML intelligence for threat detection and response

Supports 90+ days historical compliance and work

Immutable storage and redundancy for long term retention

Defensible logs for legal response and disclosure

Multi-tenant, cross cloud data aggregation

Transparent secure data exchange with 3rd parties

Sentinel Sentinel +
LogLocker



THANK YOU

www.byzgen.com

www.log-locker.com
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http://www.byzgen.com/
http://www.log-locker.com/
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