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Enterprise Scale AlFactory is open source (MIT license) on GITHUB
+5 years old

e jostrm 2019
azure-enterprise-scale-ml
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https://github.com/jostrm/azure-enterprise-scale-ml
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Your use case
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% innovation with Azure Machine
ure Data/Factory
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Wiing
. The company

Esses at its manufacturing locations .
Bonsistent qualty of the steel used in http s.//customers.microsoft.com/

e help of Microsoft, Epiroc created an
ESML Al Factory on Microsoft Azure. The company was able
to get it up and running within 60 hours. The scalable
solution gave Epiroc's manufacturing teams across the
globe the ability to share data, best practices, and create

consistent, repeatable processes to ensure the highest
quality steel—and equipment—uwhile increasing efficiencies
and reducing waste.

“We felt confident that with B
Microsoft we could create a
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Customer Stories Search

o Sweco Group empowers its
i architects and engineers with a
timesaving Al assistant built i
| | /Azure Al Studio
L ety

May 11,2024 & rint
Learn More
As one of Europe’s leading architecture and engineering firms,
Sweco makes it a priority to empower its more than 22,000
o consultants with innovative technology. To free up time for Ansre OpenAl Service
more creative solutions in client projects, Sweco used Azure Al Services
s w E c 0 Microsoft Azure Al Studio to rapidly develop a digital assistant  Azure prompt fiow
to automate document creation and analysis and enhance
search capabilities across the enterprise’s global network. With
the assistant, called SwecoGPT, consultants can now find
critical project information quickly, create and analyze
documents easily, and use the time they save to deliver more
o personalized service to customers around the world.
P Consultants are reporting increased productivity and added
client value. With the success of SwecoGPT for internal use, the
company plans to expand its use of Azure Al Studio to support
digital innovation and to create solutions to enhance the

Azure Al Studio

Azure Machine Leaning
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Y Scandinavian Airlines reduces

loyalty program fraud with
Microsoft Azure Machine
Learning

ah-eng

LBsningar v

Cosomer “We use Azure Machine Learning
St to solve real business problems
without worrying about
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. gaining value from the
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The scaling technology

With code, you can set-up development, testing, and production infrastructure for various initiatives,
by using ready-to-use scripts. No manual is required, your is set i

in Azure. You only pay for the Azure consumption you're using, and when a project isn't needed
anymore, you can safely bring it down and know that all the code is left to re-script the entire setup
again.

Here are further details on how SARAH gives you an accomplished Data & Al platform. For example,
best practice for a modern data platform with lambda architecture, is implemented, including Auto
Lake. The MLOps framework allows you to create a pipeline to train a Machine Learning model with
only two lines of code, something that typically takes close to 2000 lines of code. OF course, well-

en frameworks such as CAF (Cloud Adoption Framework) and WAF (Well-Architected Framework)
also implemented which provides you with a safe, stable, and secure environment. The next
Ineration of data platforms with Data Mesh architecture are also built-in, through support via a

are Back' function that enables various initiatives/projects to subscribe to data sources created by
Pther parts of your organization.

Combined expertise with big muscles

SARAH is the result of a close collaboration between Sogeti, Microsoft and the team behind the Open
Source Framework ESML (Enterprise Scale Machine Learning). With ESML as a foundation, we have
added additional functionality based on our knowledge and experience of large-scale Data & Al

Year: 2020

.

Las mer om vart Azure Intelligence
Center har!




=@ Microsoft

WHAT is the AIFactory?

AlFactory
Acceleration




97 109 25 1 S_ 14

AlFactory 4 components, assets(¢ @ >
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Al Ready infrastructure

AlFactory landing zones

0L

Identity and access management

* Approval workflow

® Notifications

o MFA

® Access reviews/packages
® Audit reports

Management
subscription

&

group and

0}

E Dashboards (Azure portal)

Change tracking

Managemant group

* App/DevOps
o Subscription manager
o Other custom roles

Enterprise 1l / ft Co

Enroliment/Billing
Account
I Department/Billing
Profile

Account/Invoice
Section

Subscription

Microsoft Entra ID

Agreement

AlFactory

Solution accelerator

ﬁ On-premises

>

Active Directory
Domain Services

* Service principal(s)
* Security group(s)
* Users

ESML AlFactory acceleration
1) AlFactory Shared Governance: AlFactory dashboards, cost control, overall

° Dev-Spoke: AlFactory Common-Dev. Peered to HUB

Tenant root group

Contoso

° ° Project001-Dev (ESML), Project002-Dev(ESGenAl)

° Test-Spoke: AlFactory Common-Test. Peered to HUB

.
Automation = L 3 L 3 L
;:WM;” )—E » Inventory management ’ | Landing zones r I Decommissioned [ I sandbox T Plath
* Update ‘orm o o
— F—=— co DevOps team © @ Proiectoo1-Test (ESML), Project002-Test(ESGenAl)
R | Management I | identity l | Connectivity [ | corp ] | Online | |
Log analytics . Cuertes L T T T i De:
ke X -]
workspace s | I ] c"J vOps ° Prod-Spoke: AlFactory Common-Prod. Peered to HUB
a Git REpOSiIDI'V Board Deployment
A~ Management Identity Connectivity A'.I::d':'ry{::\el D'“:' ":I'”"'"“’ || sandbox ° o pipeline(s) i .
o, o B 0 e e S =i subsarisin subatrpton ® T ] © © Proiectoot-prod (ESML), Project002-Prod(ESGenAl)
-
Subset  Coq Role Policy Network  Defender Landing 20ne Landing 20ne —— o . -
; ; AlFactory-TEST Alfactory-PROD - Role definits v sceing
management assignment  assignment  Watcher  for Cloud subscription e subscription 2 ’::v;";!z:;w“ * Resource group and subnet provisioning: AlFactory projects o Platform & AlFactory automation:
ﬁ Role assignments * :I‘"; S "'I'“”" coreteam, AlFactory project team - CoreTeam: Automation pipelines for laC of AlFactory project, and onboard users
On-pr Policy assignments ® Platform & Policy deployment - Project teams: MLOps and LLMOps pipelines, to orchestrate CI/CD.
Resource templates - Reusable templates for: DataOps, MLOps, LLMOps, Notebooks, etc
Identity e e subscription ESML templates
subscription Azure DDoS Azure DNS. O
s Private Resolver . Arure Firewall ~ YWANHUD oy
Protection 00 L - Landing zone - AlFactory DEV subscription 001 Landing zone - AlFactory TEST subscription 001 Landing zone — AlFactory PROD subscription 001
) ONS Spoke () ven/erpressh > ~vwali Hub
£.> uNetRegion1| DNS UDR(s) NSG/ASG(s) @ o Regionl Zi.) %] smw::“ oute Conn ‘cti:n Resource group: AlFactory-Common-DEV [ 4] Resource group: AlFactory-Common-DEV [ 4] Resource group: AlFactory-Common-DEV [ s
L L ; e
&> vNet Region 1 DNS UDR(s) NSG/ASG(s) &> vNet Region 1 DNS UDR(s) NSG/ASG(s) » vNet Region 1 DNS UDR(s) NSG/ASG(s)
Resource groups(s) [ 4] Recovery VWAN Hub @) ° ‘
59";'79)5 Connection &ﬁﬁ:*wk
vault(s
VWAN ; ] s .
EER > i — £ Project001-DEV Networking & RS ESY =] é e i Projecto01-PROD
bct b2 bes Entra 10 Domain sevices o b 1) vonecoressnouts Identi L £22 Project002-TEST - N id= £8f Project002-PROD
Ul Azure DNS - -
Connection B 3 e Private Resolver oo““ =i ESML Datalake ESML Datalake roject003-TEST [ ESML Datalake 552 Project003-PROD
‘ VWAN Hub
= Policies -
4o uNet Region N DNS UDR(s) NSG/ASG(s) i n;:“ N 2N . Haure Freal L0 Data Ingestion Data Ingestion Data Ingestion
Resource groups(s) [ 4] Recved e : 3 @ o —
;
e Cost Role Policy Network Defender Resource group: AlFactory-Projet001-DEV [ Resource group™ ory-Projet001 - Resource group: ry-Projet001-PROD [ 4]
. . . OR ; vault(s) c 't Watcher  for Cloud °AIFactcrv project type: ESML AlFactory project type: ESML o AlFactory project type: ESML
e 7 ¥ S— ¥ ¥ m—
pc1 pc2  oa3 Entra ID Domain Services e s By E P
2 @ 8 * STAGE ===
e &l .,: ,Q 0 ESML AlFactory — Shared governance — ==
R ——
Cost Role Policy Network Defender
management assignment assignment ~ Watcher  for Cloud AlFactory i
. ¢ “ E Dashboards e Recﬁ\(/e)ry Services ::argd Resource group: AlFactory-Projet002-DEV [ 4] Resource group: AlFactory-Projet002-TEST [ 4] Resource group: AlFactory-Projet002-PROD [ .]
vault(s rvices °
. 9 [ . % 0 AlFactory project type: ESGenAl ° AlFactory project type: ESGenAl AlFactory project type: ESGenAl
Microsoft Version: 2024-07-04 abs G: £
Azure Option: AlFactory to VWan Cost Role Policy Network  Defender & Py
management assignment assignment  Watcher for Cloud S o
Note: If you are looking for Option: AlFactory to Hub/Spoke]
————
please search the main AlFactory -




2 packages of
services

Discriminative Al “Classicaal Al” MLOps + DataOps

Meachine Learning, Deep Learning,
Froclctons Vst Specch ESML
redictions, Vision, Speec est 2019

Services in project type: ESML project

I s BB & e (
— ] ] & bOD O
$ | XV[eEREs [ @
4 CPmPUte: Azure Storage, 3 subnets: 1 VM for
Azure Databricks Azure ML Private AKS, | Azure Keyvault, 2 for Bastion

Datafactory workspace “001" workspace AML cluster, | Azure Container || databricks, access

Analytics, Azure
DataOps, Spark) (LLMOps) Instance Eventhubs, VM

ik (Streaming, "001" Compute registry, Log 1 for AKS

(DataOps)
Generative Al “ChatGPT" — GenAlOps
ChatGPT, RAG, Agentic, Generate
text, Image, Summary, Video

GenAl st 2024

Services in project type: ESGenAl project

- .
(D<)
’ 2 PN

Azure Al Azure Storage, 2 subnets: 1
Azure Al Azure Keyvault, Azure tor front-and Azure Al Azure Webapp

Studio®001 | S0 HUP | syre Container | | 0penAI001” || 1for backend | | Search )

001" registry,Log
(Al portal) (LLMOps) Analytics (LLMOps) (RAG)
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B Microsoft & Processes | & People

___________________________________________________________________________

Governance - cost, automation, onboarding

Process to create more projects?
Process of GenAlOps, MLOps?
How to onboard a team to the AlFactory?




ject

Stages

Ticket to get a AlFactory pro

ESMLProject onboarding

How the business can order a ESML project to be setup in the ESML Al factory

Result 1: Coreteam review, and auto-provision an ESMLProject in Azure (including AD-group)
Result 2: Email sent out with ESML Project number. Example: “Project003”

1-250 projects

Project owner * Joakim Astrém
Business unit * Customer success unit

esml-project-prod

Cost center * 123456

AD-Users/group * joakima, batman, robin

Model/Project folder 01_predict_sales

50000909&

Model prefix:3 chars MO1

Maximum of 3 characters.  Currently Used 0

characters.

Project type ES GenAl
(ml,generic):

Project environments (V] Dev (0 Test&Prod (J Dev,Test,Prod

Erm v" Each ESMLProject own area



% Microsoft & Processes &

___________________________________________________________________________

Processes: , GenAlOps

Templates: GenAlOps example



svicosot  Maturity stages: 5 levels of AlOps

A

Inner loop

Finetuning/Evaluation

Outer loop

Maturity Level Release Process Process automated
Process
Level 1—No Ops UNTRACKED MANUAL -
Level 2 — Pipeline for
Finetuning, Grounding, Automated MANUAL AlOps (inner)
Evaluation
T Y Y AlOps (inner)
Level 3 — Release Pipeline Automated(Code) CodeChanged” with DevOps
Level 4 -CI/CD + “DataChanged” trigger with :
e Automated (Code+Data) EventGrid DataOps+AIOps (inner)
Lzl S DataOps+AlOps (inner / outer)
AlOps: P P

Dev,Test,Prod environments
No Public IP

Dev,Test,Prod environments
No Public IP

+Feedback loop: data back for
training




svicosot AIOPS — INNER & OUTER loop

Al ready infra
Templates (BICEP)

v

Automates

DEV landingzone Stage landingzone Al factory - PROD

Project 1

Compare & Registe QRSN v Deploy
Deploy/Smoke Test Model V1 MOdel V1

Project 1

Model v2

\V)

INNER LOOP
v Retrain/Finetune, Calc Test score OUTER LOOP

v' Compare (test scoring, RAI, ..
v Register/Promote if better




B vicrosoft  A/Readly infra - Enterprise Scale Al (GenAlOps)

Management

ashboards, cost control,

[/] Al Ready Infrastructure — Dev, Stage, Production
[/|AlOps Templates: move from: Dev->Stage->Production

‘ Alfactory Shared Governanc
@ Dev-Spoke: Alfactory Common-Dev. Peered to HUB

@ = Management group and subscription organization

@ @ Project001-Dev (ESML), Project002-Dev(ESGenAl)

Management group

@ Test-Spoke: AlFactory Common-Test. Peered to HUB

Platform N R
DevOps team © @ Proiectoo1-Test (ESML), Project002-Test(ESGenAl)

@ Prod-Spoke: Alfactory Common-Prod. Peered to HUB
@ @ Project001-Prod (ESML), Project002-Prod(ESGenAl)

Subscriptions (@) Platform & AlFactory automatio
- CoreTeam: Automation pipeline: of Alfactory project, and onboard us
- Project teams: MLOps and LLM( ipelines, to orchestrate CI/C|
Connectivity - Reusable templates for: DataOps, MLOps, LLMOps, Notebooks, etc

subscription

Landing zone ~ AlFactory DEV subscription 001 Landing zone - AlFactory TEST subscription 001 Landing zone - AlFactory PROD subscription 001
VWA {Hub

Conn gtion

Resource group: AlFactory-Cor Resource group: AlFactory-Common-DEV Resource group: AlFactory-Common-DEV

DNS UDR(s) || NSG/ASG(s] DNS UDR(s) | | NSG/ASG(s) VNetRegion1 DNS UDR(s) | | NSG/ASG(s)

N Hub
ection
roject001-DEV r0ject001-TEST

Networking & Networking & EYejectos PROLY

Identity | r0ject002-DEV Identity

Networking &

N Hub 4 Project002-TEST L Project002-PROD

ection ey

ESML Alfactory — Share

Alfactory Recovery Services

fg] shored

rk  Defender
for Cloud

AlFactory project type:

»

ESML Datalake

Resource group: AlFactory-Projet002-DEV

ESGenAl

ESML Datalake

Data

Resource group: AlFactory-Projett

type: ESML

STAGE

Resource group: AlFactory-Projet002-TEST

ESML Datalake Project003-PROD

Data Ingestion

Resource group: AlFactory-Projet001-PROD
Ject type: ESML

Resource group: AlFactory-Projet002-PROD

Process of GenAlOps / MLOps

Inner & Outer «
Automal a
ESML control plane

Clio D

Dev - develop & compare within DEV (inner loop)

‘Devz Project002

Ingest data from pr
Finetune & Eval

t specific storage +Prepare data
ate model

Github

approval

Continuous deployment & serving “examples”

Staging: Project002
Online
d endpoint

Model as a service

penal (streaming)

Production:
Project 002

° Consume and Monitor

Application

£

Azure WebApp
Chat client

Monitoring

AlFactory dashboards

Infrastructure
&

resource
monitoring
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Processes: DataOps, MLOps,

Templates: DataOps, MLOps example



— D Azure Machine Learning Azure Machine Learning
Datao S M M L ps Project member M LO S . roject.mer.nber ]

Data scientist, MLOps engineeg Data scientist, MLOps enginee
Core team

Ingest - Data ingestion tearg AZU re ML = Trajn Azure ML - Inference

transform indata to .parquet /
delta

dreamy_music_kq0wv7im2 ¢~ @ Completed

] it y
%_iv*%ata_tra n_IN Data putput

B} Data

Copy data (V]
o= MASTER _2_Project_ ¢ IN 2 SILVER - ds01_data
‘ IN INFERENCE in_2_silver_ds01_data
o MO02_ds01_data_inference_IN
Set iabl ° M2_ds01_data_train_SILVER
et variable :
7 Copy data (V] M2 ds01 dga frain SILVER & IN 2 SILVER - ds01_data
X Daily_scoring_or_ot ! = in_2_silver_ds01_data
(-’ ) her date = MASTER_2_Project_ @ SILVER MERGED 2 GOLD
‘ IN TRAIN silver merged 2 gold o
® w;g MO02_ds01_dat3_inference_SIL..
Set variable o - O M02_ds01_dat3_inference_SIL...
—p . v &3’ SPLIT AND REGISTER datasets
( /-) debug_print_TRAIN split_and_register_datasets
4 path ° 2 SILVER MERGED 2 GOLD
silver_merged_2_gold
»_Jﬂl:é%)LD_.‘. M2_GOLD_... M2_GOLD._...
tra‘r‘irg:daﬁ (V)
O

{5 AutoML TRAIN in [dev] M02_GJLD_TO_SCORE
automl_train_in_dev_

Best traj
ned ;
) Model is ayt,

Q
metrics_data best modetdam—y
M2_GDLD_TEST m;mgdel_data
)

¢ [dev]Calculate SCORING on TEST_SET, COMPARE & REGISTER model in [dev] & PRO...
_dev_calculate_scoring_on_test_set_compare_register_model_in_dev_promote_to_test_

M02_GQLD_TO_SCORE

> SCORING GOLD
scoring_gold

o

o M02_GOLD... M02_GOLD... M02_ACTI...
M2_GOLD_TRAINED_RUNINFO

Predictions to datalake




AlFactory in context of CAF Enterprise Scale LZ

Green Field

1) Setup ESLZ first (4-16h)
2) Setup AlFactory landingzones (4h)

~

\_
/

CAFESLZ

\_

Implement Cloud Adoption Framewo
enterprise-scale landing zones in Azure

GitHub repo

Deploy to Azure

Enterprise-scale Virtual I
i

WAN

Enterprise-scale for &\ Deploy to Azure
small enterprises

De to Azure M

eploy to Azure B3
.
eploy to Azure B3

eploy to Azure [

Example in

Enterprise-scale for

Reference implementation that can be deployed to Azure

-~

1) Setup AlFactory landingzones (4h)

Azure Government ment and includes all options in a converged portal GitHub

\_

Configure AlFactory to map with resiliency
configuration & policy’s.
(Default: it inherits from WAF/CAF)




Cloud Adoption Framework - About Al Factory in 2020
(DataOps + MLOps)
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.....

Al Factory 1- PROD

Al factory for organization machine learning operations

A data science team might decide it can manage multiple machine learning use cases internally. Adopting machine
learning operations helps an organization set up project teams for better quality, reliability, and maintainability of
solutions. Through balanced teams, supported processes, and technology automation, a team that adopts machine

learning operations can scale and focus on developing new use cases.

As the number of use cases grows in an organization, the management burden of supporting the use cases grows linearly,

or even more. The challenge for the organization becomes how to accelerate time to market, support quicker assessment

of use case feasibility, implement repeatability, and best use available resources and skill sets on a range of projects. For

many organizations, developing an Al factoryi? the solution.

An Al factory is a system of repeatable business processes and standardized artifacts that facilitates developing and

deploying a large set of machine learning use cases. An Al factory optimizes team setup, recommended practices,

machine learning operations strategy, architectural pattmeusable templates that are tailored to business

requirements. ?_

Source: CAF Al Factory Documentation (2020) Machine learnin rations - Cl A ion Framework | Micr

GITHUB Repo (est. 2019, MIT): Enterprise Scale Al Factory: “Start small (4h setup) but secure, and scale with automation & templates"
— https://github.com/jostrm/azure-enterprise-scale-ml

— https://github.com/azure/enterprise-scale-aifactory



https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/azure-best-practices/ai-machine-learning-mlops?source=docs
https://github.com/jostrm/azure-enterprise-scale-ml
https://github.com/azure/enterprise-scale-aifactory

Documentation

Documentation - Executive summary

Quick Setup

1. Prerequisites - to setup AlFactory - Estimated setup time: 1-2h
2. End-2-End SETUP tutorial - AlFactory + 1 ESMLProject - Estimated setup time: 4-8h

Governance related - relevant for central IT, networking team (CoreTeam: 10-29)

¢ 11) Infra:AlFactory: Static documentation (CoreTeam)

e 12) Infra:AlFactory: Roles & Permissions for users (CoreTeam)

e 13) Infra:AlFactory: Flow diagrams (CoreTeam)

® 14) Infra:AlFactory: Networking (CoreTeam)

¢ 15) Infra:AlFactory: Overview of services: Naming convention(CoreTeam)

* 21) Infra:AlFactory: How-to: Onboarding of CoreTeam users and ProjectMembers via Pipelines (CoreTeam)

e 22) Datalake template: How-to: Setup Datalake & Onboard ProjectTeam permissions (CoreTeam)

e 23) DataOps template: How-to: Setup DataOps via PIPELINE templates (CoreTeam)

Consumer related - relevant for developers, data scientists, data engineers (ProjectTeam: 30-39)

® 30) Usage: Dashboard, Available Tools & Services, DataOps, MLOps, Access options to AlFactory (ProjectTeam

* 31) How-to guide: Get access to the AlFactory:RBAC & Networking (ProjectTeam)

® 32) Overview: Dashboards, Services 8 Acceleration in AlFactory (ProjectTeam, CoreTeam)

¢ 33) Setup: Install AzureML SDK v1+v2 and ESML accelerator library

e 34) Setup: Datalake: How-to onboard your own data, to project folder R&D purpose

e 35) Setup: ESML SDK accelerated Notebook templates

® 36) How-to guide: DataOps

e 37) How-to guide: MLOps

* 38) How-to guide: LLMOps & RAG Chat Agent

* 39) End-2-End config tutorial - ESML Project, ESGenAl Project - Estimated config time: 1-2h

FAQ - Trouble shooting - relevant for all

e FAQ - Core team & AFactory infra
® FAQ - Data scientist & Azure ML pipelines

® FAQ - Data engineering & Azure ML pipelines

AlFactory's Enterprise Scale Landing Zones: Virtual Wan
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AlFactory — LLMOps configuration (ESGenAl)

repository for the ESML AlFactory acceleration code. Microsoft Entra ID (Azure Devops+Python+A ML pipelines) for ModelOps(LLMOps, evaluate, compare and promote a model within the DEV environment (Inner

o AlFactory infra automation - setup: Central IT to create a code 0 Life cycle management - Control plane: ESML AlFactory comes with accelerator Inner & Outer loop-ModelOps (MLOps, LLMOps): The control plane (3) will
admin creates the service principals needed (min:3) into an Azure MLOps), including a control plane to automate this. loop) and across environments: DEV->TEST->PROD (outer loop), to be served

Note: You may connect external compute, such as an on-premises Kubernetes

keyvault. Then the ESML Core team can import the pipelines in ADO/GHA The control plane acts like the "brain” that knows the infrastructure and

for the infrastructure automation, call the pipelines from preferred ITSM templates to move a model from DEV->TEST->PROD. cluster via Azure Arc to be utilized by an Alfactory project via the Azure
machine learning services, for training or inference.

tool, for business users to order and assign different Alfactory project - Event driven design to trigger retrain/finetune if data or code changes
types to end-users. Output: AlFactory project - Note: You may use external MLOps orchestration on an Alfactory project. ° UX & Monitoring The AlFActory comes with Azure dashboards to bring a
3 5 5 . holistic view of all AlFactory projects. It also comes with the built in
f‘kdt)'gv project. Order 7‘25‘; A’F‘mo'ge pr Ujé‘é':d fg%"'/P’ %{;SU;_'W;:&D ”’97"‘”7 ’”Z“’“’ & r““?"[fl""-' 7"; Alfactory comes with artifacts, , monitoring, evaluation tools of Azure Machine Learning and Azure Monitor
t tl I: o = A te tes, te te it . trai ) s e late f? ’
least a DEV environment, and three can be enal > > remplates, such as template pipelines for dataops, training, inference, template s G The A o e s i S e

All secured with private networking, and connected to the HUB (HUB/ notebooks, to showcase end-2-end scenarios.
SPOKE architecture). AlFactory project types supported: ESML , ESGenAl

batch ingestion. Also, from other clouds if you use Microsoft OneLake,
shortcuts can be created to avoid egress costs. Azure Machine Learning will
abstract data as Azure Machine Learning Datasets

infra &
W% Networking
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Administration & setup via ESML Alfactory acceleration
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Documentation - Executive summary

Quick Setup

1. Prerequisites - to setup AlFactory - Estimated setup time: 1-2h
2. End-2-End SETUP tutorial - AlFactory + 1 ESMLProject - Estimated setup time: 4-8h

Governance related - relevant for central IT, networking team (CoreTeam: 10-29)

¢ 11) Infra:AlFactory: Static documentation (CoreTeam)

e 12) Infra:AlFactory: Roles & Permissions for users (CoreTeam)

e 13) Infra:AlFactory: Flow diagrams (CoreTeam)

® 14) Infra:AlFactory: Networking (CoreTeam)

e 15) Infra:AlFactory: Overview of services: Naming convention(CoreTeam)

* 21) Infra:AlFactory: How-to: Onboarding of CoreTeam users and ProjectMembers via Pipelines (CoreTeam)

e 22) Datalake template: How-to: Setup Datalake & Onboard ProjectTeam permissions (CoreTeam)

e 23) DataOps template: How-to: Setup DataOps via PIPELINE templates (CoreTeam)

Consumer related - relevant for developers, data scientists, data engineers (ProjectTeam: 30-39)

® 30) Usage: Dashboard, Available Tools & Services, DataOps, MLOps, Access options to AlFactory (ProjectTeam

* 31) How-to guide: Get access to the AlFactory:RBAC & Networking (ProjectTeam)

® 32) Overview: Dashboards, Services 8 Acceleration in AlFactory (ProjectTeam, CoreTeam)
¢ 33) Setup: Install AzureML SDK v1+v2 and ESML accelerator library

e 34) Setup: Datalake: How-to onboard your own data, to project folder R&D purpose

e 35) Setup: ESML SDK accelerated Notebook templates

® 36) How-to guide: DataOps

e 37) How-to guide: MLOps

* 38) How-to guide: LLMOps & RAG Chat Agent

* 39) End-2-End config tutorial - ESML Project, ESGenAl Project - Estimated config time: 1-2h

FAQ - Trouble shooting - relevant for all

e FAQ - Core team & AFactory infra
® FAQ - Data scientist & Azure ML pipelines

® FAQ - Data engineering & Azure ML pipelines

Infra:AIFactory: Flow diagrams - Add AlFactory project, Add Jps,
users (CoreTeam)

How to get Object ID of user? es. Also how

* Option A) If read access in Microosft EntralD you can see your own user. Adminitrators can see all users.

* QOption B) Contact the adminisistrator in your IT department, and ask for ObjectID's for users in Microsoft EntralD. Prove the admin a list of

email adresses of users, to use for lookup the ObjectID. Index
* Option C) Powershell. Get it by using Get-AzADUser or Get-AzADServicePrincipal cmdlet
. L 3132
Option C) Get user by User Principal Name (UPN)
34

$user = Get-AzADUser -UserPrincipalName "user@example.com"
$objectId = $user.Id 36,37
Write-Output $objectId

33,35
Option C) Get service principal by Display Name
$servicePrincipal = Get-AzADServicePrincipal -DisplayName "MyServicePrincipal L.D
$objectId = $servicePrincipal.Id
Write-Output $objectId
Flow: Add AlFactory ESML Project in DEV, with 3 users
¥ &
entral IT JBusiness
7 Usars
A
J Documentation: Seeding keyvault
-
1am)

Trouble
shaoting by

;
{ Finishear | Business
A S Users
5L core )

7
Verify Dirsctary 10: Vaur directory d
Search tarm: sejesembarajectidi-we: ev-A01rg
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Documentation - Executive summary

Quick Setup

1.

Prerequisites - to setup AlFactory - Estimated setup time: 1-2h

Microsoft
Azure

AlFactory Hub-Spoke - Light & Simplified view

1
AlFactory SDC

Subcription:
AlFactory-DEV-001
Region: Sweden Central

Subcription:
AlFactory-Stage-001
Region: Sweden Central

Subcription:
AlFactory-PROD-001
Region: Sweden Central

AlFactory SDC: All AlFactory’s have 3 spokes. This
AlFactory has also a connection to an on-premises
Kubernetes cluster.hosted on OpenShift, and
served to Azure machine learning via Azure Arc
and Azure Machine Learning extension.

If multi-region, you need to create 1 AlFactory per

2. End-2-End SETUP tutorial - AlFactory + 1 ESMLProject - Estimated setup time: 4-8h

Governance related - relevant for central IT, networking team (CoreTeam: 10-29)

¢ 11) Infra:AlFactory: Static documentation (CoreTeam)

e 12) Infra:AlFactory: Roles & Permissions for users (CoreTeam)

e 12\ Infra:AlFartans Flaw Adianramc (CAraTaam)

® 14) Infra:AlFactory: Networking (CoreTeam)

¢ 15) Infra:AlFactory: Overview of services: Naming convention(CoreTeam)

* 21) Infra:AlFactory: How-to: Onboarding of CoreTeam users and ProjectMembers via Pipelines (CoreTeam)

e 22) Datalake template: How-to: Setup Datalake & Onboard ProjectTeam permissions (CoreTeam)

e 23) DataOps template: How-to: Setup DataOps via PIPELINE templates (CoreTeam)

Consumer related - relevant for developers, data scientists, data engineers (ProjectTeam: 30-39)

® 30) Usage: Dashboard, Available Tools & Services, DataOps, MLOps, Access options to AlFactory (ProjectTeam

* 31) How-to guide: Get access to the AlFactory:RBAC & Networking (ProjectTeam)

® 32) Overview: Dashboards, Services 8 Acceleration in AlFactory (ProjectTeam, CoreTeam)

¢ 33) Setup: Install AzureML SDK v1+v2 and ESML accelerator library

e 34) Setup: Datalake: How-to onboard your own data, to project folder R&D purpose

e 35) Setup: ESML SDK accelerated Notebook templates

® 36) How-to guide: DataOps

e 37) How-to guide: MLOps

* 38) How-to guide: LLMOps & RAG Chat Agent

* 39) End-2-End config tutorial - ESML Project, ESGenAl Project - Estimated config time: 1-2h

FAQ - Trouble shooting - relevant for all

e FAQ - Core team & AFactory infra
® FAQ - Data scientist & Azure ML pipelines

® FAQ - Data engineering & Azure ML pipelines

region.
ZaN | i s A \ i Hub - Virtual Wan (2 regions): All AlFactory’s spokes
S @ 4> e i éa> e are connected to the Hub, for users to be able to reach
' the secure and private AlFactory’s when on the corp
vNet Dev vNet Test i vNet Prod network, or via VPN from home.
| 10.10.0.0/16 10.11.0.0/16 | 10.12.0.0/16 - As a fallback Bastion can be used via a VM to login,
Azure Arc: K8 i able to reach the AlFactory
| DB DD i s .
'.'.' Azure Arc: K8 [ ...‘ Azure Arc: K8 Private DNS Zones): Services in the AlFactory are
g connected via Privaet Link. Private endpoints are used,
< hence no public IP policy is possible. Increasing
PeeringLDEV to Peering-STAGE to Peering-PROD securtty.
Hub Hib tokub ____

Cross-premises network

Azure Azure
Firewall Monitor

Microsoft
: Azure

Private DNS Zones

‘4__'*!

Azure Arc: K8

OPENSHIFT

Azure
Bastion

P
N

@ privatelink.adf.azure.com

VPN
! Gateway

ey

¢ Simplified view
* Not all Private DNS zones are listed. To see all - go here

* Not all networking components are shown. To see more - go here (this doc) and go here (this doc)

RoD

RoD
foD
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