MDR SERVICES
ON SENTINEL .



OUR UNDERSTANDING OF COMMON REQUIREMENTS

EPP/EDR - Endpoint Protection Detection & Response
SIEM Detection and Response

Cloud Infrastructure Protect Detection & Response
Data Security Detection and Response

|dentity and Access Detection and Response

Threat and Vulnerability Management

Office 365 Detection and Response

SaaS Web Application Detection and Response
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Security Automation & SecDevOps Integration

10.Cyber Physical SIEM Integrations

Transition to Transformation goals
Managed Service optimal

Protect Detect & Response

3 + 2 year optional duration
Flexible coverage 9/5 and 24/7/365
Cloud Native

Microsoft M365 integrated
Microsoft Azure integrated

Service Desk integrated

ITOPS & DevOps integrated



OUR SOLUTION

Highly mutualized multi-tenant solution with a 24/7 advanced Threat Monitoring system utilizing endpoint security to provide
Identification, Alert Triage Investigation, Automated Response and Incident support by an extremely skilled team.
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Key features
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Central Cloud
Management
Console

Lower Total Cost of
Ownership(TCO)

Framework Driven
Approach - NIST,
MITRE Framework
and Cyber Kill Chain

“Streamline your security operations with Sentinel ”



SERVICE ROADMAP

*CLIENT planned security implementation projects



WHY CAPGEMINI CYBER?

Industry Thought
Leader

= Philosophyto “Think like an
Attacker” to protect our
Clients

= Leveraging service
orchestration and Machine
Learning to stay ahead

= Actionable Threat
Intelligence from commercial
sources, National CERTs, and
Security Agencies

= Security Labs to Test
Security Products, and
Malware Analysis
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Industry Recognition

& Global Coverage
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Recognized by Gartner asa
Niche Player in Gartner, Magic
Quadrant for Managed
Security Services,
Worldwide(*)

Leadersin MSS by HFS
Research Blueprint and
Nelson Hall NEAT

True Global presence and
Network of 15 connected
Security Operations Centers
& Labs

Shared and Dedicated
Service Delivery modelto
address our Clients’ Security
Compliance Requirements
and Risk

Proven Track Record

= 650+ Customers, Cross-
industry Experience

= Service Delivery Excellence-
70% Customers Highly
Satisfied

= Delivered End-to-End Cyber
Security Services from Policy
Definition/Strategic
consulting to Deployment,
Management & Monitoring

* Integrated MSS Portal for
Real-time Service Status &
Client Interaction

Proven Processes &
Methodologies

= ‘We have our own way of
working, the Collaborative
Business Experience™, and
draw on our Right shore®
model

= Low Cost of Ownership -
doing more with less, while
staying competitive

= Streamlined Processes to
improve Productivity and
Compliance

= Security not bolted-on-
Security and Privacy by
Design

People Centric
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= Strong ONE Global Team of
4500+ Skilled Cyber Security
Experts

* Dedicated Skills
Developmentand Training
function for Cross-skillingand
Up-skilling

= Team members hold Industry
Standard Certifications, such
as CISSP, CISM, CISA, CCSP,
including ITIL, CEH, CCIE and
otherTechnology
Certifications
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