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Microsoft Sovereignty Assessment

WHAT IT IS

A structured, assessment-led offering that evaluates an organisation’s sovereignty
exposure, regulatory obligations, and operational risk posture across cloud, data, Al,
and resilience domains. It establishes a baseline sovereignty posture, identifies gaps and
dependencies, and defines a defensible target architecture and workload placement
strategy aligned to regulatory and business priorities.

KEY COMPONENTS

* Holistic sovereignty assessment across legal, operational, data, Al and resilience
dimensions

*  Workload classification and sovereignty tiering to determine appropriate deployment
models

* Regulatory and data boundary mapping aligned to sector and jurisdiction requirements

* Dependency and risk exposure analysis including third-party and cross-cloud
dependencies

* Current-state posture baseline across architecture, controls, and operations

* Target sovereign architecture definition across public, private and national cloud
models

* Actionable roadmap with prioritised mitigation options and defensible investment
decisions
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WHY IT MATTERS

Without a clear baseline, transformation creates hidden
sovereignty risk.

* Gaps surface only at audit or failure

* Workload decisions become inconsistent and non-
defensible

* Dependency and loss-of-control risks increase

Sovereign Assessment ensures:

* Clarity of exposure and obligations upfront

* Defensible architecture and placement decisions

* Alignment of innovation with regulation and control
from day one

OUTCOMES
Reduced sovereignty risk and improved regulatory

confidence

Faster, defensible decision-making on cloud and
workload strategy

Avoidance of costly rework and misaligned
transformation Improved control over critical
applications, data and dependencies Accelerated
readiness for sovereign transformation and resilience
Stronger board- and regulator-defensible sovereignty
posture
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From unique requirements to a tailor-made Sovereign Digital Landscape

01 DEFINE & DESIGN

1 p 3 4 5

Start with Define organization Prioritize Discover Uncover organization
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Design

Microsoft . . . . . . Archi Microsof
Industry Context . . Business Drivers Digital Landscape Sovereign Risk e OO
Sovereignty Profile Sovereign Pathway
Scope defining external requirements Organization's view on assurance and Ranked drivers and value priorities for  Inventory of business processes, cloud Jurisdictional overview with tailored Sovereign architecture pathway:
and opportunities. control across all sovereignty risks. IT, with success measures to guide platforms, applications, SaaS, on- risk heatmap: high / medium / low mitigation paths, cloud platforms, tier
trade-offs. premises infrastructure, SAP estates sovereign exposure by workload. map, roadmap and business case.

and hardware.
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02 DEVELOP & DEPLOY...ITERATIVELY

o Ss oS
Sovereign Public Cloud Sovereign Private Cloud National Partner Clouds

Build or Uplift Sovereign

Landing Zones Migrate & Modernize Build & Mig.rate Data Implement Sove.reign Test & Optimize
& Configure Policies Workloads Solutions Managed Services
Sovereign Landing Zone (SLZ) Portfolio assessment (6 R's) Data classification & residency CloudOps Sovereignty controls validation
Baseline policies (L1/L2/L3) Migration Factories: lift & shift Microsoft Fabric / Synapse FinOps Sovereign Resilience testing
Customer-managed keys Refactor / re-platform / AKS Pipeline & ETL migration SecOps Cost optimization
Identity, network & guardrails SAP on Azure & mainframe Sovereign Al grounding DevOps Drift detection
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