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Managed Cloud Security- (Partl Sentinel Framework)

Cloud based Monitoring services

v

Outsourced security services — Readiness Assessment
CGI will review customers current infrastructure, Microsoft Licensing, security needs and priorities

Sentinel Platform installation
Initial setup of monitoring platform, configuration of core components, supporting frameworks and role based access

Sentinel SIEM/SOAR implementation
Initial onboarding using standard client log sources

Managed Sentinel Platform
Outsourced maintenance and support of core sentinel components

Sentinel Health Checks
Annual assessments of customers SIEM/SOAR implementation
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Monitoring scope Assessment
Review of client assets, threats, risks and monitoring scope

Managed SIEM/SOAR Service
Outsourced onboarding of client log sources, configuration, monitoring, alerting, reporting and advice
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SIEM/SOAR Enhancements
Support and CGI based enhancements in relation to non-standard log sources, dashboard (workbooks) and automation (playbooks), Analytic rules

Security Bulletins
Notifications on emerging threats, zero day vulnerabilities and security best practices
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Managed Cloud Security- (Partl Sentinel Framework)

Cloud based Monitoring services

Threat Hunting N
Cloud based threat hunting by CGI threat hunters

Guided Remediation N4
Guidance on control improvements following alerts which identify significant vulnerabilities

Guided Incident Response v

Guidance on containment, remediation, interim protective measures and control improvements
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Service Offering Framework
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Security Operation Center
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Insights you can act on

Founded in 1976, CGI is among the largest IT and business consulting
services firms in the world.

We are insights-driven and outcomes-based to help accelerate returns
on your investments. Across hundreds of locations worldwide, we
provide comprehensive, scalable and sustainable IT and business
consulting services that are informed globally and delivered locally.
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