Information Dis
"_" , : '

" -




Introduction

00101
01101
01101

INFORMATION

INFORMATION
CLASSIFICATI

LABELLING

DOCUMENT
RETENTION

Information
Protection
Lifecycle

pal

DOCUMENT
TRACKING

. o

Kkkk*k

POLICY A DATA
ENFORCEMEN [( KQ\\ ENCRYPTION
T (a)

ACCESS
CONTROL

Ccipher

a PROSEGUR company

One of the big problems that all organizations
encounter is the classification of information and its
subsequent discovery. From Cipher we offer «
service, which performs this function for a short

period of time (Weeks).
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To do this, the electronic discovery tools (eDiscovery)will be used, these tools are trained and configured to search for content in

Ccipher

a PROSEGUR company

Exchange Online, OneDrive for Business, SharePoint Online, Microsoft Teams, Microsoft 365 Groups and Yammer teams..

Content search Advanced eDiscovery

Custodian management
Legal hold notifications

= Search for content

= Search and export

Keyword queries and search conditions = (Case management

= Bxport search results

= Legal hold

= Role-based permissions

U SampleServer - Transparent data encryption
SQL managed

Fsave X Discard W Feedback

B Overview

E Activity log

2% Access control (1AM)
& Tags

¥ Dizagnose and solve problems
Settings

“ Quick start

*» Connection strings
a4 Active Directory admin
@ Pricing tier

& Locks

K3 automation script

Security

@ Advanced Threat Protection
O Transparent data encryption
Monitoring

Diagnostic settings

Support + treubleshooting

Encrypts your databasss, backups, and logs 3t rest without any changs to your applicstion. (2
To ensble TDE, go to each databaze.

Use your own key @

(®) selectakey () Enter key identifier

Key vault
sqldbvault

*Key
Select a key

Make the selected key the default TDE protector.

permissions are only usad to access the key vault for TDE. If needd, we will try granting

o SQL uses Get, Wrap Key, Unwrap Key permissions to access the selected key vault, These [}
these permissions on your behalf.

Advanced indexing
Review set filtering
Tagging

Analytics

Predictive coding models

And more...
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Home > Azure Information Protection - Data discovery (Preview)
Azure Information Protection - Data discovery (Preview)
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Retention label

[SN] Label - not a
record

[SN] Label - is record

[SN] Label - not a
record

[SN] Label - is record

[SN] Label - is record
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Classification elements

Retention labels

Personal
Public

Customer data

Label policies

Auto-apply this label . . .

HR data
Confidential

Highly confidential

Sensitive information types

Belgium National Number

Data loss prevention
policies

a4 Customer data

... to documents that
match these sensitive
information types . ..

<list of sensitive

information types>

Apply this protection . ..

<define protection>

... to documents with
this label . ..

Customer data

Ccipher

a PROSEGUR company

Cloud App Security policies
for all SaaS apps

Alert when files with these
attributes . ..

Choose one or more

attribute*:

e Predefined Pl
attribute

-AND/OR-

Credit Card Number

Croatia Identity Card Number

Finland National ID

EU Debit Card Number

Publish these labels for

users to manually apply . . .

<select labels >

... to these locations . ..

-AND/OR-

<all locations or
choose specific
locations>

Apply this protection . ..

<define protection>

... to documents that
match these sensitive
information types . ..

<list of sensitive
information types>

Office 365 sensitive
information type
Sensitivity label (AIP)
Custom expression

...in any sanctioned SaaS
app are shared outside the
organization

* Note — Retention labels are
currently not supported in
Cloud App Security.
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