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This document describes how to Install a Cisco | SE 0S instance using Azure Virtual Machine. Cisco ISE
|OS is available on Azure Cloud Services.

Prerequisites

Requirements

Cisco recommends that you have knowledge of the Subscriptions and Resource Groups.

Component Used

The content of this document is based on these software and cloud services.

e Cisco ISE version 3.2.
* Microsoft Azure Cloud Services

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Procedure

Navigate to All Services > Subscriptions. Ensure that an Azure account with an active subscription and an
enterprise agreement with Microsoft are present. Use Microsoft PowerShell Azure module CLI in order to



execute commands to reserve space: (Refer to How to install Azure PowerShell for installing power shell
and relevant packages).

Connect-AzAccount -TenantID <Tenant-ID=>
Register-AzResourceProvider ~ProviderNamespace Microsoft.AVS |

Register-AzResourceProvider -ProviderNamespace Microsoft.Batch

Note: Replace the Tenant ID with your actual Tenant ID.

Compl ete the prerequisites atRequest host guota for Azure VMware Solution for more details.

Create resource group after right subscription, navigating to All Services > Resour ce groups. Click Add.
Enter the Resour ce group name.


https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution

Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want 1o manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn more 7

Project details

Subscription ® (0

| FECOUrSE-group-name

Resource group * (D)

Resource details

Region™ & | {US) East US w

Virtual Network and Security Groups

The Subnet which requires internet reachability must have the route table configured with next hop as

internet. See examples of public and private subnetwork. PAN with public IP has both offline and online

feed update working, while PAN with private |P must rely on offline feed updates.
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Create an SSH Key Pair

a. Use the search bar from the Azure Web Portal home page and search for SSH K eys.
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b. From the next window click Create.
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c. From the next window, choose the Resour ce Group and Key Name. Then click Review + Create.

Home 5 SSH keys >

Create an 55H key

Basics Tags Review + create

Creating an 55H key resource allows you to manage and use public keys stored in Azure with Linue virtwsl machines.

Lesarn mishe
Project details
Select the subscription 10 manage deployed resources and costs. Use resource groups e folders to organize and manage all Selact R ree group you created fi o
P refources
ye Drop Down List
Subscription™® ) cu-tac-rchi-aaa-anure st
Resgurce group = (D (New) resturce-group-name ~
Instance details Create Key Pair Name
Region * () {US) East US w |
Key pair name ™ | kery-pair-name |
£5H public key source Generate new key pair e

Click Review + Create

d. Then click Create and download Private Key.



Home  S5H keys >
Create an SSH key

Azure VM Sizes Supported by Cisco | SE

£ Search resources. services, and docs (G+/)

Generate new key pair

) An S5H ey pair containg both 8 public key snd &
[private iy, Asine doesn't store the private key.
Afer the S5H key resource is created, you won't be

able 1o download the private key again. Lesm more o

Dowwriload private l:-'_-:.- and create resource

Azure VM Sizes

vCPU

RAM (in GB)

Standard_D4s_v4

(This instance supports the Cisco ISE evaluation use case. 100
concurrent active endpoints are supported.)

16

Standard_D8s_v4

32

Standard_F16s_v2

16

32

Standard_F32s_v2

32

Standard_D165_v4

16

Standard_D32s_v4

32

128

Standard_D64s_v4

64

256

» The Fsv2-series Azure VM sizes are compute-optimized and are best suited for use as PSNs for

compute-intensive tasks and applications.

» The Dsv4-series are general purpose Azure VM sizes that are best suited for use as PAN or MnT
nodes or both and are intended for data processing tasks and database operations.

If you use a general-purpose instance as a PSN, the performance numbers are lower than the performance of
a compute-optimized instance as a PSN. The Standard_D8s v4 VM size must be used as an extra small PSN

only.



Note: Do not clone an existing Azure Cloud image to create a Cisco | SE instance. Doing this can
cause random and unexpected malfunctionsin the created | SE machine.

Limitations of Cisco | SE in Microsoft Azure Cloud Services

* If you create Cisco | SE using the Azure Virtual Machine, by default, Microsoft Azure assigns private
| P addresses to VMs through DHCP servers. Before you create a Cisco | SE deployment on Microsoft
Azure, you must update the forward and reverse DNS entries with the I P addresses assigned by

Microsoft Azure.

Alternatively, after you install Cisco ISE, assigh a static |P address to your VM by updating the
Network Interface object in Microsoft Azure:

1. Stop the VM.
2. In the Private | P address settings area of the VM, in the Assignment area, click Static.
3. Restart the VM.

4. In the Cisco ISE serial console, assign the IP address as GiO0.


https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#task_jdf_k45_mtb

5. Restart the Cisco | SE application server.

* Dual NIC issupported with only two NICs—Gigabit Ethernet O and Gigabit Ethernet 1. In order to
configure a secondary NIC in your Cisco |SE instance, you must first create a network interface object
in Azure, power off your Cisco | SE instance, and then attach this network interface object to Cisco
ISE. After you install and launch Cisco | SE on Azure, use the Cisco ISE CLI in order to manually
configure the IP address of the network interface object as the secondary NIC.

» The Cisco I SE upgrade workflow is not available in Cisco ISE on Microsoft Azure. Only fresh installs
are supported. However, you can carry out backup and restoration of the configuration data.

» The public cloud supports Layer 3 features only. Cisco | SE nodes on Microsoft Azure do not support
Cisco I SE functions that depend on Layer 2 capabilities. For example, working with DHCP SPAN
profiler probes and CDP protocol functions through the Cisco ISE CLI are functions that are currently
not supported.

» When you carry out the restore and backup function of configuration data, after the backup operation
iscomplete, first restart Cisco | SE through the CLI. Then, initiate the restore operation from the Cisco
|SE GUI.

» SSH access to Cisco ISE CLI using password-based authentication is not supported in Azure. Y ou can
only access the Cisco ISE CLI through akey pair, and this key pair must be stored securely. If you are
using a Private Key (or PEM) file and you lose the file, you are unable to access the Cisco ISE CLI.
Any integration that uses a password-based authentication method in order to access Cisco ISE CLI is
not supported, for example, Cisco DNA Center Release 2.1.2 and earlier.

» Cisco ISE I10S deployments on Azure typically leverage VPN solutions like Dynamic Multipoint
Virtual Private Networks (DMVPN) and Software-Defined Wide Area Networks (SD-WAN), where
the IPSec tunnel overheads can cause MTU and fragmentation issues. In such scenarios, Cisco |SE
|OS does not receive complete RADIUS packets and an authentication failure occurs without
triggering afailure error log.

A possible workaround isto seek Microsoft technical support in order to explore any solutionsin
Azure that can allow out-of-order fragments to pass to the destination instead of being dropped.

e CLI Admin user must be 'iseadmin'.

Configure

Example of | SE Deployment Connected to Azure Cloud
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Configurations

» Step 1. Navigate to the Azure portal and log in to your Microsoft Azure account.
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» Step 2. Use the search field at the top of the window in order to search for Marketplace.
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» Step 3. Use the Search the Marketplace search field in order to search for Cisco I dentity Services

Engine (1SE).
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» Step 4. Click Virtual Machine.
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» Step 5. In the new window that is displayed, click Create.

ﬂ ern bl MSl:G.n l

Home > Marketplace

Cisco ldentity Services Engine (ISE) =

. Cisco ldentity Services Engine (ISE) < s rvonies
fees Gt Sytems, Ind. | ViFtual MadFenhe

Plan
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Want 1o deploy programmatically? Get started

Ovgndiow Plans + Pricing Usage Information + Support Ratings + Reviows

» Step 6. In the Basics tab:

a. In the Project details area, choose the required values from the Subscription and Resour cegroup
drop-down lists

b. In the I nstance details area, enter avalue in the Virtual M achine name field.
c. From the Image drop-down list, choose the Cisco | SE image.

d. From the Size drop-down list, choose the instance size that you want to install Cisco ISE with. Choose
an instance that is supported by Cisco ISE, aslisted in the tabletitled Azure Cloud.

Instances supported by Cisco | SE, are in the section Cisco ISE on Azure Cloud.

e. Inthe Administrator account > Authentication type area, click the SSH Public K ey radio button.
f. Inthe Usernamefield, enter issadmin.
g. From the SSH public key sour ce drop-down list, choose Use existing key stored in Azure.

h. From the Stored keys drop-down list, choose the key pair that you created as a prerequisite for this
task.

j. Inthelnbound port rules area, click the Allow selected portsradio button.


https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb

k. Inthe Licensing area, from the Licensing type drop-down list, choose Other .



lgrme > Virtual machines

_reate a virtual machine -

Basics DOmks  Networking — Management Monitoring  Advanced  Tags  Rewiew + create

—

Create & virtual machine that runs Linue or Windows. Select an imasge from Aoure marioetplsce or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review sach tab
for full customization, Leam mare o

Project details

Select the subscription fo mansge deployed resources and costs. Use resounce growps lioe folders o organize and manage all
SORUT DRI

Subscription * (O | Select Your Subscription

Resource group = () | Resource Group You Created v |

Croate rew

Instance details
Wirtual machine name = (] | i is& - NTI-name .-'i
Region * () | [US) EastUS W
Availability options & | Availability zone o
Avvailability zone * (D) | Zones 1 v |

& You can now sebect multiple zones. Selecting multiple zones will create one Y
jper one. Learn miane o7

Security type () |i Standard o i

Image * = Cisco ldentity Services Engine (1SE) BYOL 3.2 - x64 Gen

WM architecture (D) J Armod

Click Here To Select ISE Image
) Ames is not supported with the selected image.
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Note: For The Disk Type, there are more options from the drop-down list to choose from. Y ou can
choose the one that meets your Needs. Premium SSD is the Recommended Type for Production
and Performance Sensitive Workloads.

» Step 9. Inthe Network I nterface area, from the Virtual network, Subnet, and Configure networ k
security group drop-down lists, choose the virtual network and subnet that you have created.



Note: The subnet with a public I P address receives online and offline posture feed updates, while a
subnet with a private | P address only receives offline posture feed updates.



Home > Virtual machines >
Create a virtual machine
k
Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create

Define netwerk connectivity for your virtual machine by configuring network interface card (MIC) settings. ¥ou can control norts,

inbound and outbound connectivity with security group rules, or place behind an existing load balancing Yirtual Network You created Or Click
Learn more Create New

Metwork interface

When creating a virtwal maching, a network interface will be created for you.

Virtual network * ()

FEate New
Subnet® (O Select The Subnet Your created |
Public P @ | J
Create new
Select Security Group You Created Or
MIC network security group (D Q) None Click Create New
() Basic

Configure network security group ™

Delete public IP and NIC when VM is D
deleted @

Enable accelerated networking O I
The selected image does not support accelerated networking.

Lead balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

| < Previous I Mext : Management > I

» Step 10. Click Next: Management.

Delete public IP and MIC when VM is I:l
deleted ()

Enable accelerated networking (& L
The selected image does not support accelerated networking.

[ <Previous || Next: Management> |

» Step 11. In the Management tab, retain the default values for the mandatory fields and click Next:
Advanced.




— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more &

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed El
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown (O I:I



Home > Virtual machines »

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create
— Premium SSD “Recommended Type

Configure monitoring options for your VM. For Production ”

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics () @ Enable with managed storage account {recommended)

() Enable with custem storage account

() pisable

Enable OS guest diagnostics (O U

| < Previous Il Mext : Advanced > |\

» Step 12. Inthe User data area, check the Enable user data check box.

In the User data field, complete the information:

hostname=<hostname of Cisco ISE>

primarynameserver=<|Pv4 address>

dnsdomai n=<domain name>

ntpserver=<IPv4 address or FQDN of the NTP server>

timezone=<timezone>

password=<passwor d>

ersapi=<yes/no>

openapi=<yes/no>



pxGrid=<yes/no>

pxgrid_cloud=<yes/no>

Note: Y ou must use the correct syntax for each of the fields that you configure through the user
data entry. The information you enter in the User data field is not validated when it is entered. If
you use the wrong syntax, Cisco | SE services do not come up when you launch the image.

See the Guidelines for the configurations that you must submit through the user datafield:

a. hostname: Enter a hostname that contains only alphanumeric characters and hyphens (-). The length of the
hostname must not exceed 19 characters and cannot contain underscores ().

b. primary nameserver: Enter the | P address of the primary name server. Only |Pv4 addresses are supported.

Y ou can add only one DNS server in this step. Y ou can add additional DNS servers through the Cisco ISE
CLI after installation.

c. dnsdomain: Enter the FQDN of the DNS domain. The entry can contain ASCII characters, numerals,
hyphens (-), and periods (.).



d. ntpserver: Enter the IPv4 address or FQDN of the NTP server that must be used for synchronization.

Y ou can add only one NTP server in this step. You can add additional NTP servers through the Cisco ISE
CLI after installation. Use avalid and reachable NTP Server since thisis needed for ISE Operations.

e. time zone: Enter atime zone, for example, Etc/UTC. It is recommended that you set al the Cisco ISE
nodes to the Coordinated Universal Time (UTC) time zone, especially if your Cisco ISE nodes are installed
in adistributed deployment. This procedure ensures that the time stamps of the reports and logs from the
various nodes in your deployment are always synchronized.

f. password: Configure a password for GUI-based login to Cisco I SE. The password that you enter must
comply with the Cisco | SE password policy. The password must contain 6 to 25 characters and include at
least one numeral, one uppercase letter, and one lowercase letter. The password cannot be the same as the
username or its reverse (iseadmin or nimdaesi), cisco, or ocsic. The allowed specia characters are
@~*!,+=_-. Seethe'User Password Policy' section in the Chapter '‘Basic Setup' of the Cisco ISE
Administrator Guide for your release.

g. ersapi: Enter yesin order to enable ERS, or no to disallow ERS.

h. openapi: Enter yesin order to enable OpenAPl, or no to disallow OpenAPI.

i. pxGrid: Enter yesin order to enable pxGrid, or no to disallow pxGrid.

J. pxgrid_cloud: Enter yesto enable pxGrid Cloud or no to disallow pxGrid Cloud. In order to enable pxGrid

Cloud, you must enable pxGrid. If you disallow pxGrid, but enable pxGrid Cloud, pxGrid Cloud services
are not enabled on launch.


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
f—
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (D)
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found '

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =

S P S | T e

T |

User Data Section

Mext : Tags >

» Step 13. Click Next: Tags.



Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :|
with NVMe (&
@ The selected image and size are not supported for NVMe,
See supported VM images and sizes ¢

Review + create I < Previous Mext : Tags >

» Step 14. In order to create name-value pairs that allow you to categorize resources, and consolidate
multiple resources and resource groups, enter values in the Name and Value fields.

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize remurces and view cansolidated billing by applying the same tag to
multiple resources and resource qroups. Learn more about tags C

MName () Value (& Resource

Tag Mame | : | Value Name | | 13 selected ~

» Step 15. Click Next: Review + Create.

Review + create | < Previous [ Mext : Review + create > |

» Step 16. Review the information that you have provided so far and click Create.

The Deployment isin progress window is displayed. It takes about 30 minutes for the Cisco | SE instance
to be created and available for use. The Cisco ISE VM instance is displayed in the Virtual M achines
window (use the main search field in order to find the window).



Home > Virtual machines

Create a virtual machine

| @ validation passed I

Preferred e-mail address

Preferred phone number

Basics
Subscription
Resource group

Wirtual maching narme

Region

Availability options Availability zone

Availability zone 1

Security type Standard

Image Cisco ldentity Services Engine (1SE) BYOL 3.2 - Genl
Wi architecture b4

Sire Standard D165 v4 (16 vepus, 64 GIB memaory)
Authentication type 55H public key

Username iseuser

i{l::,- P name
Azure Spot Nao

Disks

“ CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview =

Deployment
K Search b ) Cancel y & Downlosd ,_, Refresh
s Dwarddw P
Deployment is in progress
+ Inputs
u Deployment name: CreateVm-cisco cisco- ise-virtual-cisco-ise 3 2-2..  Start timws 9726725023, 80605 PM _

Cutputs Subsoription Cormslatsan 1D
+ Resource group:

Template

~  Deployment details

Resource Type Status Operation details
3 Micrasedt Cernputefariualhiachines Created Operation details
-] Migroseit Metwork/metworkintersces Created Cperation details
ﬁ Microsoft NetworkAvanualNetworks (=4 Operation details
o Microsoft Mebworypublel pAddrestes OF Operation details
] Migrosoft Metworly/metworkSecurtyGroups OF Operstion detail
Give feedback

5 Tl us aboint your sxpeniende with deployment

What To Do Next

Due to aMicrosoft Azure default setting, the Cisco ISE VM you have created is configured with only a 300
GB disk size. Cisco I SE nodes typically require more than 300 GB disk size. Y ou can see the I nsufficient
Virtual Memory alarm when you first launch Cisco | SE from Microsoft Azure.

After the Cisco ISE VM creation is complete, log in to the Cisco | SE administration portal in order to verify
that Cisco ISE is set up. Then, in the Microsoft Azure portal, carry out and complete stepsin the Virtual



M achines window in order to edit the disk size:

1. Stop the Cisco I SE instance.
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2. Click Disk in the left pane and click the disk that you are using with Cisco I SE.
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4. In the Custom disk size field, enter the disk size you want, in GiB.
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Post | nstallation Tasks

For information about the post-installation tasks that you must carry out after successfully creating a Cisco
| SE instance, see the Chapter 'Installation Verification and Post Installation Tasks' in the Cisco ISE
Installation Guide for your Cisco | SE release.

Password Recovery and Reset on Azure Cloud

Complete the tasks that help you reset or recover your Cisco | SE virtual machine password. Choose the
tasks that you need and carry out the steps detailed.

1. Reset Cisco | SE GUI Password Through Serial Console

e Step 1. Loginto Azure Cloud and choose the resource group that contains your Cisco | SE virtual
machine.

» Step 2. From the list of resources, click the Cisco I SE instance for which you want to reset the
password.

o Step 3. From the left-side menu, from the Support + Troubleshooting section, click Serial Console.


https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
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» Step 4. If you view an error message here, you have to enable boot diagnostics by carrying out the
complete steps.

a. From the left-side menu, click Boot Diagnostics.
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b. Click Enable with a custom storage account. Then click Save.

Home > Virtual machines | Boot diagnostics

I3 Boot diagnostics

> Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
befare switching from managed storage account to custom storage account. Learn more o
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» Step 5. From the left-side menu, from the Support + Troubleshooting section, click Serial
Console. The Azure Cloud Shell isdisplayed in anew window. If the screen is black, press Enter in
order to view the login prompt.
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» Step 8. Log in to the serial console. In order to log into the serial console, you must use the original
password that was configured at the installation of the instance.

» Step 9. Usethe application reset-passwd ise issadmin command in order to configure a new GUI
password for the iseadmin account.

2. Create a New Public Key Pair for SSH Access



Through this task, you add additional key pairsto arepository. The existing key pair that was created at the
time of the Cisco ISE instance configuration is not replaced by the new public key that you created.

» Step 1. Create anew public key in Azure Cloud.
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/ Click Raview + Croate

Y ou get a pop-up window to choose Download private key and create a resour ce that downloads the SSH
key asa.pem file.



Generate new key pair

'0 An 55H key pair contains both a public key and a3
private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to
download the private key again. Learn more .

Download private key and create resource

Return to create an SSH key resource

» Step 2. In order to create a new repository to save the public key to, see Azure Repos documentation.
If you aready have arepository that is accessible through the CL1, skip to Step 3.

» Step 3. In order to import the new Public Key, use the command crypto key import <public key
filename> repository <repository hame>.
» Step 4. When the import is complete, you can log in to Cisco | SE via SSH using the new public key.


https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops

