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10 most common pains in SOC management

Managing a Security Operations Center ) can be challenging due to various factors

related to the evolving threat landscape, resource constraints, and the need for efficient

operations, Here are ten common pain points in SOC management:

Alert Overioad: SOC analysts often face a high volume of alerts, many of which are false

positives, Managing this alert overiocad can lead to alert fatigue and the risk of missing

genuine threats

Shortage of Skilled Staff: There's a shortage of qual

d cybersecunty professionals,

g it difficult for organizations to hire and retain experienced SOC staff, leading o

undlerstaffing and high employee turnover
Advanced Threats: Sophisticated and persistent threats, such as advanced persistent
threats (APTs) and zero-day explods, are difficult to detect and mitigate, requiring

specialized knowledge and tools

Complex Technology Stack: SOC managers need to oversee and integrate a wide range of

Securty technoiogies,

ies, including SIEM systems, EDR solutions, threat intelligence platforms,

and more, which can be challenging

Evolving Threat Landscape: Cyber threats are constantly evolving, making it essent



. Alert Overload

. Shortage of Skilled Staff
. Advanced Threats

. Complex Technology Stack

. Evolving Threat Landscape

. Budget Constraints
. Regulatory Compliance

. Incident Response
Coordination

9. Retaining Talent
10. Legacy Systems




Lack of integration and automation are the most
widespread pain points for existing XDR solutions
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Lack of Lack of Lack of Lack of Lack of Lack of No pain Lack of MDR Others

integrations automation visibility / high-quality high-quality training / points

across other high-quality alert reporting educational experienced

vendor tools correlation prioritization capabilities materials

capabilities
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Telemetry data source importance

The top six data sources that customers believe are essential for an XDR are
Endpoint, Network, Firewall, Identity, Email, and DNS

_ o

Count Share
r N SRy
%o Endpoint 255 85.0% , _ isco / Meraki
Cisco Secure Client (Networking)
&7 Network 226 75.3%
Firewall 207 69.0% j‘
@ Identity 191 63.7% Firewall Threat
Defense (FTD)
<% Email 179 59.7%
o,
\@ DNS 140 467% | % :\
™ Public Cloud 137 45.7%
Email Threat Defense Umbrella
Non-Security Sources 36 12.0% (ETD)
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Definition of Extended Detection and Response (XDR)

Application of analytics to the
Collection of telemetry from collected and homogenized Response and remediation of
multiple security tools data to arrive at a detection of that maliciousness
maliciousness




The Cisco approach to XDR

Detect more, act faster, elevate productivity, build resilience

Detect
the most sophisticated
threats

Multi-vector detection:
network, cloud, endpoint,
email, and more

Enriched incidents with asset
insights, threat intel

Optimized for
multi-vendor environments

Act on
what truly matters,
faster

Prioritize threats by
greatest material risk

Unified context to
streamline investigations

Evidence-backed
recommendations

i
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Elevate productivity

Focus on what matters and
filter out the noise

Boost limited resources for
maximum value

Automate tasks and focus on,
strategic tasks

®)

Build
resilience

« Close security gaps

+ Anticipate what’s next through
actionable intel

» Get stronger, everyday with
continuous, quantifiable
improvement




ANYTHING Detection and Response

EDR

ENDPOINT DETECTION
AND RESPONSE

Endpoint installation agend
needed.

I'C|I|S.éloh S E C U RE 2023 Cisco and/.

NDR

NETWORK DETECTION
AND RESPONSE

Network detection and
response for north/south and
east/west traffic.

No agend needed

Behavioural analysis.

or its affiliates. All rights reserved.

XDR

EXTENDED DETECTION
AND RESPONSE

Correlation of different
sources.

multi-vendor, cloud and on —
premise.

Prioritzation of events based
on business impact.

Automated response.

MDR

MANAGED DETECTION
AND RESPONSE

Monitoring 24x7

Detection and Response
Managed by vendor.




XDR vs SIEM

Key
differences

SCOPE OF DATA
COLLECTION

collecting, analyzing, and correlating log and event data from
a wide range of sources, such as firewalls, IDS/IPS, endpoints,
and applications

goes beyond log and event data and also collects and
analyzes endpoint data, network traffic, and cloud-based
data in real time

DETECTION AND
RESPONSE
CAPABILITIES

Event correlation and reporting to generate alers

advanced threat detection and automated response.
Machine learning/Al + behavioral analytics to detect threats
in real time.

DATA CORRELATION

Correlation rules and filters

Advanced analytics

ALERT
MANAGEMENT

Large number of alerts, manually triaged and prioritize by
analysts.

built-in intelligence to reduce alert fatigue and prioritize
incidents based on their severity and potential impact

REAL TIME
RESPONSE

‘ases’ SECURE

provides information for incident investigation and reporting
but often lacks real-time response capabilities

© 2023 Cisco and/or its affiliates. All rights reserved.

allows for real-time incident response, enabling automated
actions to be taken immediately upon detection of a threat,
thereby minimizing the time between detection and
response.




Exte

nded context

Telemetry sources for Cisco XDR

Flexible integration for existing infrastructure

Integrations

I . Amazon
CISCO GuardDuty

Microsoft
Defender

For Endpoint

~

Device Insights

proofpoint.

“mextravop () sentinelOne: Investigation
. SROWDSTRIKE
| /:exabeam A3 ) —
Events
Intelligence
TaLOS Investigation Threat Intel
9 Pulsedive

> ] VIRUSTOTAL

2 ]

) . —

o ) 1

|||l|||l|
cisco

Remote Workers
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Endpoint Data (NVM)

>

Syslog

Cisco
Firewall

APls
</>
Flow Logs
Flow Logs
Flow Logs
Flow
Logs
5 —_
=
£
Campus/Branch

Meraki and Catalyst

Public Cloud

/

)

-

Network

On-Prem Sensor

<

Cisco Telemetry

k Broker

On-premises network

I\
I=IES

Data center Users

ISE

Mirror/SPAN

NetFlow/IPFIX

AN A A

<FirewaII/SysI0g

" NiPNinke;




Strategic integrations to deliver customer outcomes

\GROWDSTRIKE 4y paloalto °

a 1D alean]n
adws c1sco e
~—" i & & cybereason () Sentinel

GOOQ'Q Cloud Endpoint

isco Talo
Telemetry Cisco S Telemetry
/s MicrOSOfto eat \nte”'ge @ Microsoft.Defender TREND“
Azure "\(\( nC@ for Endpoint J MICRO

Cisco Talos
Prioritizing threats based on ) Unrivaled, actionable intelligence for known and
impact to the business emerging threats. Identifies tactics, techniques, and
procedures (TTPs) used

2 paloalto ® %; N

P ¢

° ) e

@ cHeckpoinT @ afea]n "y Threat \n* i
o CiIsco CISCO

o -}
Network Apps/Email l] Office 365

5 Telemetry Telemetry
o o . °
@ DARKTRACE® ‘=@ ExtraHop proofpoint®

Firewall ¥
Telemetry

© Coming soon




Business Needs




An XDR is an expression of business needs

a Detect Sooner
Prioritize by Impact a

Where are we most
exposed to risk? How
good are we at detecting
attacks early?

How quickly are we able
to understand the full
scope and entry vectors of
attacks?

Do we have full visibility
into all our assets? Can we
reliably identify a device
and who uses it?

e Reduce Investigation Time
Accelerate Response °

e Extend Asset Context

Are we prioritizing the
attacks that represent the
largest
material impacts to our
business?

How fast can we
confidently respond? How
much can
SecOps automate? Are we
improving our time to
respond?
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Outcomes







Enhanced detections with diverse intelligence

50931002 -9 Malicious

5997160 ® Malicious

bOcS7 binan_. b Malicious

2023-03-31709:30-13.6

PAdGr..  2023.0a-3010910136, TAoswee.  (EID
2023-03-31T09:10:136

IPAdde..  5023-04-30T09:10136.. TALOSIPS [ High
2023-03-31T08:46:51.4

Domain 2023-04-07708:46:51 ZeroDot1 C  Modium J

Talos

J
> ] VIRUSTOTAL
J¥
P Pulsedive ‘

« Use public and private sources of intelligence
to achieve better threat identification

* Create and customize your own feeds based

~Ll~L

Others...

on your environment and needs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Secure Network Analytics

Multilayered machine learning — Cisco XDR
o . ) Extended Detection and Response with Cisco
Combination of supervised and unsupervised XDR. Advanced analytics extends local
techniques to convict advanced threats with high detections with global intelligence and
fidelity integrations for accelerated response
Behavioral modeling T l Data collection
Behavioral analysis of every activity Rich telemetry from the existing network
within the network to pinpoint infrastructure including enhanced
anomalies - N L telemetry for encrypted traffic analytics
3 ot e
iSH e e Secure
Network Analytics

1001110111010111000
Q 100111011101011
1001110111010

. AAA ) Qa 1001110111010111000

Endpoint Telemetry —— e

Device and process insight with flow
telemetry from Cisco Secure Client

Hmm
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco 29



Incidents

[ 62 incidents ] 33 New incidents 8 open
l Search n J 62 matching results v Filters
. Priority . Name Sourc
O Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do .. Cisco !
() Unusual External Server for This is localhost Clsco !
J AWS Inspector Finding for This is locathost Cisco !
M 1000 Command and Control DNS Activities Umbre
0 [ 925 ] Formula Test Mar27.Critical. TTP(58) AssetValue[8] Formul
U 028 F1.03-08d Critical TTP(58) AssetValue[10) Foremul
B (335 ] Attack Graph Test - 109 Observables Formu
0 @ F1.03-06a.Critical TTP(S0). AssetValue[NULL) Formu
0 Now Internal Device for This is localhost Cisco !
(m 0 Azure Permissive Security Group for TD&R RSA Cisco !
0 742 £1.03-08.Critical. TTP{58) AssotVakie[8) Foremul
@ seemsiim




Walk through incidents step by step

Progressive disclosure

Looking into an incident is a progressive
experience where the relevant data is
revealed as needed without overwhelming
the SOC analyst

Prieeity . Navrma
o MILCous Process and Susgicious SMILROP Astivity Detec
[ 1000 Unususl External Server $z¢ This Is locathost

Rich incident details

Incidents are enriched with data gathered from
multiple sources including assets, indicators,
observables and others. Associated MITRE ATT&CK
tactics and techniques detailed with risk scoring

Priormty m S New x
Malicious Process and
Suspicious SMB/RDP...

Reported ty Cisco Secure Clowd Anabytics {rss)
15 hours ae

Assigred BM F

MITRE (- rioerivveres o J@—
Pricrity score breakdown
1000 2. =

Short description

Ths feature Is currently Under actve development

Long description

At Chatn
o58eesb 517 300726605072 2041817052861 3

Dessrptom

MITRE ATTECK v o e
Tactics
v TASOO Y Evetutan )

The adversary it trying Lo cun malcious
CoGe Eaacetion Conusd of Mchagues that
PSR I Svenarny-costroled Code raming
on 8 locel o¢ reroie syviem. Tochnigoes that
TN MRS OO Mo often pared win
fechrigues from all other tactics 1o achave
LOONI QOads, F eupioring & Peteons o
shaaing data. For exarple, an adversary
might sae & remcte sccess ool o ren 8
Powerihel Loigt TNt does Remate System
Descowery,

b TAQOCH: Lsteral Movement .

View Incident Detall

Ot

- .

@

4 Assets

v P N b S v J
b W AR S w36 - O
B )

L W hammactewa /b

View Avvats

o

31 Observaties

O N AUTHORTY R TSIV
T CUMedom i Syt LI\ N hodt ane
0. vhostean
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ldentify the most impactful incidents based on risk

92 8
7 3 6 Detection Asset

Risk Value at Risk

Priority Score = Detection Risk x Asset Value

0-1000 0-100 0-10
The Incident total priority score used Detection Risk composed of User Defined Asset Value represent
to prioritize incidents multiple values: the value of the asset involved in the
incident

MITRE TTP Financial Risk
Number of MITRE TTPs
Source Severity

el
cisco

®
~
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How true simplicity is experienced

Without XDR: 32 minutes

1. 10C/alert

2. Investigate incidents in multiple consoles

Product
dashboard 1

Product
dashboard 2

Product
dashboard 3

©

Product
dashboard 4

3. Remediate by coordinating multiple teams

Product
dashboard 1

Product
dashboard 2

Product
dashboard 3

Product
dashboard 4

With XDR: five minutes

Investigation is integrated

across your security
_7% infrastructure

Q-

Target endpoint

\ w  ———
Email /Malicious

IA\ \

Subject domain

/
SHA - 256

v 1P /

|
I,

.--In one view

Query intel
and telemetry
from multiple

integrated apps

e

Quickly visualize Remediate
the threat impact directly from
in your a single Ul
environment

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Confirm attacks sooner with alert correlation

e 2023031370

e 202303-13T0..

e 202303-137T0

[Hon J
[ Hon

Suspcious SMB and RDF

Suspecious Endpoint Actl

Makcous Process Detec

priocity @EER)  Status New
Malicious Process and
Suspicious SMB/RDP...

Repocted by Cisco Secure Cloud Analytics
14 howrs ago

Assigned BM  JF
MITRE

Adert types
« Malicious Process Detected
- Suspicious SMB and RDP activity

Adarts
1. Malicious Process Detected - #6
2. Suspicious SMB and ROP activity - #35

Sources
« Ysamachines/win-vic-2
« virtuaimachines/kal

Chaining Patteens - Tactics
Execution (TADOOZ) - Lateral Movement
(TAQDO0E)

Chainng Patterns - Technigees
Masquerading (T1036) » Remote Services
(Tio29)

Correlate alerts through time

Automatically create new
incidents from correlated alerts
over time, reveal the bigger
picture of a multi-stage attack

Mapping the Attack Chain

Using MITRE Tactics and
Techniques to connect and
revealing the attack chain

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Identify Affected Hosts Add Note

Add note with summary of findings on the investigations of hosts found with ...

Contain Incident: Overview Add Note

Overview of how to contain Indicators of Compromise to stop the spread of ...

Contain Incident: Assets

Use asset-based containment 10 stop the spread of malicious activily.

This automation worklow will network isolate/quarantine all selected assets on your
integrated Endpoint Detection & Response solutions. After clicking Execute, you will
be able to choose all or a subset of assets associated with this incident, Please
make sure you have done proper identification before executing the workflow.

Contain Incident: IPs Add Note

Contain IP indicators of compromise to stop the spread of malicious activity

Contain Incident: Domains

Contain domain indicators of compromise to stop the spread of malicious act...

This automation worklow blocks the selected domain names on your integrated
network policy enforcement solutions. After clicking Execute, you will be able 10
choose all or a subset of domains associated with this incident. Make sure you
have done proper identification before executing the workflow,

Back Go to Eradication —

Acceserale Revpoeme o




Orchestration Workflows
Powerful, flexible automation

Response

Analyst triggers a workflow
from within the incident
manager or a pivot menu

Automation rules

An incident matches a pre-
defined rule and a
workflow is triggered

®)

And more...

Workflows triggered by
users, APIs, webhooks,
schedules, and more

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Device View | ASDevices | Secure Chlent Duvices |

Source Health 13 Devices C
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Tast Search Managed Status Opecating System 05 Support
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Features




High level architecture

Extended Detection Response
4 ) 4 ) 4 )
Cf—\) Cloud Raw Telemetry
Behavioral Analytics i
Y User Triggered Guided Playbooks
@; Network Anomaly Detecti
E nomaly Detection
vents > Automated Workflows
@ Email Attack Chaining Incident Triggered
o Threat InteIIigence) Pivot Menu Actions
@ Identity Incident Creation Scheduled
Enrichment Incident Prioritization > Solution Agnostic
Eﬁﬁ Firewall >
Automation Rules _ )
Hl\_é Endpoint Device Context . ' Rapid Containment
=200 > Automatic Enrichment
. J . J . J

Multi-vector telemetry ingest network, Cross domain alert detections and attack Automated or user triggered responses

cloud, endpoint, email, and more from chaining with automated incident to block observables using any integrated
Cisco and 3rd party prioritization and enrichment technology




Enrichment demo

The process of consulting all integrations to find out what

any of them know about the observable(s).

O
(]

Automation @

Analyst

.

N\

J

v

..............................................

- ) >\
% % IP Reputation @ Email Reputation 3
= 4 (@)
qJ S
et @ Domain Reputation @ File Analysis fD

g J

Cisco Products

kS

Endpoint

Firewall

SN
L)

Cloud
Analytics

Malware
Analytics

SentinelOne

N

CrowdStrike

.

And many others...

J
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Enrichment demo

The process of consulting all integrations to find out what

any of them know about the observable(s).

( )

O

Ana|ySt .....................
’ llllllllllllllllll
¢ XDR
Automation @ ° e e
\. J N i,
fm >\
e % IP Reputation @ Email Reputation 3
& 3
= o
] , . . : ®
et @ Domain Reputation @ File Analysis :
\_ J
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( ]
Cisco Products
s
L)
Endpoint Cloud
Analytics
Firewall Malware
Analytics
IMI N
SentinelOne  CrowdStrike
¢ And many others... y
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Incidents

[ 62 incidents ] 33 New tncigens 8 ogen
L Senrch " ] 62 matching rasulls Filters
C Priority . Name Soure
0 Malicious Process and Suspicious SMB/ROP Activity - Doc TestDo ...  Cisco!
O Unusual External Server for This is locathost Cisco!
0 AWS Inspector Finding for This |s locaihost Cisco!
0 Command and Control DNS Activities Umbee
(] m Formwla Test Mar27. Critical TTP(S8) AssetValue[8) Formy
0 F1.03-064 Critical TTP{S8) AssetValue[10] Forrms
O Attack Graph Test - 109 Observables Fotrmu
O F1.03-08a.Critical TTP(50). AssetVatue[NULL) Formu
U @ New Internal Device for This is localhost Cisco!
O Azure Permissive Security Group for TDER RSA Cisco!
0 [ 742} F1.03-08 Critical. TTP(58) AssetValue(8) Forrmu



Incident response in four stages

Identify

Review the

incident and

confirm the
findings

Contain

()

Act against
impacted hosts,
domains, files,
etc.

Eradicate

Remediate
vulnerabilities and
remove malicious

content

Recover

Validate
remediation and
restore impacted

services
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Control Cemlor

Incidents

Investigate

Intelligence

Automate

Devices

Adminmstrabon

Incidents

523 messents

12 Mew incidems

343 Open Intadents

11 matching resuns Filters Status: Incidont Repectod »

Name

Source

Created

a g
e
~

873

00086

ECZAMAZ-AHQFEJR i group Audit € 20230417 08:16-38

Geoographicaly Unusual Remots Access for Cisco - Lamrencevile L

Heartbeat Connection Coumt for Cisco - Lawrencavilie Lab (Earth)

cd-3050-1-g1-8-win10 in group Earth Clients © 20230406 13:51.59

c5-9300-1-g1-8-win10 in group Pluto Clients @ 20230406 13:52:57

Attack Chain: "Meftiple Threat Indicators Triggered™ for Ciaco -~ Law

c1-4506-2-g3-13-win10 in group Mars Clients @ 20230406 13:52

€3-9300-1-g1+0-7-wini0 in group Audt @ 2023041 08 4854

Persistent Remote Control Connections for Cisco - Lawrencavilie L

c1-4506-1-g3-14-wini0 in group Mars Clients £ 20230411 20:27:142

c1-8300-1-g1-33-ublnx In growp Mars Clients @ 20230471 18:26:19

Secure Endport

Cco Secure Clou

Csco Secure Clou

Secure Endpomt

Secure Endposd

pure Clou

Secure Endport

Secure Endpox

e Secure Clou

Secuwre Endpomt

Secure Endpoet

2 Mondhs

2 Momhs

2 Months

2 Momths

2 Morths

1 Month

2 Months

2 Months

< Monhs

2 Monhs

2 Months

priceity @)  Status  Incident Report..

Geographically Unusual
Remote Access for Cisco -...

Reported Oy Cisco Secure Cloud Analytics (cisco
sxplorcorp-earth) 2 months age

MITRE
Priority score breakdown

100 10
1000 Detection Asaet

Wish Vabse at sk
Short description

Geograptically Unususl Remote ACoess on |-

Long description

At

Goograohicaly Unusual Remote ACosss - #4001

Lawrencevile Lab (Earth) (cisco-exploroop

Device has Deen acotsed from & remd

Iry tha!l 00esn'l normally sccess 1he k<ol
retwork, For axampie, 8 lOCH server scceplting »
SO connechion from a 10reign SOuUrce woukd i

Jger
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enco. XDR

Control Cemile

Incidents

Investigate

intelligence

Automate

Devices

Adrminmstrabion

m Incident Reported

Reported by Cisco Secure Cloud Analytics (chsco-explorcorp-earth) on 2023-04-13T1504:30 0002 - 2 Unked Incidents

Geographically Unusual Remote Access for Cisco - Lawrenceville L

Geographically Unusual Remote Access on HOcS069135291658 % View Long Description

Overviow Detection Response Worklcg

| Asg N:!;‘I Actior

identily Affectiod Mosts
Mentificabion

ASY ot with summiey of findings on the Frvestigations of hosts found with mascious Indicators

. 202
Contairement ; Exer
|
Contam Incident: Overview i I
. . AN
EracdSeation Owerview of how 10 COMam Indicators of COMmPeramiss 10 4100 the spad of Malcious Activey * &V
Exen
Contan Incident: Asset Select | x
Recovery ~ontan Inciden ssots .« 202
Us# 05301-Lased CONLAYmInt 10 $500 The soread of malcions sctvily Exex
[ « 202
Contam Incident: iPs | Aad Nate
Exen
Coman IP IngdCaors of compromise 10 100 the soredd of o Wus 8irnty
. 202
Contanm Incident: Domains Exex
Coman doman indicators of compromise 1o s1op the sprasd of mahcious activity . 207
02
—— Exee
Contan Incident: URLs Select |
. e 202
Conman URL mncbcators of compromise 10 10D 1he sprasd of mabcious actity
Exec
Contam Incident: File Hashes | Setect | . 202
Coman Nle hash indicators of compromise to sicp the spread of malcous activ =y Exee
( * 202
Implement Addtional Mormstoring &
- o

10 Assets

8 Hostname
MIKE-WINID
ECZAMAZ-AMQFEJR

"] aws-easti-windows2019

EC2AMAZ-MTKLEVO

| i-006823081717640a
i-003300a7931472ete
©2-3850-1-11-0-15-win10

| 8ds1-172-10-1-63 dsl sndgO2 sbeglobal

I-0c80651352016581e

Security-1DS-Tester



Investigate

Email Threat Investigation

I

DEO0EE . _—" S X
. h@~ k|

@@,

@2 o @

First Seen . Severity Source Indicators
2021-01-23m7:20:230002 (0 SMA Tracking API
2021-01-23Tiz:4n:240002  (RIED securex-orchestration
2021-01-21723:05:35.0002 (I SMA Tracking API

AAMT_ATAITIIANE1A AARTY AT CAIA Trarlina ABH



Matt

= sl )
i cInco XDR </ ’ My Organizatios

Golden Incident 4_17 V6 shapshot

] investigate

L)
= Intelligence
22 Nodes
e Aut 2
) LN SN TN v, oo =\
. Dovioes \&) : &)
o Adm 2t
, @)
=/
(O
(&)
e
.0 . soom o8- H.n® T -
Indicators 17

First Seen . Severity Source Indicators Observables Assets
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nco. XDR

Control Cer

Incidens

Investigate

Intellgence

Autlomate

Devices

Adminmstratio

First Seen

Severity

Source

Indicators

Observables

Assels

20230417712

2023-04-17713

20230417712

2023-04-17T13

2023-04-17T13

2023-04-17702

2023-04-17712

202304171712

0666 8 Sgggg

AMP Event

AMP Event

AMP Event

AMP Event

NGFW Event Ser

NGFW Event Ser

AMP Event

AMP Event

AMP Event

AMP Event

Security Inteligene

Security inte

D) 1bS20e 31006

O 1I520e 3160116

@) 165200306116

D) 1bf529e 3160116

917210163

06566

0123123123123

) 1S 20e31EONG

ECZAMA

EC2AMA

LCZAMA

EC2AMA

MIKE-W1

Matt

My Organization

Indicators 17

Watchlist Interaction

internal Connection Watchiist

ExecutedMadware. loc

roestia
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*32
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Judgments

JOUoements 3SSOCMe 8 CRSPOSItion with an cbiservabie. Leam More [

Public Private

[ searen ) o

Name Disposition Reason Type St
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SOC- Al Assistance

Incidents .-
Malcious Emal Sent to
MuRtiple Users
« Al Chatbot that uses natural
language processing to
provide insightful answers,
practical advice and

actionable steps

« Optimizes and recommends
next steps and remediation
tactics




SOC- Al Assistance
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+ As the incident is resolved, save time
by allowing generative Al to draft the
post-mortem incident summary report

« Export to .pdf to share with external
stakeholders

Incident Report
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Paeamgation Surwanry
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Full Cycle Automated Threat Response and Recovery* Cohesity and

Cisco XDR Integration

Y

Analytics Threat Intelligence
(Ransomware)

Cisco XDR

i
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Cisco XDR

Incidents

(

DataProtect

DataHawk

N\

Adaptive / Proactive Data Classification
Protection

Cisco XDR

Automated Automate
Workflows

* Includes Cohesity as the first data protection solution provider 67
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One more thing...




XDR has a robust set of APIs!

« We have APIs for:

- Threat intelligence
« Private and public databases of threat intel
« Investigation

« Inspect content for observables

 Enrich data using your integrated products
« Response

« Act on observables you know to be dangerous
« Automation

 Trigger workflows in XDR to do just about anything you want

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



a8 U7 ¥/ ewvestigm neeect | inspect for cbservables

POST v hips /visiaty. Tp_ags_1 | Jrohfroh-irspectirepect

Paoms Atherzation aaders IB) Dody » Pro-sogueyt Scret Touts Setings

O e O fomaata © sowwwlomeutencoded Beaw O bineey O CraphQL  JSON

LI
2 “content®: “This 1y o block of text with things Like an IP address 192,165,1.1 and o <a href=\™!
pae\"»Llink</a> to something suspicious. There may even de a file hash!
Aa4BLETRIATLENIDEe T A6a19000d 1 1Al A1 12660510 Toecd et 56T aecOWE THA™
I
Body Cookes HMeazen 13]  Test Resuits € Suts DOOK T

!

-

Pretry Haw Preview Visuaice JA0N

1

2 {

) “volye™: “192.168.1.1%,

4 “type": “1p~

s b

[ {

y “value™: “4a24048731a10e01062e7460400d0as TaT4L 12660519 TeocdcebS6Taec096784",
n "type": "shalie™

" ’l

10 (

11 “value™: "nltefsyplohyaionahus.con”™,

2 “type": “domain®

13 h

4 {

15 “valye”: "http://nibmfsypichysicexhus, con/post, php”,
16 “type"1 “url”

17 }




Commercial




Easy to buy tiers for Cisco XDR

Cisco XDR
Essentials

Native integration
of the Cisco security
portfolio enabling analysts
to detect and respond to
the most sophisticated
threats, plus a repository for
data ingest and retention

i
CiIsco S E C U RE 2023 Cisco and/or its affiliates. All rights reserve

d.

Cisco XDR
Advantage

+
Commercially supported and
curated integrations with
select third-party security
solutions

Cisco XDR
Premier

+
Cisco Secure Managed
Detection and Response MDR
+
Cisco Talos
Incident Response
+

Cisco Technical
Security Assessment




Number of users
licensed # of Hours Available Services

* Intel on demand:

'tJopZO Hours * Breach Susceptibility Workshop:
* Organization Digital Footprint Assessment:
All the above, plus:
* Emergency Incident Response:
* Security Design Thinking Workshop:
* Pen testing:

20-80 Hours * Threat Modelling:
* Configuration and Build Review:
* IR Plan:
* IR Playbooks:
* Tabletop Exercise:
All the above, plus:
* Security Architecture Assessment:
* IR Readiness Assessment:

80-160 Hours * Compromise Assessment:
* Cyber Range:
* Proactive Threat Hunting:
All the above, plus:

.lclllsléloll SECU RE © 2023 Cisco and/or if] >160 Hours : Red Teamlng:

* Purple Teaming:

e Qariiritv Nneratinne Acceacement:
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Resources

Where can you learn more about Cisco
XDR?
« Cisco XDR At a Glance

«  An XDR Primer: The Promise of Simplifying Security
Operations Position Paper

«  Cisco XDR: Security Operations Simplified eBook

«  Five Ways to Experience XDR eBook

« Cisco XDR Overview Video
«  XDR Instant Demo

«  Threat Hunting Workshop

- https://docs.xdr.security.cisco.com/Content/Administra

tion/cisco-third-party-integrations-and-capabilities.htm
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https://www.cisco.com/c/dam/en/us/products/collateral/security/xdr/xdr-aag.pdf
https://cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-simplifying-security-operations.html
https://cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-simplifying-security-operations.html
https://www.cisco.com/c/en/us/products/security/cisco-xdr-security-operations-simplified-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-Security-Operations-Simplified&utm_term=pgm
https://www.cisco.com/c/en/us/products/security/5-ways-to-experience-xdr-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-5-Ways-To-Experience-XDR&utm_term=pgm
https://video.cisco.com/detail/video/6322229984112
https://dcloud2-rtp.cisco.com/content/instantdemo/cisco-xdr-v1-instant-demo
https://www.ciscosecurityworkshop.com/
https://docs.xdr.security.cisco.com/Content/Administration/cisco-third-party-integrations-and-capabilities.htm
https://docs.xdr.security.cisco.com/Content/Administration/cisco-third-party-integrations-and-capabilities.htm
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https://cisco.com/go/xdr
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