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COVID-themed attacks: United States 

Malware encounters align with news headlines

Microsoft Digital Defense Report 2020

https://www.microsoft.com/en-us/security/business/security-intelligence-report
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AMSI

https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp






blog

https://cloudblogs.microsoft.com/microsoftsecure/2018/10/26/windows-defender-antivirus-can-now-run-in-a-sandbox/


blog

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/tamper-protection-now-generally-available-for-microsoft-defender/ba-p/911482


blog

https://www.microsoft.com/security/blog/2020/06/17/uefi-scanner-brings-microsoft-defender-atp-protection-to-a-new-level/


blog

https://www.microsoft.com/security/blog/2020/03/09/behavioral-blocking-and-containment-transforming-optics-into-protection/




As attacks become more complex and multi-staged, 
it’s difficult to make sense of the threats detected









Announcement blog

https://techcommunity.microsoft.com/t5/What-s-New/New-Windows-Defender-ATP-Incidents-narrate-the-end-to-end-attack/ba-p/282666










Analysts overwhelmed by manual alert 
investigation & remediation

Analyst 1 Analyst 2

Alert queue
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