
 Microsoft 365 Integration Instructions

Why do you need this integration?

• Fetch information about the organization, like organization name.

• Fetch all the users with the basic information like name, email, status, provisioned date, provisioned user 
count. 

• Manage license based users by provisioning and deprovisioning through CloudEagle.

• Fetch license information, subscriptions for all the users. 

• Fetch the Activity and Usage of all Office 365 applications and services.

Pre-requisites

• You must have Azure AD admin access to connect to CloudEagle.

• In order to get the accurate usage of your applications under Microsoft Office 365 subscription, please ensure 
that you have unchecked the following option - 

Sign in to your Microsoft 365 Admin portal.

Navigate to Settings -> Organization Settings -> Services -> Reports.

Uncheck the option for “In all reports, display de-identified names for users, groups and sites”.

Click Save.

Security information

• Authentication method: OAuth2

• Scopes required:

Instructions for App registration on Azure AD



• Login to your Azure AD admin [https://portal.azure.com/#home]

• From the Azure services on Home Page, click on App registrations.

• Click on New registration > Name the app > select the ‘Default Directory only - Single tenant’ option in 
supported account types.

• For the Redirect URI, choose 'Web' from the dropdown menu and enter the following URI: https://pro-
dapi.cloudeagle.ai/cloudeagle/integrations/callback

• Now, click on the Register button.

• Copy the Application (client) ID as your Client ID and Directory (tenant) ID as your Tenant ID from Azure App 
Overview, and make sure to save these IDs for future use when connecting.

• Now navigate to the Certificates & Secrets section, then click New client secret.

https://portal.azure.com/#home
https://prodapi.cloudeagle.ai/cloudeagle/integrations/callback
https://prodapi.cloudeagle.ai/cloudeagle/integrations/callback


• Enter a description and select the expiry of the client secret and click on Add button. Copy the Client Secret 
Value and save it for future use while connecting to CloudEagle, since it gets shown only once.

• Go to API Permissions > Click on Add a Permission > Select Microsoft Graph > Select Application Permission 
and add the following permissions according to permission type as Delegated and Application permissions.

• Once these permissions are added, click on Grant admin consent for Default Directory.

Instructions to connect on CloudEagle

• Login to CloudEagle and go to Admin > Integrations > Direct Integration, search for Microsoft Office 365 and 
click on the Connect button corresponding to it.



• The Tenant ID, Client ID, and Client Secret Value you saved earlier should be pasted in the respective fields 
and clicked on Connect.

• If the connection is successful, you will see Sync now. Click Sync Now to start syncing the data. 

• The sync may take some time, depending on the size of the data. You will receive a notification after the sync 
is complete.

• Once the data is synced, you can see all the information that you have given access to on the Microsoft 365 
application page. Select the current data source as 'Direct Integration'.

• You can see different application and service usage along with the cumulative usage from Microsoft 365.



• You can deprovision the Microsoft 365 users directly from the License Management tab.

• You can provision Microsoft 365 to users from the Users module.

• You can find all the active licenses and total licenses bought under the license management tab.

• The sync runs automatically every 24 hours to capture the latest data.


