Cloud Security A
Assessment

Based on industry standards
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Prioritize your security journey

* Microsoft Defender for Cloud and the secure score is not an exhaustive list of possible
security configurations and architecture.

* Our assessment adds the "missing” link of people and processes combined with your
risk profile.

* We use globally recognized security frameworks to help you to identify security
weaknesses.



Risk Profile

Profile group 1 %

Defined as “essential cyber
hygiene,” the foundational set of
cyber defense Safeguards that
every enterprise should apply to
guard against the most common
attacks.

Typically, small to medium-sized
with limited IT and cybersecurity
expertise to dedicate towards

protecting IT assets and personnel.

Profile group 2 @

Enterprise employs individuals
who are responsible for managing
and protecting IT infrastructure.

Enterprises often store and
process sensitive client or
enterprise information and can
withstand short interruptions of
service. A major concern is loss of
public confidence if a breach
OCCUTS.
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Profile group 3 @

Enterprise commonly employs
security experts that specialize in
the different facets of
cybersecurity.

Assets and data contain sensitive
information or functions that are
subject to regulatory and
compliance oversight.

Successful attacks can cause
significant harm to the public
welfare.



Structured improvement plan

Workshop

In Many cases the most practical
solution will be for the customer
application teams to follow
specific practices and implement
the recommendations on their
own.

We will provide certified engineers
with expert domain knowledge to
lead workshops and provide
walkthroughs of possible
approaches, working in your
environment where practical.

Professional Services

As our consultants help other
customers, we have applied our
knowledge to estimate which
Issues we can actively solve on
your behalf, with reduced
involvement from you, and how
many hours will be typically
required

You can also use our estimates to
help decide if you want to
develop/implement these
recommendation
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Managed Compliance service

Subscribe to Devoteam Managed
Compliance service to implement
key governance functions that will
autonomously address security
compliance issues.

It will prevent or resolve them
automatically where possible, or
alert application owners and
request remediations



Continuous security compliance approach

© Sccurity goalssetin
context of business and
iIndustry requirements

© Continual monitoring

©@ Ongoing update for new
services and threats

Audit and assess

Security
benchmark

Security
Compliance

Framework

Security analytics

Risk
management
best practices



Delivery Method

%

Phase 1:
Assess

Capture data from
customer environment

Key Activities

* Prepare basic
information for
assessment
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Phase 2:
Design

Align Controls with well-
known frameworks and
validate collected results

Key Activities N

« Make a ground analyze
of available information
and identify interview
poiNts

Phase 3:
Interview

Interview stakeholders on
missing controls

« Conduct interviews with
stakeholders to identify
existing processes which
covers
recommendations

Phase 4:
Report & Conclusions

Provide reports and have
open discussion

Key Activities N/

 Handover report and
make a workshop on
further steps/ follow up
the report




Cloud Security
Assessment

Devoteam helps customers improve
their security and compliance by
intelligently assessing their
environments to identify weaknesses
and opportunities for improvement.
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é% Scope

Azure Tenant
Office 365
Azure AD

=] Process N

Devoteam consultant assess relevant Azure Tenant.
Workshop with interviews of relevant stakeholder.
Report delivery and session about the findings.

=] Outcome N

Current Security posture

ASB threat posture per subscription
Remediation recormmendations
Prioritized plan for remedations

@ Duration N

Estimated 3 days, provided required permissions and relevant stakeholders are available

$£ Price N/

Depends on the company size
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Who are
Devoteam



Devoteam M Cloud: a preferred partner in EMEA

Gold

— Sized for agility and trust

Microsoft Azure
Partner Expert
B® Microsoft M S P

Our expertise

% 16 Gold competencies

¥y 9 Advanced specializations:

Change & Adoption

LowCode Development

Threat Protection

Windows and SQL migration
Calling for Teams

Application Modernisation
Kubernetes on Azure

Meetings and Rooms for Teams

Teamwork Deployment
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+ 125 M€

Revenue Experts

V4 FastTrack Ready

V4 Direct Reseller (CSP)

Cloud and Hybrid
V4 Managed Services with
own IP

S Authorized Training
Partner

@ 2019-2021 Partner
of the Year Award

Certification

Q

. Dedicated
Microsoft experts

Certain skill set is
present




Thank you.
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