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Oferta de Cyber Security

Seguranca para TODOS!
® %




CyberSecurity

O mundo depende de pequenas e médias empresas!

®@ ©O

Fabricas Manutencao Mercados Construcao Agricultura

1. The World Bank, Small and Medium Enterprises (SMEs) Finance, 2021.
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90%

de empresas
sao consideradas pequenas e médias
empresas.1

50%

dos funcionarios em todo o mundo sao
empregados de uma PME.1



- 0
CyberSecurity -

das pequenas e médias empresas acreditam que as das pequenas e médias empresas considerariam I

ameacas C|berne.t|cas estdo se tornando cada vez mais 90% ontratar um novo fornecedor se oferecessem a
um risco comercial solucao certa de seguranca cibernética

h________

70%

Novos Riscos!

>50% . . . . .
de TODOS os ataques Seguranca de edificios tradicionais

cibernéticos sao direcionados a
pequenas empresas.

300%

crescimento de
ataques de
ransomware em w w
pequenas empresas no
ultimo ano.

*Pesquisa encomendada pela Microsoft, abril de 2022,
pequenas e médias empresas com 1 a 300 funcionarios

Convencional nas portas Seguras
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A Ciberseguranca
esta se torn
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neguenas e
meédias empresas

Microsoft 365 Business Premium

Solucdo abrangente de seguranca e produtividade,
projetada para empresas com 1 a 300 funcionarios
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Cloud Target

Servicos Especializado em Ciberseguranca para
Elevar a Postura de Seguranca da sua Empresa
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*Gartner “Magic Quadrant for Access Management,” by Henrique Teixeira, Abhyuday Data, Michael Kelley, November 2021 3 RO S Tacirooes ? M2
*Gartner “Magic Quadrant for Cloud Access Security Brokers,” by Craig Lawson, Steve Riley, October 2020 2 Peseartyg ]
*Gartner “Magic Quadrant for Enterprise Information Archiving,” by Michael Hoech, Jeff Vogel, October 2020 E =
*Gartner “Magic Quadrant for Endpoint Protection Platforms,” by Paul Webber, Rob Smith, Prateek Bhajanka, Mark Harris, Peter Firstbrook, May § g
2021 COMPLETENESS OF VISION > As of May 2021 © Gartner, Inc COMPLETENESS OF VISION =~ ——» As of June 2021 @ Gartner, Inc

*Gartner “Magic Quadrant for Unified Endpoint Management,” by Dan Wilson, Chris Silva, Tom Cipolla, August 2021

These graphics were published by Gartner, Inc. as part of larger research documents and should be evaluated in the context of the entire
documents. The Gartner documents are available upon request from Microsoft. Gartner does not endorse any vendor, product or service depicted
in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner
dlisclaims all warranties, express or implied, with respect to this research, including any warranties of merchantability or fitness for a particular
purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. andyor its affiliates in the U.S. and internationally, and is used herein
with permission. All rights reserved.

Source: Gariner (May 2021)

Endpoint
Protection Platforms

Source: Gartner (Augus! 2021)

Unified Endpoint
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cybersecu rlty IDC MarketScape: Worldwide Modern Endpoint Security for Small and Cloud Target
Midsize Businesses, 2021
. ’ . Leaders
Microsoft o unico oy
’ SentinelOne CrowdStrik
Lider no IDC MarketScape | aptos
\ Trend Micro Microsoft

" Check

para seguran¢a moderna de o
endpoints para empresas e

Cisco " __ Fortinet

Cybereason b FireEye

med|a5 e pequenas ‘/. ‘—‘.*/McAfeeEnterprise
Wlaitgé('l;'u% \VMware N

? F-Secure

Palo Alto Networks Major Players

Capabilities

Porqué Microsoft!

Deep Instinct —=
~— Malwarebytes

BlackBerry —()

Contenders

IDC MarketScape: Worldwide Modern Endpoint Security for Small and Midsize Businesses 2021 Vendor
Assessmenthttps://idcdocserv.com/US48304721

IDC MarketScape vendor analysis model is designed to provide an overview of the competitive fitness of ‘//-—-/__
information and communication technology (ICT) suppliers in a given market. The research methodology
utilizes a rigorous scoring methodology based on both qualitative and quantitative criteria that results in a
single graphical illustration of each vendor’s position within a given market. The Capabilities score
measures vendor product, go-to-market, and business execution in the short term. The Strategy score

measures alignment of vendor strategies with customer requirements in a three to five-year timeframe.
Vendor market share is represented by the size of the icons. o
Participants

Microsoft named a Leader in IDC MarketScape for Modern Endpoint Security for Enterprise and ) .
Small and Midsize Businesses - Microsoft Security Blog Strategies



https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fidcdocserv.com%2FUS48304721&data=04%7C01%7Cnehabha%40microsoft.com%7Ce40e0cc8d70143e5e55b08d9b37a1299%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637738159166435994%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=NNWTmV1%2BneJKZ%2FCRmPpTkTqUZEpM2J9QtJJgXmoir5w%3D&reserved=0
https://www.microsoft.com/security/blog/2021/11/18/microsoft-named-a-leader-in-idc-marketscape-for-modern-endpoint-security-for-enterprise-and-small-and-midsize-businesses/
https://www.microsoft.com/security/blog/2021/11/18/microsoft-named-a-leader-in-idc-marketscape-for-modern-endpoint-security-for-enterprise-and-small-and-midsize-businesses/
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Como um Antivirus tradicional se . .
O Microsoft Defender for Business cobre

compara ao Microsoft Defender muito mais itens de seguranca para
For Business Dispositivos e Servidores da sua empresa

L, . . Melhora visibilidade e tempo de resposta contra
Antivirus tradicionais ataques com deteccdo de endpoint e reposta
protegem apensa uma

fracao do seu negdcio

Identifique e pare ameagas emergentes com
a protecgdo de antivirus avangada

Bloqueia atividades maliciosas 24x7 com
automacdes de investigacdo e remediagdo

Falha contra amecgas desconhecidas

Atacantes podem escapar da detecgdo

D) ) »
Rastreia e resolve vulnerabilidades nos seus
ativos mais criticos

N3o bloqueia sites maliciosos

Porqué Microsoft!
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Pilares de Protecao

Seguranca de

Identidade

Usuario

Seguranca de

Dispositivos

Seguranca de
Aplicacoes

Cloud Target

Seguranca de
Documentos

Dispositivos

Aplicagoes

Documentos

O B . s
é _—
10 Pro —
A

» Recursos do Azure AD como
MFA

* Redefinicdo de senha de
autoatendimento

» Acesso Condicional

* Grupos Dinamicos

Gerenciamento de Entidades
e Comportamento de
Usuarios

Gerenciamento totalmente
centralizado de dispositivos moveis
e laptops com o Intune

Limpeza remota de dados de
dispositivos perdidos e roubados

Criptografia BitLocker

Aplique requisitos de Strong Pin
junto com perfis de Wi-Fi e VPN

Microsoft Defender for Business

Gerenciamento Unificado de
Dispositivos

Restringir copiar/colar/salvar dados
corporativos em aplicativos pessoais
usando Politicas de Protecao de
Aplicativos do Intune

Defender For Office 365 para protegéao
contra malware e ataques de dia zero

Prevencao contra perda de dados para
monitorar a transmissao de dados
confidenciais

Restri¢cdes de e-mail como “Nao
encaminhar” ou “Criptografar e-mail”

Gerenciamento e Protecao
Contra Ameacas

* A Protecao de Informacdes do
Azure protege e classifica
documentos para compartilhamento
seguro, inclusive no Teams

* Revogar acesso a documentos

» Rastrear documentos confidenciais

Gerenciamento de Protecao
de Informacao

(o)
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Defesa contra ameacas moveis
(celulares etc)

Instale em dispositivos moveis sem precisar de
ferramentas ou complementos

Identifique e detecte vulnerabilidades no nivel
do sistema operacional, para que vocé possa
atualizar ou corrigir dispositivos*

Ajude a proteger contra phishing e sites
maliciosos com a Protecao na Web

Detecte aplicativos Android maliciosos com o
App Security
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Novas Funcionalidades

Microsoft 365 Defender

Overview

L]

Android

Security recommendations (1)

¥ Export

Security recommendation

Update Google Android

Discovered vulnerabilities (94)

/O Search
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Installed devices (1)

Versiol

OS platfo... Weaknesses Related comp

Android 94

Google Andra

Update Google

C Remediation requirec

& Report inaccuracy

General  Exposec

Description

Update Android to a lat
devices.

Associated CVEs

Critical High
5 54

*Corrija vulnerabilidades com op¢des de gerenciamento de dispositivos, como Microsoft Intune ou atualizagdes manuais. A defesa contra ameagas moveis esta disponivel para clientes Business Premium desde o

langamento. Consulte a documentac¢ao para obter mais detalhes.
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Resumo mensal de seguranca

Compartilhe rapidamente insights de
seguranca com as partes interessadas
em um formato simples

Identifica areas para melhorar a
seguranca

Veja ameacas evitadas pelo Defender for
Business

Novas Funcionalidades
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Microsoft 365 Defender P search

Monthly Security Summary

fn
March 16, 2023 12:10:31 AM
W Report is for the last 30 days: March 16, 2023 to February 14, 2023
(‘“_\
=
@
}%
Summary
&
A snapshot of your organization's protection state powered by Microsoft Defender for Business. This report shows how well your organization
&F is prepared to prevent and respond to cyberthreats.
o§ Your secure score is 53.89% and it improved by 4.12% from last maonth. 4 devices were onboarded this month. 0 URLs were blacked across 0 restricted
categories. There have been 0 resolved incidents and 0 resolved alerts this month.
H
Microsoft Secure Score
=)
You have good protection against cyberthreats
o
X Your organization’s overall cybersecurity strength has improved by 4.12% since last month.
A higher number indicates more recommended actions have been taken,
Q which minimizes your risk from attacks.
3

53.89%



Novas Funcionalidades

O que ha de novo no
Microsoft 365 Lighthouse

Ajuda os parceiros a proteger dispositivos, dados e
usuarios para clientes com até 2.500 usudarios com
Microsoft 365 Business Premium, Microsoft 365 E3,

Microsoft 365 E5 ou Microsoft Defender for Business.

o Relatorios de desvio de configuracao

o Insights de implantacao entre clientes
gerenciados

Gerenciamento de vulnerabilidades com
pontuacao de exposicao e recomendacoes

Microsoft 365 Lighthouse

® 2
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Home

Tenants

Users

Devices

Apps

Data protection

Deployment

Deployment insights

Baselines

Service health
Audit logs

Alerts

Permissions

o)
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Home > Baselines > Default Baseline

Default Baseline

The default baseline is a set of pre-configured deployment tasks recommended by
Microsoft to automate the setup and configuration of policies and settings to keep
managed tenants safe, secure, and productive.

Filters: ~ Category: Any

g Tasks Category
~  Require MFA for admins

Create conditional access policy to require MFA for admins Identity
v Require MFA for users

Create conditional access policy to require MFA for users Identity
v Block legacy authentication

Create conditional access policy to block legacy authorization Identity
~ Set up device enrollment

Configure Azure Active Directory for joining devices Devices
Configure automatic device enrollment Devices

Device health monitoring policy

Devices
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Home > Vulnerability management

o Vulnerability management Exemplo CIIO Gelgelnddzlmento de
Vulnerabilidades

@ Tenants

K Users v Tags: David's Customers X
&3 Devices 28
Device security Get a high-level view of the exposure score across all your managed tenants and see security recommendations for how to lower tenants' exposure to vulnerabilities.

Vulnerability management Learn about vulnerability management
Device compliance

Threat management Overview Recommendations

Device health

Windows 365
Microsoft Defender for B posure score Critical numbers
H Apps : .
The aggregate exposure score of managed tenants is low 5 Exposed devices
Data protection oa'e
ik 20 6 Critical CVEs
U Deployment v e ———— | . .
60 High Severity CVEs
< Service health This score reflects the current exposure associated with all devices across your managed tenants. The score is potentially impacted by A %
active exceptions. 81 Recom mendatlonS
Ed  Audit logs
@, Permissions v
= Export 4 tenants

Filters: ~ Exposure score: High, Medium, Low X

Tenant Exposure score Exposure change Exposed devices Recommendations Weaknesses Critical CVEs
MSP Demo 112 B (Medium) 52 A 2 63 534 14
Northwind Bicycles @ - 53 (Medium) 4 A 1 14 68 5

Orangel 2 M~ 20(Low) £ 4 67 52 1

Alpine Ski House & — 0 (Low) 0 0 0 1 0
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Microsoft 365 ofertas para pequenas e medias empresas

Microsoft 365 Business Basic
Cloud Services

Eﬁﬂl‘@

Exchange OneDrive SharePoint

R$ 32,00 por usuario /mensal’

Microsoft 365 Business Standard

Cloud Services

Eﬁﬂl‘@

Exchange OneDrive SharePoint

Desktop Apps
oy On e 3 & ll

Outlook Word Excel PowerPoint Publisher  Acc

R$ 80,00 por usuario /mensal’

10 preco esta sujeito a alteragdes com base no prazo da assinatura, moeda e regido
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Microsoft 365 Business Premium

Cloud Services

Wi g & B

Teams  Exchange OneDrive SharePoint

Desktop Apps
oy On e 3 @ ll

Outlook Word Excel PowerPoint Publisher  Acc

Comprehensive Security

@Q.

Azure AD de
nnnnnnnnnnn Pemlum Virtual Desktop

R$ 140,80 por usuario /mensal’
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Comparacao do Microsoft 365 Business: Basic X Standard X Premium

Microsoft 365 Business Microsoft 365 Business Microsoft 365
Features Basic Standard Business Premium
Estimated retail price per user per month $USD (with annual commitment)’ $6.00 $12.50 $22
Maximum number of users 300 300 300
Office Apps PowerPoint Oneliote, Accesd), Office Online. 1T e er (ord Beel i 0l Bisines Business
Email & Calendar Outlook, Exchange Online 50GB 50GB 50GB
Hub for Teamwork Chat-based workspace, online meetings, and more in Microsoft Teams o o o
File Storage OneDrive for Business 1 TB/user 1 TB/user 1 TB/user
Social, Video, Sites Stream, Yammer, Planner, SharePoint Online, Power Apps, Power Automate ° L] L
Business Apps Customers Scheduling with Bookings L] ®
lThreatProtectlonM|crosoftDefenderforOff|ce3650-
Identity Management Full Azure AD Premium Plan 1 ®
Microsoft Intune °
Device & App Shared Computer Activation °
Management Windows AutoPilot [
Upgrade rights to Windows 10 Pro for Win 7/8.1 Pro licenses °
Data Loss Prevention ®
* Information Protection o
Azure Information Protection Plan 1, BitLocker Enforcement ®
Compliance Unlimited email archiving? L
Endpoint security Microsoft Defender for Business @3

[1] price is subject to change based on subscription term, currency and region
[2] Unlimited archiving when auto-expansion is turned on
[3] Microsoft Defender for Business is available in Microsoft 365 Business Premium and as a standalone SKU. Read the blog post to learn more.

https://aka.ms/M365BPPlaybook



https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496
https://aka.ms/SMBSecurityMayBlog
https://aka.ms/M365BPPlaybook

CyberSecurity PRE MDB WITH MDB

, Microsoft Microsoft
Microsoft 365 365 Defender for
Busmesss Business Business
Premium Premium3 (MDB)3
eDiscovery . i
eDiscovery and Audits Litigation Hold . .
Email Archiving i .
Information Rights Management ° .
Information Protection File classification/labeling . .
File tracking and revocation * i
D efe n d e r fo r Message Encryption . i
. Data Loss Prevention Data Loss Prevention . .
Business traz Data App Security - .
) ) Safe links . .
Segu ra nga de Emaﬂland Collaboration Safe Attachments s s
ecurity S
o ’ Anti-phishing i .
en d p Ol nt d SIS | Windows device setup & management ol ol
5 ) Device health analytics ° d
empresaria | pdra O Device management Mobile Device Management . .
M | C rOSO.I'_‘t 3 65 Mobile App Management . i
Identity and Access Risk based Conditional access * .
Business Premium Management and Security MUlifactor authentication @@ v uusssssssssssssssssssisssossssssssissississtssississsssssssssssssssnss
= Centralized management g . .
: Simplified client configuration . . :
E Next-gen protection Winl0 . .
E Attack Surface Reduction Win10?! . . '
Network Protection O .
1 Limitado. 2 Otimizado para pequenas e médias empresas. Endpoint Security E Web Category blocking O 0 E
3 0 Microsoft Defender for Business esta disponivel no Microsoft 365 Business Premium e E Endpoint detection and response * * E
come um SKJadtenomo * Cross platform support (i0S/Android/Mac) o4 ot
4io§ eAndroi.d requerem Microsoft Intune. O Intune esta incluido no Microsoft 365 E Automated investigation and response o2 o2 E
PSSR Threat and vulnerability . .
. o2 o2
H

1_'hreat intelligence
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Simplifigue seu investimento em tecnologia e ajude a
reduzir custos
(

Gerenciamento de seguranca,
identidade e dispositivos

Solucdes de acesso remoto $5
Protecao avancada de Email $5
Logon Unico $2

Aczsso Condicional + MFA $6 >R$ 225'00
Protecdo de Antivirus para Endpoint ~$3 Custo mensal de
Deteccdo e resposta de endpoint  ~$5 nééol\l/llji(é?s:oft
Gerenciamento de Dispositivos $4

Microsoft 365
R$ 140,80 < Business Premium

Uma solucao para
administrar seu negocio
com seguranca, de
qualquer lugar

mensal

Colaboracao e Produtividade

Produtividade de Apps e armazenamento
de arquivos $12 \_
Colaboracao baseada em Chat $6

'Estimates based on published prices ; Price subject to changes

2Microsoft 365 Business Premium priced at $22pupm starting March 1, 2022, Price is subject to change based on subscription term, currency and region;

File Storage and Productivity apps — Google Workspace $12 (unlimited storage) Online chat-based collaboration - Slack $6.67

Single Sign On- Okta $2; Adaptive MFA (Conditional Access+ MFA) — Okta $6

Device Management - IBM Maa$S 360- $4.00, Endpoint Protection: Sentinel One Complete (Antivirus with EDR) $8, Proofpoint email protection - $5

Remote Access: Windows Terminal server CAL ($199 perpetual per user; over 3 years — per month would be around $5); TeamViewer - $49 per user per month
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SOLUCAO COMPLETA!

Microsoft 365 Business Premium

Solucdo abrangente de seguranca e produtividade,

Licenciamento projetada para empresas com 1 a 300 funciondrios

300 licencgas - Microsoft 365 Business Premium

RS 42.240,00 Mensal

-+

Servigos Gerenciados

* Gerenciamento de Entidades e Comportamento de Usuarios
* Gerenciamento Unificado de Dispositivos

* Gerenciamento e Protecao da Informacao nh
* Gerenciamento e Prote¢ao Contra Ameacgas “y

CyberSecurity |
RS 5.707,96 Mensal Cloud Target

Reducao de Custo com Pessoal além de contar com Equipe . o _
Especializada. Servicos Especializado em Ciberseguranca para

Elevar a Postura de Seguranca da sua Empresa

Cuide do seu Negdcio que deixaremos vocé tranquilo com sua
Seguranca Cibernética!
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