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CODE42 INSTRUCTOR™

Employee education tailor made to reduce

Insider Risk

Code42 Instructor™ is Insider Risk
reduction education that enables
organizations to provide education

to employees, where and when it’s
needed. Unlike traditional security
awareness and education designed
for general compliance and external
threats, Code42 Instructor is employee
education tailored for Insider Risk
Management. Instructor focuses on
what is needed to truly change user
behavior and reduce Insider Risk by
providing proactive organization-wide
and department-level lessons, situation
specific persona and technology
lessons, and responsive user-specific
lessons triggered by user activity.

Insider Risk reduction education
designed to:

» Promote and ensure data use policy compliance

» Enable and empower a more risk-aware workforce

» Reduce accidental & negligent employee data leaks

» Measure, report and improve organization-wide
Insider Risk posture
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Insider Risk reduction education that is:
@ Risk-Based
@ Real-Time
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Reduce risk to data with 4 types
of lessons:

Proactive

Proactive Insider Risk lessons are compliance focused
and culture minded meaning they are designed to
empower employees to do the right thing and are
SCORM ready to plug and play into any security
awareness and training program.

Proactive lessons include:
» Insider Risk & You
» Avoiding Common Data Risks: iCloud
» Avoiding Common Data Risks: Slack
» Keeping Data Safe: Marketing

» New Insider Risk Management Program
(IRM) Notification

» Sharing Files Securely: MS365 & OneDrive

Situational

Situational Insider Risk lessons are for specific users or
groups of users that are in the moment, engaging and
relevant to the employee lifecycle.

Situational lessons include:
» Departing Employee: Dos and Don’ts
» Departing Employee: Developer
» Employee Onboarding
» New Employee: Dos and Don’ts

» Users with Elevated Access: Avoiding Common
Data Risks
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Responsive

Responsive Insider Risk lessons are user-focused to
provide just-in-time training, user-friendly to deliver
education in helpful, bite-sized chunks, and user
specific meaning they are triggered by unsafe user
behavior or activity.

Responsive lessons include:
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iCloud Sync

» File Shared Broadly Through Google Drive
» Unapproved Cloud Storage: Dropbox

» Unsafe Sharing: Microsoft Teams

» Unsafe Use: Personal Email

» Use Gmail, Not Yahoo

Cybersecurity Awareness Training

Cybersecurity Awareness Training lessons support

compliance and educate employees on cybersecurity

fundamentals such as passwords and phishing. Add
them to your learning management system as a
standalone compliance training or in addition to your
other security awareness lessons.

Cybersecurity Awareness lessons include:
» HIPAA
» Internet Safety & Untrusted Domains
» Working Remotely
» Passwords
» Phishing
» Policy Training
» Privacy

» Social Engineering
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Available in two packages,
Instructor lessons are ready-to-use
but also customizable.

Instructor

» Best-in-class Insider Risk reduction training.
Lessons tailored to help reduce Insider Risk
proactively and responsively.

Instructor custom branded

» Custom branded Instructor lessons.
Customize Instructor lessons with your
company logo and information.

Learn more and preview Instructor lessons here.

é€ The goal with Code42
Instructor is to train employees
in real time. The majority of
Insider Risk incidents are
inadvertent, so if we can embed
training and education when the
risky behavior happens, it’ll go a
long way toward reducing that
risk over time.”

— Aaron Momin, CISO, FinancialForce

Code42 is the leader in Insider Risk Management. Native to the cloud, the Code42® Incydr™ solution
rapidly detects data loss and speeds incident response without inhibiting employee productivity.

Security Reviews Amplifying the effectiveness of Incydr are the Code42® Instructor™ microlearning solution, and Incydr’s
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full suite of expert services. With Code42, security professionals can protect corporate data and reduce
insider threats while fostering an open and collaborative culture for employees. Innovative organizations,

including the fastest-growing security companies, rely on Code42 to safeguard their ideas.
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http://www.code42.com
https://www.code42.com/instructor/lessons/

