Threat Protection Engagement
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Service Description Dream. Design.

Empower Your Security Journey: Assess, Mitigate, and Accelerate with Microsoft’s
Comprehensive Threat Protection

Threat Protection Engagement Overview

The Threat Protection Engagement is an engagement that helps you assess your security landscape, address your
most pressing security goals and challenges, and provide an immersive experience that brings the Microsoft security
vision and capabilities to life.

The delivery includes activities such as:
¢ Discover threats, and gain visibility into threats to your Microsoft 365 cloud and on-premises environments
across email, identity, endpoints, servers, and data to better understand, prioritize, and mitigate potential

cyberattack vectors.

e Understand how to mitigate threats, help you understand how Microsoft 365 and Azure security products
can help you mitigate and protect against the threats found during the period of this engagement.

e Discover and understand how to address vulnerabilities, help you understand how to use Microsoft
products to discover, prioritize, and address vulnerabilities and misconfigurations across your organization.

What we do

The standard scope of this part of the engagement includes:

Deployment of Threat Protection Engagement Microsoft 365 trial licenses in the customer tenant.
Configuration of the following mandatory modules and each of the included products:
o Microsoft Defender Portal
=  Microsoft Defender XDR
o Cloud Identity Protection
= Entra ID Protection
= Entra Conditional Access
Selection and configuration of at least three of the following selectable modules:
o Unified SecOps Platform
= Microsoft Sentinel
o Email Protection
= Microsoft Defender for Office 365
o Endpoint and Cloud Apps Protection
= Microsoft Defender for Endpoint
= Microsoft Defender Vulnerability Management
= Microsoft Defender for Cloud Apps
o Microsoft Copilot for Security Demonstration
e Remediation of potential technical issues during the deployment.
o Threat exploration to discover threats actively attacking the customer.
e Vulnerabilities exploration to discover and prioritize vulnerabilities and misconfigurations.
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e Mapping threats discovered to a recommended method of mitigation.

o Demonstration of how the relevant Microsoft security products work, going through key scenarios that will help
land product value and key differentiators.

e Decommissioning of configuration and licenses at the end of engagement.

What you get

e Receive a documented security strategy for your teams and stakeholders.

e Better understand, prioritize, and mitigate potential threats.

e Better understanding of how to discover, prioritize, and address vulnerabilities.

o Work together with us to define a list of next steps based on your needs, objectives, and results from the Threat
Protection Engagement.

e Learn how you can accelerate your security journey together with Microsoft.

Pricing
Fixed Fee
Invoice type

Service Code

¢ Configuration of Microsoft Security products beyond the guidance provided
in this document.

e Deep analysis (investigation) of threats found during the engagement.
Out of Scope e Forensic analysis.

e Technical designs or implementations.

e Configuring non-Microsoft SIEM integration.

e Proof of Concept or Lab Deployment.
Why Compugen

Customers place their trust in Compugen’s seasoned security professionals to assess, design, implement, and manage
tailored solutions that elevate the security of their entire environment. Our experts specialize in leveraging Microsoft
Azure's comprehensive security suite to safeguard businesses against evolving cyber threats.

Other services you might be interested in

Security Control Helps customer identify gaps in their security controls, shortfalls we recommend be
Assessment addressed to properly secure their environment and protect their people.

Targets vulnerabilities within your environment attempting to exploit them to uncover

Penetration Testing security gaps and provide a clear remediation path.

Vulnerability Compugen’s security experts attempt to find any security weaknesses within your
Assessment organization and provide a clear remediation path for an increased security posture.
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