CISO Score (Free Edition)
Azure Entra Compliance Assessment

i Make sure that you have activated your Azure PIM to enable your account as Global Administrator before proceeding 4

Start here by enticating via Azure

® Cyber Automation 2024

Disclaimer: The findings from CISO Score should not be interpreted as a guarantee of compliance.

Login to Azure

To sign in, use a new tab in your web browser to open the page:
@ Click here ————— https://microsoft.com/devicelogin

And enter the code:
@ itenicas —PSZGNO727Z
authenticate
After logging in, click here to proceed.

@ Come back to this page and then click this
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Select a Tenant

Available Tenants:
Select the

@ tenancy you o cyberautomation.com.au v

want to
Select

audit
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CISO Score

Tenant Audited: acme.com
Date of Audit: 2025-01-03 12:11:17 UTC
Audit performed by: Wile_E_Coyote@acme.com

Generate Executive Sumi Report

Overall CISO Score
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Conditional Access Policies

Status: FAILED

ISO 27001 Control A9.4.1 - Information access restriction
Australian/NZ ISM - Access Control Policy

No Conditional Access Policies are configured.

Privileged Role Assignments

Status: FAILED

ISO 27001 Control A9.2.3 - Management of privileged access rights
Australian/NZ ISM - Privileged Access Management
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Block Unapproved Devices

Status: FAILED

1SO 27001 Control A9.4.1 - Information access restriction
Australian/NZ ISM - Access Control Policy

No policy found that explicitly blocks unapproved devices.

User Session Frequency (16h)

Status: FAILED

ISO 27001 Control A11.1.2 - Physical entry controls
Australian/NZ ISM - Access Control Policy

No CA policy found for 16-hour sign-in frequency.

Admin Session Frequency (4h)

Status: FAILED

ISO 27001 Control A11.1.2 - Physical entry controls
Australian/NZ ISM - Access Control Policy

No CA policy found for 4-hour admin sign-in frequency.

Sign-In Location Policies

Status: FAILED

ISO 27001 Control A11.1.2 - Physical entry controls
Australian/NZ ISM - Access Control Policy

No CA policies restrict sign-in locations.
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Entra Authorization Policy

Status: FAILED

1SO 27001 Control A9.4.1 - Access Control Policy
Australian/NZ ISM - Access Management

No Entra Authorization Policy objects found to prevent the default user role from creating apps, security groups, reading other users etc.

Cross-Tenant Access Policy

Status: PASSED

1SO 27001 Control A14.1.2 - Securing application services on public networks
Australian ISM - Secure Configuration of Cloud Services

Default icy DSC config.
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