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SECURITY COMPLIANCE & DATA PROTECTION

Mo

Agent 365 Deployment

Govern, protect, and monitor.appropriate Al agent use-across your org.

End-user
environment

Your agents can be a massive security risk if not properly governed. Microsoft’'s Agent 365 capabilities help you protect your agents from misuse, detect

insecure configurations, and govern agents holistically. Microsoft 365 E7 customers are eligible for this offer to secure their agentic workflows.

AGENT 365 DEPLOYMENT BENEFITS

HOW WE HELP

Enable secure agentic Al for the business: Agent 365 . ; I

provides the fastest way to enable your business to use Fastest time to value Operational el

We ocus on proviing you a raid We ain yourteams on the total et o
gy | y gy 9 > 3 enablement of agentic security so your capabilities so they can scale their efforts

S e e curty businesscon move forard with sgent  broadl and focuson the mst pressing

policy to protect your estate. rollouts unblocked, layered with strong security issues with agents.

. : , e : security principles.
Monitor agents: Gain operational visibility into agent actions yP P

and protect real-time prompts and responses with data
security policy and appropriate use policy.

Govern agents: Find new agents that lack owners, overlap in EXtenSIblIlty Enhance your E7 Investment
purpose, and consolidate/remove agents that are not needed. We secure more than just Copilot; your Cyclotron can leverage Microsoft funding
custom developed and third-party agents and other mechanisms to reduce the
are included - plus, we provide Agent 365 deployment cost of Agent 365 to your

(~ Observability SDK integration help. organization.
Y
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Microsoft Agent 365

Observe, Govern and Secure all
agents at scale
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Monitor and manage Govern agents
agents in real time throughout their lifecycle

Secure
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Protect all agents
comprehensively



Microsoft Agent 365

Register, track and Govern agents Protect all agents
measure all agents throughout their comprehensively
in one place lifecycle
Full visibility into every IT-controlled Zero Trust extended to
agent, track adoption, onboarding, lifecycle every agent, protect
usage and effectiveness policies, least-privilege identities, prevent data
with analvtics and role- access and audit trails leaks, and defend against
based y tina for IT ,every agent governed Al threats including
s R and compliant from day prompt injection and tool
SEEll g7 Ene EUeess one. misuse. No new security
leaders. tools required, Agent

365 extends your
existing Microsoft
security investments to
agents.



Observe

@) Microsoft 365 admin center X | + = qEf s

Register, track and SRRy ST
measure all agents

Home > All agents

() Home
[ )
Agent 365
in one place S y
l‘- Agents a Monitor and manage agents powered by Microsoft Entra in your organization. Manage in Entra ID  Learn more about managing agents
ge ag y 9
Overview
I All agents Map  Registry Requests  Catalog
Full visibility into ever
y y Settings Total agents Agents at risk Ownerless agents Blocked agents
t t " o s : 21,762 |4 8 23
agen rac & e . - ;
T Upload agent '~ Export to Excel 5 Pin for users 21,762 items I3 Choose columns | © Search
1 B Billing v
a O pt I O n I/ u S a g e a n 0 Filters:  Publisher Availability Channel Platform Acquired from
Support v
ff t ° ° t h €€3 Setti C] Name Availability Risks Active users (30 days) Total sessions (30 days) Exception rate (30 days) Assisted hours (30 days) Last updated |
errectiveness wi o )
1 Reports v O @ %i:’ﬂrabm Supplier @ All users 0 642 3,056 10% 2,543 Mar 1, 2026
L]
analytics and role- v - Finance Data Anays
O v"‘“::w atarnalysts @ Al users 0 746 2,945 12% 3,598 Mar 1, 2026
Foundry
. =+ Show all 2
ba S ed re po rtl n g fo r | I 0O = Fa:a ?f‘?ﬂ':e' ’*{ge"‘ @ some users A 1alet 956 3,600 10% 52 Mar 1, 2026
I} opilot Studio - Lite
S ‘t B M (] FUStémf‘r B'"'"? ‘Agent @ some users A 2alerts 1,203 2,563 5% 945 Mar 3, 2026
ecurity and Business S
Researcher o
I O ‘ Moot @ Some users 0 15 1,299 2% 200 Mar 4, 2026
eaders. -
[ Rt ’Ge’?f]‘:i'k Not activated 0 - = — - Mar 4, 2026
3 Some users 0 104 1,090 4% 1,798 Mar 7, 2026
s °
vianus Inc
All users 0 391 3,295 2% 963 Mar 7, 2026
nén °

Published by your org

Supported agent types/platforms: Copilot Studio agents published to M365/Teams, Agent Builder, SharePoint, Microsoft 365 Agent Toolkit, 3P through Agent 365 SDK, Productivity App agents (Word, PPT, etc.), Microsoft agents



Govern

B} Microsoft 365 admin center X | =

Govern agents N
throughout their

O search Copilot

= Home > All ags Agents > Publish new agent
° iy Home
I I e I e Ty Copilot ~ A" ager @ Selectusers I I- I
I C C | Apply policy template
& Agents - Maonitor and ma
@ Apply policy template
Overview Choose a policy template to automatically apply to this agent. Microsoft policies are added by default. Custom policies are
I All agents Map  Registry added and edited by admins. Go to templates

Accept permissions

IT-controlled

Settings -
Review & finish y .
. . Agent Template - Restrict Content Sharing v
onboarding, lifecycle S e -
I
1} — | -
| o o | 0 5 | & Roles b Filters:  Reque Entra policies ~
policies, least-privilege - -
a CC es S a n d a u d it t ra i | S £ Ssupport N Staffil Identity Protection H Detect agent identity threats by flagging anomalous activities invalving agents
Publisk
83 Settings ~ Network Visibility i Enable network visibility to agent access to external resources.
Produ Lifecycle Management for Agent IDs H Automates creation, update, and retirement of agent identities in Microsoft Entra to ensure secure onboar ...
— every agent 8 s :
Access package Custom : Govern agents access rights through access packages
% Health v Preser
V r n I a n I Publish| assistive-agent-access-to-Azure-De.
g Show all

compliant from day o
one.

Purview Audit Enabled H Agent activities are logged, providing audit trails and observability.

Default DLP policy H Data security controls help detect sensitive data leaks and oversharing

Purview Al compliance assessment H Continuous monitoring evaluates agents for compliance gaps and identifies areas needing attention.... @
2
3




Secure

Protect all agents

comprehensively
= A 0E
g laa$S - Paa$ - Datacenter
Zero Trust extended to Zero Trust
every agent — protect High Risk () ) policy enforcement IR R OE S |
identities, prevent data o J Al Agents
leaks, anddefend ~  \2/ Y e @D @ ) soee = D

against Al threats
including prompt
injection and tool Nokisk ()
misuse.No new
security tools required
— Agent 365 extends
your existing
Microsoft security

Al Agents Low Risk M)

Microsoft Entra
Conditional Access

e =

Internet - Microsoft 365 - SaaS

On-premises

Investments to agents.
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A Unified Control Plane
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AGENT 365: OUR FRAMEWORK

Total Setup & Deployment

BUILT-IN AGENTS

o VR

Training & Operationalization

TAILORED AGENTS

Microsof

Managed Services for Agent
365

DEVELOPED AGENTS

‘-i Microsoft Foundry

Register, track and
measure all agents in one place

Ve

Full visibility into every agent, track
adoption, usage and effectiveness
with analytics and role-based

leaders.

reporting for IT, Security and Business

Govern agents throughout their
lifecycle

( N\

IT-controlled onboarding, lifecycle
policies, least-privilege access and
audit trails ,every agent governed and
compliant from day one.

Protect all agents comprehensively

Zero Trust extended to every agent,
protectidentities, prevent data leaks,
and defend against Al threatsincluding
promptinjection and tool misuse.




f_ CYCLOTRON'S SERVICES FOR AGENT 365

WHAT DOES CYCLOTRON DO WHY CYCLOTRON?
WITH AGENT 3652
* Frontier Program partner, with the earliest access to

« Tool setup & deployment with total onboarding of all both Agent 365 and to Copilot features. Cyclotron has

agents, whether M365, third-party, or custom-developed. been doing both Agent 365 and Copilot deployments

: : from the inception of the tools.
* Integrates setup with Defender, Purview, and Entra for P

total security, compliance and identity monitoring « One of the largest partners in Copilot and Purview

: : ' he glob
» Trains your developers on Agent 365 SDK integration Impact across the globe

and best-practices integration with Agent 365 * History of success with managing compliance and

. . : overnance for clients
« Trains your admins to own the governance strategy with 9

runbooks, operational training, and tailored guidance * Hundreds of enterprise-scale deployments of Purview
and Copilot individually, and most often paired together

« Trains your end-users to leverage Agent 365 publishing for agentic security value

requests and end-user-facing features _
«  We leverage Microsoft funding from multiple programs

« Manages Agent 365 for you using our KAPTON service. when available.

Reach out to steve.ellson@cyclotron.com to get started with Cyclotron’s Agent 365 program.
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