
Security Assessment &
Ransomware Assessment
Our exper ienced consultants help manage your network
transformation and help you reduce cybersecur i ty r isks
and overcome internal  resource constraints



Summary
Security breaches are increasing in frequency and severity .  As we move

more data  between dev ices  and env i ronments  through loT  and other

connected  technolog ies ,  we  are  increas ing  our  data  footpr in t ,  and

thereby ,  increas ing  secur i ty  r i sks .  IT  and OT leaders  need to  ad just  the i r

approach to security to protect data in motion - a new challenge for

their business.  Consider:

More people and organizat ions that  need to  access data

Increasing number of applications and APIs

Networking east-west data flows and new network configurations.

As  dependency on data  to  generate  revenue deepens ,  cybercr iminals
have shifted focus to ransomware attacks, pervasive DDoS attacks, IoT
botnets and command and control attacks.

If living and working in a connected world wasn't challenging enough,
add in  the global  pandemic that  grossly  sh i f ted how employees

work. This new hybrid workforce has significantly altered the security
per imeter ,  c reat ing  yet  another  chal lenge for  IT  and OT leaders  who

need to review security policies and procedures to minimize risks.
Remote desktop protocol ,  br ing your own PC and virtual  pr ivate

network  vulnerab i l i t ies  and misconf igurat ion  are  becoming the  most

common point of entry for attackers.

At Cyproteck, we build our threat intelligence from one of the world's
largest  internet  backbones,  which g ives us a  massive f ie ld of  v iew

when it  comes to emerging and evolving cyber threats .  The Black

Lotus Labs* security team provides some of the most comprehensive

threat  in te l l igence in  the  wor ld ,  rout inely  ident i fy ing new at tack  vectors  and

work ing wi th  government  agenc ies  to  take down bad actors .  Cyproteck  serves

as  a  t rusted serv ice  prov ider  of  For tune 500 companies  and federa l  agenc ies

a l ike ,  w i th  more than 10  years  of  exper ience in  t rack ing and s topping

emerg ing threats  throughout  the  g lobal  in ternet .  S imply  put ,  we see more so

we can s top more .
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Ransomware
Ransomware is the highest-profile type

of malware attack at present,  with

headline grabbing events occurring
seemingly weekly.  From oi l  pipel ines

to healthcare and food processing.

no industry is  unaffected.  Recent

attacks have evolved from attacking

indiv idual  endpoints to attacking an

organizat ion .  Ransomware has  evolved

from the widespread attacks intended
to infect  a s ingle endpoint  to include

more advanced techniques such as

fileless malware and data exfiltration.

These new strains of ransomware

make prevent ion and planning more

important to prevent ransomware

attacks.

Reduce exposure to
potential attacks by

We have seen a 4x increase in the
number of attacks in the past year,

according to a 2021 Spotlight on
Ransomware report published by
RiskSense and Cyber Security Works.
The average cost of downtime for a
business is $274,000 and growing, and
the average payment for ransomware
is over $154,000 and growing. It 's no
wonder cyber resi l ience has become a

board level conversation. IDC says that
35% of failed Edge proof of concepts

30%
by patching "high"
vulnerabilities

Source: 2021 Spotlight Report "Ransomware Through the Lens of Threat and Vulnerability Management by RiskSense and Cyber Security Works

current trending
ransomware attackers

fail due to security concerns. It's no
wonder why external risks are top of
mind for business leaders.

The only way to stop theft and loss
of intellectual property, customer
data and personal  information is  to
conduct  regula r  assessments  o f  your
security environment and follow-up
with a comprehensive program to
address your security posture and

vulnerabilities.

Many businesses don't  know where to

begin  or  where  they  are  vu lnerable
and unprotected .  Some aren ' t  even
able  to  say  when the  las t  t ime they
ran  a  secur i ty  hea l th  check .  Wi th  the
number  o f  secur i ty  too ls  on  the
market ,  i t  can  be  d i f f icu l t  to  move
beyond manag ing  your  secur i ty  too ls
in to  a  more  proact ive  secur i ty
s t ra tegy  Secur i ty  can  he lp  you
unders tand your  r i sks  across  your
network  and mi t igate  that  r i sk  to
protect  company brand and
shareholder  va lue .



Security and impact on
business objectives

Security is  a business problem. You need to be able to demonstrate to your
executives,
t h e  b o a r d  o f  d i r e c t o r s  a n d  o t h e r  b u s i n e s s  l e a d e r s  t h a t  y o u  k n o w  t h e  l i k e l i h o o d
o f  a
secur i ty  inc ident  and  the  impact  to  the  company 's  ab i l i ty  to  do  bus iness  -
inc lud ing
potential  impact to your brand's reputat ion.

Al ign your security strategy with your business.  Protect your digital  assets,  users and

data. Protect valuable intellectual property by preventing unauthorized access

Mainta in rel iable customer exper ience that  could be disrupted by malware

Meet regulatory requirements

•  S a f e g u a r d  s e n s i t i v e  d a t a  a n d  a v o i d  j e o p a r d i z i n g  e m p l o y e e  o r  c u s t o m e r  p r i v a c y

Protect  the corporate brand and competi t ive market  posit ion that  could be damaged

by a security incident

R a n s o m w a r e  a t t a c k s  s p a n  m u l t i p l e  i n d u s t r i e s ,
cr ipp l ing  opera t ions  and  impact ing  loca l  economies

Global  cr iminals  p ivot  f rom steal ing data to hobbl ing operat ions and attacking
infrastructure :
• JBS Foods: $11 million

Colonial Pipline: $5 million
NYC Subway and Massachusetts Ferry

can't do it alone. Business leaders have a
responsibi l i ty to strengthen their  cyber defenses to
protect the American public and our economy."

- Jen Psaki
White House press secretary



The Cyproteck Solut ion
Cyproteck offers two solutions for companies looking to improve IT resi l ience.  Backed by

CyPROsecure and Cyproteck's  unique posi t ion in  the global  network provider ,  we see

more  bad  actors ,  so  we can  s top  more  bad  actors .  Wi th  o rgan iza t ions  constant ly

under  a t tack ,  on ly  a  re l i ab le  exper t  can  prov ide  las t ing  so lu t ions  to  these  prob lems .

Cyproteck  i s  redef in ing  cybersecur i ty  by  work ing  to  be  defenders  o f  a  c lean  in te rnet.  

Throughout our large IP backbone, we able to see more of our pre of the internet's traff ic,  which
then enables us to stop more attacks.  Our experienced consultants help manage your network
transformation and help you reduce cybersecurity r isks and overcome internal resource
constra ints .  Our  miss ion is  to  make the internet  safer  for  everyone,  and safer  for  your
business to grow.

For those organizat ions looking for  more of  a  start ing point ,  we also offer  a  quick

S e c u r i t y  A s s e s s m e n t .  T h e  S e c u r i t y  A s s e s s m e n t  o f f e r s  a  t h r e e - p a r t  v u l n e r a b i l i t y  s c a n n i n g

serv ice and a  deta i led summary of  f ind ings ,  wi th  credi t  toward the purchase of  future

Cyproteck Secur i ty  Serv ices .  For  those look ing to  bu i ld  out  a  more complete  solut ion ,  a

R a n s o m w a r e  A s s e s s m e n t  i s  a  1 2 - m o n t h  p r o g r a m  a i m e d  a t  h e l p i n g  o r g a n i z a t i o n s  i d e n t i f y

t he i r  v u l ner a b i l i t i es ,  c onduc t  r out i ne  s c a nn i ng  a nd  bu i l d  a  l ong- t er m r oa dma p t o  c l os e

gaps in their cybersecurity strategy.

Security Assessment
Cyproteck wi l l  provide a three-part

vulnerab i l i ty  scanning serv ice  (Dark  Web

scan, technical  scan and web applicat ions

scan)  for  one low pr ice .  With in 30 days

of project kickoff,  a priorit ized report will

be del ivered showing vulnerabi l i t ies .  The

report  a lso wi l l  conta in  recommendat ions

for  remediat ion and suggest ions for

follow-on services to strengthen the

organizat ion's  secur i ty posture.  This  offer

includes up to a $5,000 credit for the

p u r c h a s e  o f  n e w  C y p r o t e c k  S e c u r i t y  S e r v i c e s .

Security Assessment capabil it ies
Dark Web scan:  Uncover any exposed
credentials on the Dark Web on your
current domains (up to 5 domain names)

Technical scan: Assess network (up to 100
external IP addresses)

Security credit :  Customer will  be eligible
to receive up to a $5,000 credit  toward
any future Cyproteck Security products and
services.

Assessment report: After the scans are
completed, security analysts will deliver a
repor t  that  summar izes  the  methodology ,
the findings and our recommendations.
The assessment will be delivered within
one month of project kickoff.

Cyproteck can provide a security risk
assessment within a short  amount of
t ime to provide the organizat ion a
start ing point for awareness of current
vulnerabi l i t ies ,  with recommended act ions
for remediation and follow-on services to
help improve their security profi le.

Our cybersecurity intell igence is backed
by CyPROsecure, which is made up of
secur i ty professionals and data scient ists
who analyze and rap id ly  respond to  cyber
threats across Cyproteck's global network.

Security Assessment features

Web appl icat ion scan:  Assess appl icat ions 
Respond to threats  before they become a 
cr is is .  ( l imited to 2  appl icat ions)

 Quickly understand your biggest
vulnerabilities and prioritize your secu-
rity risks. No matter the size or maturity
of your organization, you can benefit
f rom implementing a process to regularly
review your security posture and identi-
fy r isks.  This is  a common best pract ice
recommended by NIST, SOC 2, ISO 27001,



FedRAMP and others. Accelerate your
secur i ty  process  by  par tner ing  wi th  
Cyproteck  Secur i ty  to  conduct  thorough 
assessments  w i th  c lear  recommendat ions  
in  accordance wi th  secur i ty  best  pract ices .

Align security strategy to business ob-
jectives.  Only through a thorough under-
standing of your security r isks and gaps 
months of the engagement.  This is to pro-
vide continuity and show improvement.

Ransomware Assessment
Ransomware is the most persistent cyber-

threat businesses face today. The Cyproteck

Ransomware Assessment  program helps

you st rengthen your  processes  and tech-

nology to mitigate the threat of ransom-

ware.  Using the latest  scanning and threat

intel l igence tools ,  Cyproteck consul tants  wi l l

provide you with ongoing support  to help

you minimize your organizat ion's  r isk ex-

posure and facil itate a fast recovery t ime.

You will be partnered with one of our ten-
ured group of security professionals with
decades  of  cybersecur i ty  exper ience to
help you assess your current state of read-
iness and develop a ransomware playbook
to expert ly manage ransomware attacks.

Ransomware capabi l i t ies

Regular vulnerability scanning: A designated 

Cyproteck security consultant will conduct a 

review of your security architecture

and design to gain a better understanding

of your business and what technical  controls

are already in place.  Cyproteck secur i ty

experts identify vulnerabilities that may

b e  t a r g e t e d  i n  a t t a c k s  t h r o u g h  b l a c k  b o x ,

white box or gray box scanning, with periodic 

re-scans of internal and external IPS

to monitor progress over t ime. Once gaps

are identified, we help customers track

and make progress on resolving those

def ic iencies .

Tabletop Incident Response Exercise:

Cyproteck wil l  lead two incident response 

tabletop exercises to highlight process gaps,

and help  you establ ish  ongoing pract ices

t o  m a n a g e  v u l n e r a b i l i t i e s  a n d  m i n i m i z e

your attack surface. The f irst exercise will

occur during the first three months of the

e n g a g e m e n t  w i t h  t h e  s e c o n d  e x e r c i s e

being conducted dur ing the last  three

can you plan confidently for future secu-

r i t y  i n v e s t m e n t s  a n d  i n i t i a t i v e s .  I f  y o u  a r e

migrat ing areas of  your network to the

c l o u d ,  s t o r i n g  l a r g e  a m o u n t s  o f  s e n s i t i v e

data ,  or  consol idat ing IT  systems,  you need

to know where all of your network vulner-

abilit ies are or risk an attack that leads to

decline in shareholder value, customer con-

fidence, and increased business downtime.

Evaluation of security controls: After
the in i t ia l  vulnerabi l i ty  scan and tabletop
IR exerc ise ,  Cyproteck secur i ty  experts  wi l l
recommend which cr i t ical  secur i ty pol ic ies
and procedures should be improved to
achieve maximum effectiveness.

Visibility & reporting: Throughout the

engagement ,  a  des ignated Cyproteck

secur i ty

consultant will provide ongoing report-

ing of  the i r  f ind ings .  Together ,  the Cyproteck

secur i ty  consu l tant  works  w i th  you  in  par t -

nersh ip  to  c reate  a  roadmap to  how you

can address those vulnerabil i t ies.  Cyproteck's

process includes regular Vulnerabil i ty Man-

agement meetings,  you are provided with

regular  s ta tus  updates  and recommenda-

tions for remediation.

Ongoing del ivery management :  Through-
out the program, a Cyproteck project man-
ager will  help ensure these activit ies are
on-track and wil l  communicate start  and
completion dates of the program phases.

Ransomware Assessment features

The Cyproteck ransomware assessment helps

you maximize their  secur i ty  resources,

decrease risk exposure, and facilitates

faster  recovery t imes .  Cyproteck 's  approach

is designed to improve customer's  overal l
r isk management program.

Protect  and mainta in  data recovery .
Undertake preventat ive  measures

     before an event to ensure data is always   
     recoverable.

Opt imize your  support  recovery t ime
     ( .RTO) and recovery point objectives
    ( R P O )


