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Meet the authors

Roy Nahum has a background in multiple 

industries (Entrepreneurial, Online, 

Trading, FMCG, Retail, B2B). Most of his 

work focuses on Management Consulting 

particularly performance improvement 

using analysis and technology. 
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Florent Bardy is a Senior Innovation 

Strategist with expertise in business 


trade venture building.



Accenture Strategy 

estimation of the industries 

that will capture the most 

value from IoT
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Cyber-Physical Systems

definition

The basic definition of IoT 

Technology is any device that can 

connect to the internet so that it can 

either relay sensing information that 

it has gathered, or execute an action 

identified for it.

Potentially massive data being transferred (e.g. 

turbines collecting more than 500gb of data 

per day).

Far more precise sensors are often required.

More urgent emergencies: system failures can 

have significant downtime cost, as well as the 

potential risk to human life.

Smart factories are typically composed of 

multiple systems working together (a “System 

of Systems” SoS)
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Industry 1.0

Industry 2.0

Industry 3.0

Industry 4.0

The four industrial revolutions



Monitoring

Benefits of CPS

Automation

Maintenance

Sales and Operations Planning (S&OP)



Blockchain

definition

Blockchain is a distributed ledger of 

transactions and assets. It provides 

a trusted view of who did what, who 

paid whom, and who owns what.

Where should Blockchain 

be used?



Benefits

Ownership clarity:

Smart Contracts

Sharing of data

Increased trust

Performance history



Smart Contracts

Data sharing

Identification

Traceability

Security

Benefits of 
Blockchain in CPS



CPS/Blockchain products and 
service ecosystem

Hardware

Sensors:

Mobile phones: 

Networking technology: 

Security solutions:



Software products Labels, Tags, RFID, NFC

Digital Twins/Cyber-Models: 

Remote monitoring: 

Applications: 

RFID long distance labels: 

Data repositories: 

Connectivity management: 

Labels/tags: 

Analytics: 

Label printers: 

Device management and tracking: 



Assessment of 
maturity and 
standardisation
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Overall assessment

Summary – Maturity



Breakdown – Maturity elements considered

Ecosystem buy-in



Ease of implementation



Security



Trust

Efficiencies



Suitable human interfaces

Operating costs

Connectivity

Cost of devices



CPS and blockchain 
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Insurance/ financing - 
Consumer


MyBit: shared ownership of e.g. cars

Beam Digital: smart toothbrush 
dental insurance

HomeServe Labs

Plans to build an ecosystem of services where 

IoT assets, from drones to cars, are owned by a 

group of people and the revenues are shared. 

Cambridge Mobile Telematics – 
Usage based insurance



John Hancock – life insurance based 
on fitbit usage


Liberty Mutual + Google nest


Parsyl – technology enabled cargo 
insurance

Pay per use – Financing 
and insurance


“As the only integrated supply chain 

visibility and cargo insurance solution, 

Parsyl has created a data-driven insurance 

offering that is simple, transparent, and 

fast, including the industry’s first and only 

parametric spoilage policy, protecting 

against losses due to temperature.”



Relayr:

MunichRe and Trumpf



Allianz France

Erste Group / Linx4: 

Industrial IoT Fintech


IoT connectivity as a service

Rolls Royce “power by the hour” 



Supply chain

Everledger enables the tracking of diamonds 

provenance, so that consumers can ensure that 

their diamond is not associated with a conflict 

zone. Diamonds are scanned to measure their 

unique dimensions and shape, and a digital trail of 

ownership is established.

Proof of source: provenance

Provenance aims to stop “greenwashing”, by 

providing transparency into whether a product 

genuinely meets its claims, to help consumers 

know if a product has a positive impact on people 

and planet. 



Online marketplaces can enable their tagging 

system. Alternatively, individual SKUs can have 

QR codes which explain exactly where the 

products are sourced from (e.g. responsible 

fishing), in a trustworthy manner. 

The IBM Food Trust is a collaborative network of 

growers, processors, wholesalers, distributors, 

manufacturers, retailers, and others, enhancing 

visibility and accountability across the food supply 

chain. Built on IBM Blockchain, this solution 

connects participants through a permissioned, 

immutable and shared record of food provenance, 

transaction data, processing details, and more. 11 

members initially in 2018, had grown to 80 by 

2019 and stood at 300 members and 6 million 

products by July 2020 (Forbes).


These kinds of applications require minimal 

sharing of information: Purchase orders, invoices, 

and payments do not need to be included on the 

same Blockchain. As a result, companies that are 

wary of sharing competitive data are more willing 

to participate on the platform.

The benefits are clear. If a company discovers a 

faulty product, the Blockchain enables the firm 

and its supply chain partners to trace the product, 

identify all suppliers involved with it, identify 

production and shipment batches associated with 

it, and efficiently recall it. If a product is perishable 

(as fresh produce and certain drugs are), the 

Blockchain lets participating companies monitor 

quality automatically: A refrigerated container 

equipped with an IoT device to monitor the 

temperature can record any unsafe fluctuations 

on the Blockchain. 



And if there are concerns about the authenticity 

of a product that a retailer returns, the Blockchain 

can allay them, because counterfeit goods would 

lack a verification history on the Blockchain. 

Companies across industries are therefore 

exploring this application of Blockchain, motivated 

either by regulations requiring them to 

demonstrate the provenance of their products or 

by downstream customers seeking the capability 

to trace component inventory.

Ì Installing sensors in a truck to ensure driver 

doesn’t go off-route.Á

Ì Pfizer sensors in the vaccines container 

confirm temperature stability throughout the 

journeyº

Ì Everyware: British NHS hospitals tracking 

current inventory of fridges.

IBM / Wal-Mart “IBM Food Trust”

Proof of source: Everledger – 
Diamond marketplace


Vaccine distribution



For COVID-19 control and reliable testing, 

authentic testing kits and personal protective 

equipment (PPE) are truly vital. Together with 

Blockchain startup SUKU, Smartrac developed a 

digital verification solution to securely 

authenticate healthcare equipment and provide 

supply chain transparency.



By equipping COVID-19 test kits and PPE with 

Smartrac’s Circus NFC tags, the solution utilizes 

Avery Dennison’s Digital Identity Platform to feed 

tag data to SUKU’s Blockchain-based supply chain 

application. The data from the mobile engagement 

then confirms the authenticity and provenance of 

the tagged product, reassuring customers and 

ultimately increasing trust. Customers can also 

view their purchase price of PPE compared to the 

global average, providing transparency to help in 

the fight against price gouging. The physical 

implementation into existing operations is 

seamless as the NFC tags are included in the final 

step when everything is packaged.

Kenya implemented the “Trade Logistics 

Information Pipeline”, Integrating private sector 

and government sector to come up with a 

coordinate operations framework. Moving from 

entirely paper documents to electronic 

documents. 

Paper documents were traditionally exchanged 

manually, physical printouts which took time to be 

located and delivered, and were very often 

misplaced, or even falsified. Implementing a 

Blockchain documentation solution not only 

speeds up port performance (reducing COGS) but 

reduces the possibility of corruption and better 

integration with global supply chains.



Goods are inspected and approved using the 

platform, and precise location of items and status 

in the shipping process is known at all times.


Cold chain logistics: sensors in container/ 

packaging gives confidence that goods were kept 

cold throughout the journey.


The US Natural Resource Defence Council 

estimated that 1 in 7 vehicles of perishable items 

are thrown away.


Geofencing the route reduces risk of unscheduled 

stops/rerouting.


Road and rail item tracking, precise item location 

based on tags.

Route optimisatio¼

Í Identification of optimally located vehicles for 

pickups (Elecom)Ê

Í Geo boundary alerts (for when drivers don’t 

follow the route) (Singtel – fleet manager)Ê

Í Optimising refuelling costs: e.g. balancing 

location, route, corporate discounts at certain 

fuel stations.

Test kit tracking

Kenya – Customs and border 
management

End to end journey visibility

Fleet management

Logistics

Particle is an IoT specialist house, 

implementing their own backbone to implement 

their IoT solutions for clients.



Agri - Insurance

Smart agriculture

Agriculture



Cattle monitoring

Aerobotics

Identify verification: Know your 
customer, know your objects, Know 
your devices

Connecting identification

databases 

Dawex - creating data exchanges

Data Sharing

Identity Wallets for 
individuals and 
equipment




Facilities

management

Smart buildings

Providing energy to remote areas 

Government: Emergency response

Smart parking, detect when

space is available


Smart bins

Energy

Infrastructure



Key issues in 
opportunity 
assessment for 
CPS+BC in trade
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Whilst there are clear benefits to integrating IoT 

securely with Blockchain, the combination is 

subject to network effects. 

Participation incentive



Success in CPS/BC likely to come from those 

with sufficient size to influence. Parties need to 

be able to organise consortia and lead 

technology definition.

Leading with size

Building the ecosystem
Likely allies could include

1. Major purchasers (e.g. Walmart, 

Carrefour, Nestle)


 


2. Major logistics provider forwarder (e.g. 

Maersk) 



3. Financiers (e.g. Credendo)



4. IoT hardware providers (Auk Industries) 

or consultants familiar with the space, 

(IBM)



5. IoT/Blockchain specialist houses (e.g. 

Supply Chain of Things, or Particle.io)



Technology

Ecosystem

Customers

Speed to market

Strategy

Partner selection

Challenges/What would it take to win


Selecting a Strategy



Balancing Risk reducing data vs 
system complexity

Picking the right Industry partners:

Digital Container Standard 
Association

China – IoT Standards association

Relevant established 
groups and consortia 

https://www.thebalancesmb.com/biggest-european-retail-chains-list-2892256


Tradelens 

Industrial Internet Consortium (IIC)

TRADE Blockchain 
consortia 



Global Shipping Business Network 
(GSBN)

We.Trade

Komogo



Marco Polo

Hyperledger

https://www.marcopolo.finance/


Fishtail (lockstep)

Covantis

SKUChain

POTENTIAL  PARTNERS

CPS providers

There are many providers in this space. It 

is a highly fragmented space with endless 

technologies for Tags, Tag printers, Tag 

readers, IIoT devices, networking 

applications, processing, storage, analytics 

etc. with no clear standards in place. 



As such, a suggested approach here would 

be to leverage existing players in this 

space who have already established a


preferred set. 

Finance Commodities procurement

PoP Codes (Proof of Provenance) 

Consumer Provenance apps

Confirm goods quality – reduce risk

Manage transactions

Zero Knowledge – data sharing

Blockchain gateway 

https://www.fishtail.ai/
https://www.covantis.io/
https://consensys.net/blockchain-use-cases/global-trade-and-commerce/


Ambrosus Particle

IOTEX

Ubitquity – adding a Blockchain layer 
to existing databases


IOTA – incentivising distributed nodes

Chain Of Things

https://tech.ambrosus.com/
https://www.chainofthings.com/


Developing common 
standards

Maersk helps form the Digital 
Container Standard Association


The Open Systems Interconnection 
(OSI) model


The Digital Container Shipping Association 

(DCSA), aims to establish standards for a common 

technology foundation that enables global 

collaboration. Their goal is to make shipping 

services easy to use, flexible, efficient, reliable 

and environmentally friendly.


They have already established IoT standards for 

remote monitoring of “reefer” (refrigerated) 

containers which can be downloaded by anyone. 

Dry containers do not yet have standards.

The OSI developed by ISO, is a framework for 

network communication. The OSI contains seven 

layers: application, presentation, session, 

transport, network, data link, and physical. Each 

layer uses services provided from the layer below 

it and offers services to the layer above it. 

FMI Functional Mockup interface 

NIST CPS Public Working Group

OneM2M

Appendix




The Networking and Information 
Technology Research and 
Development (NITRD) CPS Senior 
Steering Committee 



AVnu Alliance 


This committee coordinates programs, budgets, 

and policy recommendations for CPS research 

and development (R&D). 



This includes identifying and integrating 

requirements, conducting joint program planning, 

and developing joint strategies for the CPS R&D 

programs conducted by agency members of the 

NITRD Subcommittee. 



CPS includes fundamental research, applied R&D, 

technology development and engineering, 

demonstrations, testing and evaluation, 

technology transfer, and education and training; 

and "agencies" refers to Federal departments, 

agencies, directorates, foundations, institutes, 

and other organizational entities. 

A community for creating an interoperable 

ecosystem servicing precise timing and low 

latency requirements of diverse applications using 

open standards like Time-Sensitive Networking 

(TSN). 



This alliance focuses on creating interoperability 

tests and certification for products used in 

applications requiring bounded latency, reserved 

bandwidth, and synchronized time. 




About AREA42

AREA42 is the Trade Innovation 

Ecosystem of Europe and the home of a 

buzzing TradeTech Community. At AREA42 

our team is united by a common mission: 

to create, innovate and manage solutions 

for a fluid and risk-savvy trade 

environment. We believe in a frictionless 

B2B trade environment empowered by 

TradeTech.
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