
~ Envisioning Workshop ~



First things first:

• call will be recorded

• Please keep your microphone muted

• please feel free to tell us your thoughts, ideas, 
questions 

• if a discussion is ongoing, please „raise your 
hand“

• anything else? let us know!



Envisioning

An Envisioning Workshop will help you understand 
the technologies, the challenges, the benefits, and 
the way ahead. That‘s why today‘s agenda looks
like this:

- organizational overview of the project structure

- technical overview, what you can expect

- Microsoft 365 Defender in a nutshell

- next steps – and what you need to prepare



Agenda

▪ Who we are and what we do

▪ Touching base with Microsofts security strategy

▪ State of the nation: cyber attacks in 2021

▪ Security is no silver bullet

▪ Microsoft XDR – deep dive



Who we are: 

Holger Radecke

Information Protection & Compliance (MIP)

Timo Breuer

Microsoft XDR

Fabio Gondorf

Endpoint Security (MDE, Defender)

Dennis Pesch

Microsoft XDR 

Thomas von Fragstein

Microsoft 365 Defender

Sven Bloch

Microsoft 365 Defender

Thomas Gross

Cloud Security (Azure Defender, Sentinel)

Sanket Rajendra Shah

Data Scientist



Threat Protection

Information Protection 
& Compliance

Managed Detection 
and Response

Incident Response

Attack Simulation Dashboards 

& Data Science

pi-sec solution portfolio



Microsoft 365 Defender

Identities Endpoints Cloud Apps User Data

Microsoft Defender 
for Identity

Formerly Azure Advanced 
Threat Protection

Microsoft Defender
for Endpoint

Formerly Microsoft Defender 
Advanced Threat Protection

Microsoft Cloud 
App Security

Microsoft Defender
for Office 365

Formerly Microsoft Office
Advanced Threat Protection

Shift from individual silos to coordinated cross-domain security

Automated cross-domain security

Threat Protection



Defend across attack chains

Defender for 

Office 365
Defender for 

Endpoint

Defender for 

Identity

Phishing

mail

Open 

attachment

Click a URL 

Browse 

a website

Exploitation

and Installation
Command

and Control 

Azure AD 

Identity Protection

Brute force account or use

stolen account credentials

User account is 

compromised

Attacker collects

reconnaissance & 

configuration data

Attacker attempts 

lateral movement 
Privileged account 

compromised

Domain 

compromised

Microsoft Cloud 

App Security

Attacker accesses 

sensitive data

Exfiltration 

of data

Leading 
indicatorsHistory of violations

Distracted and careless

Disgruntled or disenchanted

Subject to stressors

Insider risk 

management

Insider has access 

to sensitive data

Anomalous

activity detected

Data  

leakage

Potential 

sabotage

Azure Defender

https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/azure/security-center/azure-defender


Threat Protection: Microsoft Defender XDR



We provide a strong guidance within the project 
based on our experience and proven concepts and 
guidelines. Part of our service are: 

▪ Prerequisites Guides for Microsoft 365 Defender, 
Defender for Endpoint, Defender for Identity, Defender 
for O365, Microsoft Cloud App Security, 

▪ Deployment Guides for all above products

▪ Best practices and how to guides like: 
▪ Role Based Access Configuration

▪ Scoped Access Control

▪ Works Council Communication for all above products

▪ Operations Manuals - how to SecOps

Guides and documentation



Facebook Breach: Smishing Attacks



Our approach: Security Operations

Pre-Operations Operations Post-Operations

reporting & data 
insights

continuous 
challenging 

incident 
detection

incident 
response

forensicsreview and awareness
transition and 

transfor-
mation

architecture 
review hardening



Sampling
Level 1: 

High Level

Level 2:

Action Items

Level 3:

Step-by-Step

Level 1 Level 2 Level 3

Purpose: High level process & workstream 
overview

Action item lists for each
workstream with RACI

step-by-step documentation

Informs about: Process phases, different process 
starts & frequencies, dependencies, 
main responsible stakeholder

Who needs to do which Action 
Items in which order to fulfill the 
workstreams

All needed details how to fulfill
the Action Items

Assembeled in: Visio(s) Excel Word



…so how do you prove?

https://www.microsoft.com/de-de/security/business/zero-trust



Breach & Attack Simulation
by

Mitigate
● Remediate issues 

● Track your progress 

● Report back and make 

the case

Simulate Attacks
● Cloud, network, endpoint, email

● Infiltration, lateral movement, host 

level, exfiltration

● Any US-CERT, any emerging threat 

with 24 hours SLA

Prioritize Results
● Associate with overall risk 
● Visualize attack path
● Filter and target critical issues for actionable results

Continuous 
Security 

Validation



Breach & Attack Simulation
by

Improve Security Tool 

ROI

Measure 

effectiveness of 

current controls

SOC & IR 

Training

Threat specific visibility  & 

preparedness

Enhance Pen Testing and 

Red Team Operation 

Assess Risk in

M&A and Partner/Extranet 

environment and processes

$

Vulnerability 

Integration and 

Prioritization

Measure Security and 

validate controls in 

ICS/OT environment

Cloud Native Security

Webinar 12.05.21 : Breach and Attack Simulation



Microsoft Defender for
Endpoint



























Microsoft















O F F  
M A C H I N E

O N  M A C H I N E

P R E - B R E A C H

Windows Defender 

Antivirus 

behavioral engine
(Behavior Analysis)

▪ Enhanced behavioral 
and machine learning 
detection library

▪ Process tree 
visualizations

▪ Artifact searching 
capabilities

▪ Machine Isolation and 
quarantine

Microsoft  

Defender for 

Endpoint

▪ Enhanced behavioral 
and machine learning 
detection library

▪ Process tree 
visualizations

▪ Artifact searching 
capabilities

▪ Memory scanning 
capabilities 

O365
(Email)

▪ Reducing email 
attack vector

▪ Advanced sandbox 
detonation

▪ Exploit mitigation

O365
(Email)

Edge
(Browser)

▪ Browser hardening

▪ Reduce script based
attack surface

▪ App container 
hardening

▪ Reputation based 
blocking for 
downloads

P O S T - B R E A C H

End to End Protection

O F F  
M A C H I N E

Windows Defender 

Antivirus
(AV)

▪ Improved ML and 
heuristic protection

▪ Instantly protected 
with the cloud

▪ Enhanced Exploit Kit 
Detections

Windows Defender 

Exploit Guard
(HIPS)

Attack Surface 

Reduction 

• Set of rules to 

customize the 

attack surface 

Controlled Folder 

Access

• Protecting data 

against access 

by untrusted 

process

Exploit Protection

• Mitigations 

against exploits

Network 

Protection

• Blocking 

outbound calls 

to low rep 

sources

Application Control 
(Whitelist Executables)

▪ Only allowed apps 

can run

One Drive
(Cloud Storage)

▪ Reliable versioned file 
storage in the cloud

▪ Point in time file 
recovery

App Guard
(Virtualized base 

security)

▪ App isolation

Locked down 

device
(Hardened platform)

▪ Windows 10S

▪ Device Guard

AntiMalware Scan 

Interface
(Script based detection)

▪ Improved detection 
script based attacks

▪ AMSI for VBS/JS script 
runtime









AMSI

https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp










Blue Print Layer I:  High Level

Security Operation Center (SOC) operational model
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Service reviewOpen In progress Solved Remediated

Incident in MTP Solved

Incident 
analysis

Follow Playbook

Recommendation of 
action

Deep Incident 
analysis

Documentation 
incident for 

playbook

No

PlaybookQualification

Yes

Solveable Level 2?
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Take action
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Solve incidentIncident response 
action nessecary?

Yes

No

Critical Business 
impact?

Alternative 
remediation 

actions

Yes

No

R: Customer
A: Customer
C: Customer
I: Cyber defence

R: sepago
A: Cyber defence
C: Cyber defence
I: Cyber defencee

R: Cyber defence
A: Service owner Cyber defence
C: Customer
I: Cyber defencee

R: tbd
A: tbd
C: tbd
I: tbd



Grundsätze des RACI Modells

R Wer ist für die Ausführung der Aufgabe verantwortlich?

A Wer nimmt die Aufgabe ab und trägt die Verantwortung?

C Wer steht beratend/unterstützend zur Seite?

I Wer wird über die Ergebnisse informiert?



Principals of the RACI model

Responsible

Accountable

Consulted



Blue Print Layer II: Action Items



Blue Print Layer III: Step by Step (runbooks)













Microsoft Defender for
Identity



User

Anomalous user behavior

Unfamiliar sign-in location

Attacker

User account 

is compromised

Attacker attempts 

lateral movement 

Attacker accesses 

sensitive data

Privileged account 

compromised

Lateral movement attacks

Escalation of privileges

Account impersonation

Attacker steals

sensitive data

Zero-day /

brute-force attack

The anatomy of an attack



How do I detect attackers moving 

laterally in my environment?

How do I detect Pass-the-Hash?

Pass-the-Ticket?

How do I detect compromised 

credentials? 

Aren’t rule-based security solutions 

enough? 



MDI

Monitor your on-premises Active 

Directory with a convenient cloud service

Reduce strain and cost in your on-

premises environment with analytics 

done in the cloud 

Scale your anomalous behavior 

detections with the power of the cloud

Pivot to and remediate a malicious attack 

in Microsoft Defender for Endpoint

Deploy with ease into your existing 

infrastructure

Benefit from the scale of the cloud

Microsoft 

Defender 

for 

Endpoint



Microsoft Defender for Identity 
Profile Timeline



How Microsoft Defender for Identity works

1. Collect
After installation:

• Deployed directly onto domain controllers 

or non-intrusive port mirroring

• Analyzes all Active Directory network traffic

• Collects relevant events from SIEM and 

information from Active Directory (titles, 

groups membership, and more)

SEIMDNS

MDI



How Microsoft Defender for Identity works

2. Analyze and Learn
Microsoft Defender for Identity:

• Protect at scale with the power of Azure

• Automatically starts learning and profiling 

entity behavior

• Identifies normal behavior for entities

• Patented IP name resolution mechanism 

• Learns continuously to update the activities 

of the users, devices, and resources

What is an entity? 

Entity represents users, devices, or resources

MDI



How Microsoft Defender for Identity works

3. Detect
Microsoft Defender for Identity:

• Looks for abnormal behavior and identifies 

suspicious activities

• Only raises red flags if abnormal activities 

are contextually aggregated

• Leverages world-class security research to 

detect security risks and attacks in near 

real-time based on attackers Tactics, 

Techniques, and Procedures (TTPs)

MDI not only compares the entity’s behavior to its 

own, but also to the behavior of entities in its 

interaction path.

MDI



How Microsoft Defender for Identity works

4. Alert & Investigate
Microsoft Defender for Identity:

• Reports all suspicious activities on a simple, 

functional, actionable attack timeline

• Identifies Who? What? When? How?

• For each suspicious activity, provides 

detailed information for the investigation 

and remediation



Abnormal resource access 

Account enumeration 

Net Session enumeration

DNS enumeration

SAM-R Enumeration

Abnormal working hours 

Brute force using NTLM, Kerberos, or LDAP 

Sensitive accounts exposed in plain text 
authentication 

Service accounts exposed in plain text 
authentication 

Honey Token account suspicious activities 

Unusual protocol implementation

Malicious Data Protection Private Information 
(DPAPI) Request 

Abnormal VPN

Abnormal authentication requests 

Abnormal resource access 

Pass-the-Ticket 

Pass-the-Hash 

Overpass-the-Hash 

Malicious service creation

MS14-068 exploit 
(Forged PAC) 

MS11-013 exploit (Silver 
PAC) 

Skeleton key malware

Golden ticket 

Remote execution 

Malicious replication requests

Abnormal Modification of 
Sensitive Groups

MDI detects a wide range of suspicious activities

Reconnaissance

!

!

!

Compromised

Credential

Lateral

Movement

Privilege

Escalation

Domain

Dominance



Microsoft Defender for Identity Architecture

Alert notifications

Access to console

- Workspace Management

- Workspace portal

Parsed network 

traffic from DCs

Azure ATP 

Sensor

Domain 
Controller

Alert notifications

to SIEM

Microsoft 

Defender 

for 

Endpoint

Events

Windows Event Forwarding

Domain 

Controller

Port mirroring

Alert notifications to SIEM

SIEM

MDI

Azure ATP

Standalone 

Sensor



Microsoft Cloud App 
Security



Intune

Azure Information Protection

Microsoft Secure Score

Azure Security Center

Microsoft Intelligent Security Graph

Azure AD & Conditional Access

Microsoft Defender for Identity & AAD 

Identity Protection

Microsoft Defender for Endpoint



Office 365

Salesforce Azure

Box

AWS

DropboxFacebook

TwitterYouTube





Discover Shadow IT

?

?

?
?

?

?

??

? ?

?

?

?

?

?
?

?

? ?

? ?

?

?

?

?

?

?

? ?

?

?

??

?



Discover cloud 
apps and services

Assess 
risk levels

Approve apps 
and apply policy

Start here

Should employees use it?

No way!
Tag as 

unsanctioned

Block unsanctioned apps and 
guide usage to approved apps

Of course!
Tag as 

sanctioned

Should it be 

audited by IT? No
Do nothing

Connect app for deep visibility and control

Onboard to AAD to manage identities

Set Conditional Access App Control policy for 
session controls

Yes Set controls
Not sure

Assign for 

further review

?

X



DISCOVERY ARCHITECTURE WITH MDE

Firewall / Proxy Log collector

User

IP address

Machine

Cloud App 

Security portal

Endpoints

Shadow IT

Microsoft 

Defender ATP













Get started today: Shadow IT 



Secure Access 

?

?

?

?

?

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwiM6dDVwMPdAhXjOn0KHWQrBgkQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:Amazon_Web_Services_Logo.svg&psig=AOvVaw1SnnNhIwI2sdLX-m-rh9Ya&ust=1537324094099497


Corporate
Network

Geo-location

MacOS

Android

iOS

Windows

Microsoft
Defender ATP

Client apps

Browser apps

Google ID

MSA

Azure AD

ADFS

Employee & Partner
Users and Roles

Trusted &
Compliant Devices

Location

Client apps &
Auth Method

Conditions

Microsoft
Cloud App Security

Force
password
reset

Require
MFA

Allow/block
access

Terms of Use

******

Limited
access

Controls

Machine
learning

Policies

Real time
Evaluation
Engine

Session
Risk

3

40TB

Effective
policy

AZURE AD CONDITIONAL ACCESS



CONDITIONAL ACCESS APP CONTROL

Microsoft Azure
Active Directory

Analyze Session Risk Check device 
compliance with Intune

Check 
location

Check user 
behavior

Check user 
organization

Enforce Relevant Policies with Conditional Access App Control

Protect downloads 
from unmanaged 

devices

Monitor and alert on 
actions when user 

activity is suspicious

Enforce read-only mode 
in applications for 
partner (B2B) users

Require MFA and define 
session timeouts for 
unfamiliar locations

BOX.US.CAS.MS

Cloud App Security integrates with:

• Azure Active Directory

• Azure Information Protection 

• Microsoft Intune

to help protect any app in your 

organization.

MICROSOFT CLOUD APP SECURITY



USE CASE: PREVENT DOWNLOAD OF LABELED FILES



Get started today: Secure Access



Threat protection

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwiM6dDVwMPdAhXjOn0KHWQrBgkQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:Amazon_Web_Services_Logo.svg&psig=AOvVaw1SnnNhIwI2sdLX-m-rh9Ya&ust=1537324094099497
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Get started today: Threat Protection



Microsoft Information 
Protection





Top Information Protection Use Cases

DISCOVER – CLASSIFY – PROTECT – MONITOR

•

•



Top Information Protection Use Cases

• protect files from the board of directors with Double Key Encryption where you hold 
a second key on premises in an HSM

• Configure Teams with three tiers of protection to ensure a smooth workflow

• Protect your cloud resources with MCAS and DLP policies to ensure safety in the cloud

• Configure Endpoint DLP to enforce policies to secure your devices

• Use DLP on premises scanner to detect and protect sensitive data in your file shares, 
SharePoint libraries and folders 

DISCOVER – CLASSIFY – PROTECT – MONITOR



Least privileged accessVerify explicitly Minimize impact of breaches

Visibility and analytics

Automation

Security policy 

enforcement

Real-time 

policy evaluation
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Information Protection



Evolution of information protection

INFORMATION 
TECHNOLOGY

MICROSOFT 
SECURITY 
PHILOSOPHY

Access Controls
+ Encryption + Rights Management

+ Full Lifecycle Protection
(Auto Classification, SaaS)

Mainframes + PCs + Cloud + Internet of Things (IoT)+ Datacenters + Mobile Devices

https://msdn.microsoft.com/en-us/library/cc767092.aspx


Data security challenges

? ?



Information protection strategy
Ensure visibility and control for a modern hybrid enterprise



Strategy core goal
Protect at the appropriate level





▪ Centralized console - define policy once, 
apply across Office 365 services and client 
end-points

▪ Built in to Exchange Online, SharePoint 
Online, and OneDrive 
for Business

▪ Focused on secure productivity

▪ Admins - Default policy for most common 
sensitive content (which can be 
customized)

▪ Users - Policy Tips integrate security 
education into user workflow

Sophisticated Built-in Protection
Across Office 365



Balancing User Productivity and risk

▪ Policy Tips help educate 
users when they are about 
to violate a policy

▪ Available in desktop, web, 
and mobile apps



▪ Describe the policy objective –
model business risk and mitigation 
actions

▪ Set of conditions describing when 
rule applies

▪ Set of actions applied when 
conditions match

▪ Range of actions covering insights 
and automatic remediation

▪ Generic action behavior integrated 
for natural experience across each 
workload

DLP Policy Rules - Conditions



▪ Describe the policy objective –
model business risk and mitigation 
actions

▪ Set of conditions describing when 
rule applies

▪ Set of actions applied when 
conditions match

▪ Range of actions covering insights 
and automatic remediation

▪ Generic action behavior integrated 
for natural experience across each 
workload

DLP Policy Rules - Actions



Policy and 
encryption 
persists on 

data

Monitor and

Leverage Existing Tools 
and Processes

Collaborate with 
existing tools

Set policies appropriate to 
organization

Classify and Label 
Data Automatically

Centralized control 
of keys and data



Documents restricted to only 
authorized users

Enable simple 
external collaboration



Key classification scenarios



Support required formats for sensitive data
Coverage for popular formats + extensibility

SealPath

SAP Data Export

SDK Software Development Kit

…and more

…and more

https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://blogs.msdn.microsoft.com/rms/2014/02/25/microsoft-rms-is-now-limiting-sap-data-leakage-with-the-help-of-secude/
http://www.microsoft.com/en-us/download/details.aspx?id=38397
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications














Discover

Investigate

Alerts

Control

Discover

Investigate

Alerts

ControlControl





Managed apps

Personal apps





Securing Structured Data in Azure SQL

Access Control 
Server access : SQL Firewall 

Database access: : SQL and Active Directory Authentication

Application access : Row-Level Security and Dynamic Data Masking

Activity Monitoring 
Tracking activities : Auditing

Detecting threats  : Advanced Threat Detection 

Centralized dashboard  : ASC Integration & OMS Integration 

Data Protection 
Encryption in transit    : Transport Layer Security 

Encryption at rest : Transparent Data Encryption 

Encryption in use : Always Encrypted 

Compliance: FedRAMP,          HIPAA,       PCI,         EU Model Clauses , UK G-Cloud,  ISO,

(government), (medical),   (payment), (personal),             (public sector)











Word

Excel

Information Governance

Manage risk & liability by only 
keeping what you need and 
deleting what you don‘t across 
your entire digital estate.

Records Management

Manage high value content following the 
specialized workflows required to meet 
legal, business or regulatory recordkeeping 
obligations.



Retention policies and retention labels

Retain or delete content with policy 
management and a deletion workflow 
for email, documents, instant 
messages, and more

Archive third-party data

Import, archive, and apply 
compliance solutions to third-
party data from social media 
platforms, instant messaging 
platforms, and document 
collaboration platforms

Admin

• Creates and auto-apply label

• creates policy and assigns label to 
location

Office 365

• automatically applies label to content 
that matches the specified conditions

• Enforces retention rules on the 
content based on the applies label



Import service (EX to EXO)

Bulk-import PST files to 
Exchange Online mailboxes to 
retain and search email 
messages for compliance or 
regulatory requirements

Inactive mailboxes

Retain mailbox content after 
employees leave the 
organization

Exchange

Litigation Hold

ExchangeExchange Online



A single solution for email and documents that incorporates retention schedules 
and requirements into a file plan that supports the full lifecycle of your content 
with records declaration, retention, and disposition

• Label content as a record. Create and configure retention labels to mark content as a record that can then be applied by 
users or automatically applied by identifying sensitive information, keywords, or content types.

• Migrate and manage your retention requirements with file plan. By using a file plan, you can bring in an existing 
retention plan to Microsoft 365, or build a new one for enhanced management capabilities.

• Configure retention and deletion settings with retention labels. Configure retention labels with the retention periods 
and actions based on various factors that include the date last modified or created.



A single solution for email and documents that incorporates retention schedules 
and requirements into a file plan that supports the full lifecycle of your content 
with records declaration, retention, and disposition

• Start different retention periods when an event occurs with event-based retention.

• Review and validate disposition with disposition reviews and proof of records deletion.

• Export information about all disposed items with the export option.

• Set specific permissions for records manager functions in your organization to have the right access.

• Much more which is way above the scope of this presentation.
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dinext.de

Holger Radecke

+49 1514 405 0964

holger.radecke@dinext.de

https://dinext.de/


Microsoft Defender for 
Office 365



Email is the prevalent attack vector

91%

300%

60% $30B

68%20% in 5 min



Email Filtering Overview - Inbound

AV Engines Type Blocking ML

Models

Safe 

Attachments
Attachment 

Reputation

Blocking

Heuristic

Clustering

Linked Content

Detonation

Safe Links

URL Detonation

Safe Links for

Office Clients

IP Reputation/Throttling

Domain

Impersonation

0

URL 

Reputation

Blocking

Zero-hour 

Auto-Purge

User 

Impersonation

Content 

Heuristics

Domain Reputation

Mailbox

Intelligence

DMARC

DKIM, SPF

sender intelligence

content filtering

post-delivery protection

edge protection

Network Throttling Directory based Edge Filtering Backscatter detection

Transport Custom 

Rules

Linked Content

Detonation

Automated Investigation 

& Response



ZAP can act on emails due to mail content, URLs, or attachments.

Zero-Hour Auto 
Purge (ZAP)

Malware

ZAP enabled in Policy

Message not older than 48 hours

Phish Spam

ZAP enabled in Policy

Message not older than 48 hours 
and not marked safe by the policy

Policy set to take action 

Junk mail processing is enabled for 
the recipient (for action Move to 
JMF)

ZAP enabled in Policy

Message is unread not older than 
48 hours and not marked safe by 
the policy

Policy set to take action 

Junk mail processing is enabled for 
the recipient (for action Move to 
JMF)



Protect your data

Email is routed to EOP DC’s 
based on MX record resolution

Email Quarantine Chamber

Basic security for inbound email

Analysts

Corporate 
Network

Customer Feedback 
(false positive/negative)

Spam ProtectionPolicy EnforcementVirus ScanningEdge Blocking



Protect business critical data

Attack vectors used in email phishing

• Implicit Spoof Protection; DMARC; SPF

• Content based protection

• URL verification against known 

phishing lists

• Safety Tips for mails detected as phish

• Inline Reporting

• Machine Learning Models

• Time of Click Protection (Safe links)

• Detonation of Content

• Users contact graph

• Automated Investigation & Response

Domain Spoof

• DMARC, DKIM

• SPF

• Intra Org spoof

• Cross domain 
spoof

Compromised

• Compromised 
users

Impersonation

• Look alike 
domains

• Display name 
tricks

Content

• Attachments

• URLs

• Text



Post Breach Investigation, 

Response, Automation and 

Simulation/Training 

MDO 365 P2

Microsoft Defender for Office 365 offerings

Protecting from 

zero-day malware, URLs, 

Business email compromise

MDO 365 P1Exchange Online Protection

Preventing broad 

and volume-based 

& known attacks



MDO 365 P2EOP + MDO 365 P1

Malware 

email

Phishing

mail

AV scan, reputation 

check, sandbox 

detonation

ZAP moving email to junk

or quarantine

User account

compromised

Auto-IR triggered

MDO protection across the attack kill chain

Protection at mail flow
Block phishing and malware

Protection at the time of click
MDO Safe Links with re-detonation of the URL

ZAP
Post delivery protection

User click 

protection

Post-Breach
Automated Investigation or manual hunting + remediation

Email/campaign

threat hunting

Remediation

ML models, URL 

reputation and 

detonation

E-mail 

delivered

Protect | Detect | Investigate | Remediate with MDO 365 P2 



• An email is 
reported as Phish 
by end user

• Report triggers 
an alert queued 
for SOC

• Is the email indeed 
malicious?

• Are there Indicators of 
Compromise (IoCs)?

• What does Microsoft’s 
latest intelligence tell 
me about it?

• What other emails 
match this:

• Sender

• Sending domain

• Sender IP

• Subject

• Fingerprint

• URL

• Which users got 
any such emails?

• Did any users click the 
URL?

• Investigate users: 
Have they shown any 
anomalous behavior?

• Investigate devices: 
Are the devices 
still secure?

• Remove malicious 
emails

• Remediate affected 
devices

• Clean-up any policy 
and configuration 
issues

• Block any 
URLs/senders not 
previously blocked

• Contain affected users 
and devices

• Apply conditional 
access on data access

A day in the life of Security Operations teams

Alerts Analyze Investigate Assess impact Contain Respond

SOC Tier 1 team investigates email SOC Tier 1 team assesses impact SOC Tier 1/Tier 2 takes/approves mitigation actions



Safe

Exchange Online Protection
• Multiple filters 
• Three antivirus engines
• ZAP

Links
• Continuously updated 

lists of malicious URLs 

Recipient

Safe Links rewrite
Unsafe

Attachment
• Supported file type
• Clean by AV/AS filters
• Not in Reputation list

Detonation chamber 
(sandbox)
Behavioral analysis with 
machine learning

Executable? 

Registry call?

Elevation?

Sender

MDO Service Architecture

ZAP

• SafeLinks expanding to 
SharePoint, OneDrive for 
Business, Teams

• Internal mails



Email with attachment

Protect your data

Our systems continuously update and enhance: Updating known ”malware” after discovery of unknown file hash

Signature based AV

blocks known 
threats #



Safe Attachments

Detonate malicious attachments

Detonation

11B
Unique items 

detonated in the MDO 

sandbox in 2018



Safe Attachments
For SharePoint & OneDrive for Business



Attachment 
sent to sandbox

Protect your data

Our features and enhancements limit the impact to user productivity

Dynamic delivery: Reducing the impact from sandboxing latency Lower average latency than market SLAs

Email with 
attachment

Email body goes 
through basic 
email security 

Sandboxing

Malicious 
attachment

Safe attachment
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Safe Links Experience

Web servers
perform latest 
URL reputation 

check

User clicking URL 
is taken to EOP 
web servers for 
the latest check 
at the “time-of-

click”

Rewriting URLs 
to redirect to a 

web server. 

Time-of-click protection for malicious links.

7B



URL detonation

Time-of-click warnings provides granular 

details on why a link was flagged so they can 

understand when and why threats are blocked

Emails are analyzed to send suspicious links 

for detonation

Detonation happens in a sandboxed 

environment exposing thousands of signals 

about a file

Based on the verdict of detonation, users are 

allowed or blocked from following the link

Machine Learning models examining 

detonation artifacts continuously improve



Native Link rendering

Supports end user education by making 

them more aware of malicious URLs

Unique capability that no other 

vendor can offer

Users can hover over URLs in emails and 

see the original URL

Available today on OWA and Outlook 

in Office 365 on Windows
https://na01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.msn.com&data=04%7C01%7Cruiw...

Coming soon for Outlook in Office 

365 (Mac OS), Windows Mail App,

Outlook for iOS, and Outlook for 

Android



Protect your data

Threat protection extends to your entire Office 365 ecosystem

Email is only one attack vector

Threat protection has 
extended coverage

Microsoft enables security for 
multiple office workloads

Office 365



Protect your data

Advanced threat protection for your collaboration workloads

Sandboxing 
and detonation

• anonymous links

• companywide sharing
• explicit sharing

• guest user activity

collaboration signals

• malware in email + SPO

• Windows Defender
• Windows Defender for Endpoint

• suspicious logins

• risky IP addresses

• irregular file activity

threat feeds

• users

• IPs
• On-demand patterns 

(e.g. WannaCry)

activity watch lists

Leverage Signals

Apply Smart Heuristics

Files in SPO, ODB 
and Teams

1st and 3rd

party reputation

Multiple AV 
engines

SharePoint OneDrive Microsoft Teams



Microsoft Teams on Windows showing files detected and blocked by MDO Malicious URL in conversations from Guest/External user in Microsoft Teams on Windows

Protect your data
Cross-product integration delivers Safe Links and Safe Attachments to Teams



Protect your data

Advanced security for your desktop clients

Improve your security against advanced 
threats, unknown malware, and zero-day 
attacks

Protect users from malicious links with 
time-of-click protection

Safeguard your environment from malicious 
documents using virtual environments

Word Excel PowerPoint



Protect your data

INTRA ORG spoof intelligence

Admins can review senders who are spoofing 
their company to their users and then choose 
to allow the sender to continue or block the 
sender



Intelligent detection

• Scale of signals from the 
Intelligent Security Graph provide 
extensive visibility into the threat 
landscape

• The amount of data analyzed 
helps flag suspicious content 
quickly and precisely

• Machine learning models 
continuously improve to catch 
new unknown threats 

Leveraging Machine Learning Models to identify suspicious content

Analyses

Millions of 
samples

ML Model

Model 
generation

Good - Inbox

Bad - Phish 
action

Applying what we learnedLearning from the good and bad

Base 
protection



Mailbox Intelligence Protection

Automatic protection for all users 
in an organization based on their 
contact graph



End User Reporting

✓Users can Report 
Messages as Junk, Not 
Junk, or Phishing 
through their Outlook 
client or OWA

✓ Admins can review 
user-reported 
messages within the 
Security & Compliance 
Center



Reporting
• Real-time and trending report 

capabilities

• Out-of-box trending reports 
for threat management and 
compliance

• Reports can be customized 
and scheduled for delivery

• Data can be exported to .csv 
or via REST API for manual 
manipulation via Power BI or 
other data visualization tool



Detailed Threat Reporting
We are adding more phish catch details 
to the Threat Protection Status report, 
in addition to other trending report 
enhancements.



Threat Intelligence
✓ Unique Intel via 11B detonations

✓ Threat signals from Microsoft 
Security Graph

✓ Curated 3rd party Threat 
intelligence is automatically 
applied for protection

✓ Security Intelligence Reports from 
Microsoft

✓ Targeted attack and Nation State 
activity notifications via programs 
like AccountGuard

✓ Track IOCs via Threat Trackers



Email and Content Investigation



Incident remediation



Threat Trackers



Automated Investigation & Response (AIR)
Automation and Orchestration is driven 
by having well known playbooks that run 
given a certain condition being met, the 
resulting automation drives the initial 
analysis of the investigation then 
automates the recommended actions to 
remediate, saving Sec Ops teams hours.



Root 

Investigation

Phish?

Malware?

Recipients?

Was it ZAPed?

Analyst Verdict

Associated w/ 

Known Campaign

Cumulative 

Risk Score

Expansion to

email clusters

Indicator 

Clustering

Similarity 

Clustering

Shares signal to 

other platforms

Assess 

Click-through of 

URLs in 

email clusters 

Identify URLs 

Safe Links 

did not wrap

Perform user 

health check 

on click-throughs

MDE Blocked Clicks

Allowed Clicks

Cumulative 

Risk Score

Cumulative 

Risk Score

Assess User

Re-assess URLs

Hunting

Remediation

Auto-junk 

malicious email

Soft delete 

email from 

malicious 

clusters

Recommendations

Submission triggers playbook

Components of MDO Security Playbooks



Office 365 AIR is a 
core component of 
MTP

Azure Active 

Directory

Microsoft Defender 

for Identity

Microsoft Cloud 

App Security

Microsoft Defender 

for Office 365 P2

Windows Defender 

for Endpoint

Microsoft Defender 

for Office 365 P1



Azure Sentinel



dinext.182 │

Integrating Silos is Challenging

Silos are the Bane of Security Operations

MAPPING CHALLENGES

Identity

}



https://aka.ms/MCRA

S3

Azure Active Directory

Azure Key Vault

Azure Backup

GitHub Advanced Security – Secure development and software supply chain

Endpoint
& Server/VM

Office 365
Email and Apps

Azure 
& 3rd party 
clouds

Identity
Cloud & 

On-Premises

SaaS

Microsoft Cloud 
App Security

Azure Security Center – Cross-Platform Cloud Security Posture Management (CSPM)

Other Tools, 

Logs, and 
Data 

Sources

B2B B2C

Azure Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT

Azure AD App Proxy
Beyond User VPN

Security Documentation

Microsoft Best Practices

Top 10
Benchmarks CAF WAF

Security & Other Services

Discover

Protect

ClassifyMonitor

https://docs.microsoft.com/azure/purview/overview
https://aka.ms/MCRA
https://azure.microsoft.com/en-us/marketplace/
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/azure/active-directory/
https://docs.microsoft.com/azure/azure-arc/
https://azure.microsoft.com/en-us/services/security-center/
https://docs.microsoft.com/azure/key-vault/key-vault-overview
https://docs.microsoft.com/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/services/site-recovery/
https://docs.microsoft.com/azure/firewall/overview
https://docs.microsoft.com/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure-sphere/product-overview/what-is-azure-sphere
https://aka.ms/STP
https://docs.microsoft.com/azure/private-link/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/itpro/windows/keep-secure/windows-10-security-guide
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/endpoint-dlp-learn-about
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/web-protection-overview
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/next-gen-threat-and-vuln-mgt
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/azure/lighthouse/overview
https://docs.microsoft.com/azure/security-center/security-center-intro
https://azure.microsoft.com/blog/regulatory-compliance-dashboard-in-azure-security-center-now-available/
https://docs.microsoft.com/azure/security-center/secure-score-security-controls
https://docs.microsoft.com/en-us/azure/bastion/bastion-overview
https://docs.microsoft.com/microsoft-365/compliance/ediscovery
https://docs.microsoft.com/microsoft-365/compliance/retention
https://docs.microsoft.com/azure/defender-for-iot/
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/defender-for-identity/what-is
https://docs.microsoft.com/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/azure/active-directory-b2c/
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/azure/active-directory/authentication/multi-factor-authentication
https://www.microsoft.com/account/authenticator
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/azure/active-directory/governance/identity-governance-overview
https://docs.microsoft.com/azure/active-directory/authentication/howto-authentication-passwordless-security-key
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/marketplace/
https://azure.microsoft.com/blog/security-and-compliance-in-azure-stack/
https://aka.ms/AzureSentinel
https://docs.microsoft.com/azure/active-directory/manage-apps/application-proxy
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://docs.microsoft.com/azure/
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-secure-score
https://docs.microsoft.com/microsoft-365/compliance/compliance-score-calculation
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/mem/configmgr/
https://aka.ms/spa
https://aka.ms/PAW
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection


Microsoft 365 Defender

Identities Endpoints Cloud Apps User Data

Microsoft Defender 

for Identity

Formerly Azure Advanced 

Threat Protection

Microsoft Defender

for Endpoint

Formerly Microsoft Defender 

Advanced Threat Protection

Microsoft Cloud 

App Security

Microsoft Defender

for Office 365

Formerly Microsoft Defender

Advanced Threat Protection

Shift from individual silos to coordinated cross-domain security

Automated cross-domain security

Platform Integration



Pre-wired integration with Microsoft solutions

Connectors for many partner solutions

Standard log format support for all sources

Collect security data at cloud scale from all sources 
across your enterprise

Proven log platform with more than 10 
petabytes of daily ingestion 

Microsoft 365



Focus on security, unburden 
SecOps from IT tasks

No infrastructure setup or maintenance

SIEM Service available in Azure portal

Scale automatically, put no limits 
to compute or storage resources



PoC Approach

Kickoff

Azure Sentinel 
Worspace erstellen

Datenquellen 
identifizieren und 

anbinden

Analytics (Detections) 
erstellen und 
konfigurieren

Workbooks
(Dashborads) erstellen

Auswertung der 
erstellten Incidents in 

Azure Sentinel

< 1 Tag 1-5 Tage
Wartezeit

Min 7 Tage
1 Tag



Use Case #1
Cloud Only

Azure Sentinel
Azure Security 

Center

Subscription

VM

Network

Storage Account
VM

Ressource Group

Subscription

VM

Network

VM

Ressource Group



Use Case #2
Hybrid

Azure Sentinel
Azure Security 

Center

Subscription

VM

Network

VM

Ressource Group

Subscription

VM

Network

VM

Ressource Group

Microsoft Defender 365

ServerServer

Collector

On Premises

Defender for 
Office

Defender for 
Endpoint

Microsoft Cloud 
App Security

Defender for 
Identity



Use Case #3 
Side by Side

Azure Security 
Center

Subscription

VM

Network

Storage Account VM

Ressource Group

Subscription

VM

Network

VM

Ressource Group

Microsoft Defender 365

ServerServer

Collector

On Premises

Defender for 
Office

Defender for 
Endpoint

Microsoft Cloud 
App Security

Defender for 
Identity

Azure Sentinel

3rd Party SIEM



Data Connectors

▪ 116 Connectors 

▪ Azure Service onboarding?  → One Click



Incident Investigation
“Full Details”



Incident 
Investigation

▪ Investigation Graph



Automation

▪ Low Code programming



Automation

▪ Low Code programming



Dashboard

▪ 110 Templates
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